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Abstract: The rapid growth of social media platforms has significantly increased the complexity of online interaction networks, creating
new challenges in suspicious community detection and influential node identification. Conventional community detection approaches
often face limitations in handling heterogeneous social network structures and identifying structurally significant nodes using multiple
decision parameters simultaneously. To address these limitations, this study proposes a hybrid framework integrating modified cluster
Walktrap (MCW) with the Analytical Hierarchy Process (AHP) for suspicious community detection and prominent node analysis in
social media networks. In the first phase, the proposed MCW approach utilizes probability-driven random-walk analysis and modu-
larity optimization to identify structurally similar communities in bipartite graph structures. In the second phase, AHP is applied to
evaluate influential nodes using multiple graph-theoretic parameters, including mean distance, degree centrality, and betweenness cen-
trality. The proposed framework was experimentally evaluated using the publicly available KONECT Facebook social network dataset.
Experimental results demonstrate that the proposed MCW + AHP framework achieved improved clustering effectiveness, reduced
overlapping community formation, and more structurally consistent community detection compared with conventional Cluster Edge
Betweenness and Walktrap approaches. The framework also enabled balanced multi-criteria influential node evaluation, where Node
101 was identified as the most structurally significant node within the analyzed network. Overall, the proposed framework provides a
computationally feasible and effective approach for structural community analysis and influential node identification in complex social
media environments.

Keywords: modified cluster Walktrap, social network analysis, community detection, influential node identification, Analytical
Hierarchy Process

1. Introduction

Social media platforms have emerged as significant chan-
nels of communication in the modern digital age as they provide
for communication, information sharing, media exchange, and
virtual community creation despite geographical barriers. Sites
such as Facebook, Instagram, Telegram, X, and LinkedIn have
revolutionized the mode of communication, collaboration, mar-
keting, and dissemination of information on the internet [1].
Ease of access and convenience have made many social media
sites attract billions of users all over the world, leading to the
rapid development of the interconnected social network systems.
However, while there are many advantages associated with social
media sites, they can also become vulnerable to cybercrime owing
to the sharing of personal information, anonymity, and quick
information dissemination [2].
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Misuse of social networking sites has led to various forms of
cyberattacks such as phishing, identity theft, fraud, cyberbullying,
unauthorized access, distribution of false information, and finan-
cial scams [3]. Cybercriminals often use virtual social networks
as well as communication systems to perform illegal operations
without revealing their identities in large social networks [4]. It
is seen that victims often fail to report cyberattacks because of
embarrassment, among other issues, such as unawareness, fear of
publicity, or lack of technical knowledge [5]. The process of detect-
ing malicious groups or people playing influential roles in social
networks, therefore, is considered an important research problem.

The social network analysis (SNA) constitutes an efficient
framework for analyzing relations, interactions, and behaviors
among the users in the online environment [6]. Graph-based
modeling of social networks treats users as nodes, whereas rela-
tionships or interactions among the users are treated as edges
[7]. With the help of graphs, one can efficiently analyze the
topologies of networks, information diffusion, behavior similar-
ity, and community formations. Several parameters from graph
theory, for instance, degree centrality, betweenness centrality,
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closeness centrality, eigenvector centrality, and average distance,
have been used for discovering the structurally important nodes in
the network [8]. High connectivity nodes and nodes with higher
intermediary influence play a vital role in spreading information
or coordinating cyber-actions.

The identification of hidden communities, influencers, and
interaction patterns that are involved in criminal activity is one
of the current research areas in SNA known as the Criminal
Network Analysis (CNA) [9]. There exist many challenges in the
analysis and detection of criminal activities, for example, incom-
plete data, network evolution over time, the overlapped nature
of communities, and the scale-free nature of the network [10]. It
has been observed that users and interaction features in criminal
networks constitute two different categories of nodes to model
heterogeneity in relationship behavior [11]. Traditional techniques
for community detection face many challenges in detecting dense
and suspiciously structured communities in such networks.

Methods of community detection such as Louvain, Gir-
van—Newman, Cluster Edge Betweenness (CEB), and the Walk-
trap algorithm have already found application in the field of
SNA [12]. The Walktrap algorithm is considered among the
best techniques due to its capability of detecting densely con-
nected subgraphs through the utilization of random-walk traversal
behavior. Conventional methods of Walktrap, however, have been
developed to deal with traditional graphs and fail to adequately
capture structural similarities as well as dependencies of inter-
actions within bipartite social networks [13]. Also, while many
previous works focus mainly on the detection of suspicious com-
munities, there is less emphasis placed on the identification of the
influential node in them.

Multi-criteria decision-making (MCDM) approaches have
recently received considerable attention in terms of the analysis of
influential nodes within suspicious communities. There are many
MCDM methods, which include Technique for Order of Pref-
erence by Similarity to Ideal Solution (TOPSIS), Elimination et
Choix Traduisant la REalit¢ (ELECTRE), decision trees, and the
Analytical Hierarchy Process (AHP). All these techniques enable
evaluation of several structural parameters at once [14, 15]. AHP
is one of these approaches, which enables the evaluation of alter-
natives based on pairwise comparison and weighing of several
criteria. Therefore, combining the graph technique of commu-
nity detection with that of MCDM will improve the accuracy of
finding an influential node [8, 16].

Inspired by the gaps outlined in the literature, this paper pro-
poses a combined approach called modified cluster Walktrap with
Analytical Hierarchy Process (MCW + AHP) for the detection
of suspicious communities and prominent nodes in social media
networks. To achieve this goal, firstly, a probability-enhanced
modified cluster Walktrap (MCW) algorithm would be applied
for the detection of structurally similar suspicious communities
in bipartite social media networks using transition-probability
analysis and modularity optimization [16]. Then, second, the
AHP will be used for ranking influential nodes based on several
graph theory parameters: mean distance, degree centrality, and
betweenness centrality.

The proposed solution is primarily innovative in its
probability-enhanced MCW framework for the detection of struc-
turally similar suspicious communities in bipartite social media
networks. This framework will use the fusion of a transition-
probability-based structural similarity evaluation technique along
with modularity optimization in order to ensure higher stabil-
ity and to avoid the overlapping community problem. Moreover,
AHP is coupled with such graph-theoretic parameters as mean
distance, degree centrality, and betweenness centrality to perform
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multi-criteria analysis of structurally influential nodes. The empir-
ical evaluation of the MCW + AHP framework will be conducted
using the publicly available KONECT dataset.

2. Literature Review

2.1. Community detection in criminal and social
networks

The fast-growing online social media networking platforms
have brought increased complexity in the network of digital inter-
actions, thus inspiring research on sophisticated approaches of
community detection to detect any suspicious behavior and hid-
den user groups. The process of community detection in social
networks involves detecting communities in which the nodes inter-
act in a similar way in terms of interactions, communication, or
common interest areas [13, 17]. During cybercrime investigations,
these communities are normally composed of suspicious groups
who are involved in different malicious actions, including fraud,
phishing, cyber harassment, misinformation spreading, and illegal
data sharing [1].

One of the approaches used by many researchers to model
and analyze social networks is graph-based analysis [7]. In the
process of graph-based analysis, social interactions are consid-
ered as edges connecting nodes, while users constitute the nodes
themselves. Some of the algorithms widely used to analyze social
networks include Girvan—Newman, Louvain, CEB, and Walk-
trap [12, 13]. These algorithms involve the grouping of a social
network into clusters. The most effective among these algorithms
is Walktrap because of its random-walk approach for identifying
nodes with structural similarity.

The recent research has focused on the improvement of
the conventional approaches in community detection in complex
and dynamical social networks. Ullah et al. [17] developed neu-
ral embedding-based approaches to find communities that could
discover hidden dependencies in the structure of complex large net-
works. On the other hand, Li et al. [18] introduced an improved
version of the Walktrap method by introducing K-means clustering
to enhance the process of clustering and modularity maximization.
Li et al. [19] presented Walktrap-Structural Perturbation Method
(SPM) to detect overlapping communities from the complex graph.
Though these methods improve clustering efficiency and accuracy,
numerous existing community detection methods can be used only
for homogeneous graphs, where they may experience certain issues
related to applying them to heterogeneous social bipartite social
networks with complex interaction structures.

Many researchers have recently pointed out the use of bipar-
tite networks and heterogeneous networks to represent complex
social interactions using a more accurate depiction of real-world
conditions than homogeneous networks do. In bipartite net-
works, nodes fall into either of two categories (e.g., people vs the
items they have purchased) and have interaction-based connec-
tions between them. By representing structural heterogeneity (i.e.,
by keeping much of a relationship intact), the amount of informa-
tion lost by projecting the data to one mode is reduced through the
use of bipartite graphs. For this reason, the analysis of bipartite
graphs is becoming increasingly popular for the analysis of social
media, the investigation of criminal networks, and the modeling
of user—activity interactions—since the relationships that differ-
ent types of entities have with each other substantially affect the
behaviors and communities created by the network [11, 17].

The CNA is one of the subfields of SNA and focuses on
discovering hidden criminal organizations and suspicious user
communities [9]. The use of graph-based clustering to detect
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suspicious communities was presented by Mao et al. [20] and
emphasized the importance of structural similarity in investi-
gating cybercrimes. However, criminal networks tend to include
incomplete data, evolving interaction structures, overlapping
communities, and covert interactions, which makes it harder to
detect such communities [9, 10].

2.2. Influential node detection and centrality analysis

In addition to community detection, identifying influential
or prominent nodes within a social network is another major
research challenge [16]. Influential nodes are users who possess
significant structural importance and can strongly affect informa-
tion propagation, behavioral influence, or coordinated suspicious
activity within a network. Graph-theoretic centrality measures
are widely used to evaluate the importance of nodes in social
networks [9, 12].

Degree centrality is one of the simplest and most commonly
used measures, representing the number of direct connections
associated with a node. Nodes with higher degree values are
generally considered highly active or influential users within the
network. Betweenness centrality measures the extent to which a
node acts as an intermediary between other nodes and therefore
plays an important role in information flow and communication
control. This method is also used to figure out how easy it is to
get to certain points in a graph [8].

Several current studies have concentrated on influential
node discovery using various hybrid and optimization meth-
ods. Kazemzadeh et al. [21] have put forward a community
structure-based approach to influence maximization as a means
for discovering influential nodes in social networks. Mukhtar
et al. [22] have considered fuzzy centrality as a measure of
uncertainty in SNA. Hafiene et al. [23] have developed a fuzzy
logic-based influence maximization method to facilitate the rank-
ing of influential nodes in large social networks. However, despite
these recent developments, many existing models still utilize
only single-parameter analyses, neglecting the complex nature of
nodes’ influence in social interaction networks [16].

Recent studies have demonstrated that the use of several
graph parameters is highly beneficial in terms of increasing the
effectiveness of the node discovery process [16, 24]. However, the
problem of choosing the optimal influential node out of several
candidates remains a complex MCDM problem. It has become
one of the reasons for applying decision support methods in
graph-based SNA problems.

Researchers have also recently demonstrated that employing
a multi-criteria evaluation process and integrating community-
level structural information into influential node identification
can considerably enhance the effectiveness of a variety of hybrid
node ranking and decision support methodologies. Instead of
solely relying on individual centrality measures, hybrid method-
ologies take into consideration the clustering information of
nodes, as well as multiple different structural attributes, to provide
nodes with a more thorough ranking and to aid decision-making.
Hybrid node-rank management methodologies are especially ben-
eficial when analyzing suspicious communities since the behaviors
associated with influential nodes can vary when utilizing a
combination of different characteristics of the network [16, 24].

2.3. Multi-criteria decision-making approaches in
social network analysis

The MCDM methodologies provide a systematic way of con-
sidering decisions on several decision criteria at once [14, 15]. With

regard to SNA, MCDM methodologies are used increasingly
often for the problem-solving of influential node selection, prior-
ity setting, risk management, and behavioral analysis. A number
of MCDM methodologies, such as TOPSIS, ELECTRE, scor-
ing methodology, and the decision tree approach, have already
been applied to network-based decision-making problems. How-
ever, the AHP methodology suggested by Thomas Saaty still
belongs to the most popular methodologies because of its pairwise
comparison and hierarchical structure [15, 25].

The AHP breaks down an entire problem into a hierar-
chy consisting of objectives, criteria, sub-criteria, and alternatives.
Pairwise comparisons are used to determine the weightage
assigned to each of these criteria and alternatives. The process
allows both qualitative and quantitative assessment of the prob-
lem, making it suitable for complicated decision-making scenarios
where several structural parameters affect the end result. Niem-
cewicz [26] successfully used it for MCDM in the context of
cloud computing, while recent research has also applied the AHP
method for environmental monitoring, network optimization, and
intelligent systems.

Although there are many applications of AHP in differ-
ent areas, the use of AHP in conjunction with the modified
graph clustering technique for suspicious community analysis is
relatively unexplored in the existing literature. Earlier studies
mainly focused on community detection in isolation or on the
use of individual centrality measures for ranking nodes. Relatively
fewer studies exist that integrate community detection techniques
with multi-criteria evaluation of influential nodes for suspicious
communities.

In recent years, intelligent decision support systems have
addressed clustering techniques and multi-criteria decision anal-
ysis together to analyze complex networks. Most studies have
either focused on cluster formation or on alternate ranking inde-
pendently, and very few have proposed a unified framework
that combines probability-based community detection with AHP-
based evaluations of influential nodes. This is a critical limitation
for decision makers working on social media and cybercrime
investigations who need to analyze community structure and the
influence of nodes at the same time when making decisions.

2.4. Research gap

Despite recent advancements in community detection tech-
niques, influential node ranking techniques, and MCDM
processes related to SNA, many research challenges remain
unaddressed. There are proven algorithms used for community
detection, such as Louvain, Girvan—-Newman, CEB, and tradi-
tional Walktrap, which have been developed to identify groups
of highly connected users; however, these algorithms are primar-
ily based on a homogeneous network model. When applied to
a heterogeneous or bipartite model, the performance of these
algorithms tends to decline. Conventional methods for Walktrap
rely heavily on structural connections as well as the random-walk
behavior of nodes to form communities, causing interference with
their clustering stability due to overlapping communities to create
clusters in sparse/non-uniformly structured networks.

In exactly the same manner as other researchers have done,
it has been done in the past for the identification of an influ-
ential node using individual graph-theoretic measures such as
degree centrality, closeness centrality, and betweenness centrality.
Although these centrality measures provide meaningful and rele-
vant information about the structure of a complex network, one
centrality measure does not necessarily indicate that the influence
of a node is unique. With regard to nodes with high influence,
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depending on the method used to determine centrality, other node
features may not reflect an accurate representation of their degree
of influence.

Recent research has looked at applying MCDM techniques
(such as AHP) to assist in the decision-making process in both
network analysis and intelligent systems. The majority of AHP-
based approaches published today have placed focus mainly on
ranking alternatives based on the features extracted from the data
and not on integrating the community detection process into a
single analytical framework along with the identification of the
influential nodes. The existing body of research on the combi-
nation of probability-based random-walk community detection
with multi-criteria influential node ranking to analyze suspicious
communities in social media environments is limited.

To address the limitations outlined above as it relates to
community stability and colliding community structures, the
study develops a hybrid approach by combining probability-based
random-walk community detection through the use of MCW and
multi-criteria influential node rankings through the use of AHP
within an analytical framework (MCW + AHP). The develop-
ment of a new hybrid approach to community detection and
multi-criteria influential node ranking will enhance the identi-
fication of overlapping community structures within a stable
community model while reducing the impact of transient nodes
on community integrity.

3. Proposed Hybrid Framework for Community
Detection and Prominent Node Identification

The growing complexity of online social networks makes it
harder to detect suspicious communities and influential nodes.
Traditional approaches to community detection mainly focus on
finding dense subgraphs, whereas methods to find influential
nodes generally use standalone centrality measures. However, the
fact that real-world social interaction networks tend to exhibit
heterogeneity, overlapping communities, and hidden communi-
cation makes traditional approaches less effective [11, 16]. To
address this issue, this research proposes an integrated approach
that utilizes the combination of the MCW and AHP to detect
suspicious communities and influential nodes in bipartite social
media networks.

The proposed integrated approach consists of two phases.
The first phase involves the utilization of the MCW to detect
similar structural communities based on random walks guided
by transition probabilities in bipartite graph structures [13, 27].
The second phase applies AHP to determine the most influential
node among detected communities using different graph param-
eters. The overall process of the proposed integrated approach is
illustrated in Figure 1.

3.1. Network representation and graph construction

The social media network can be represented by a bipartite
graph that contains

BG = (U,C,E) (1)

Where:

U = {uy, uy, us, ..., U, } represents users,

C = {cy,¢y,C3, ..., Cp} denotes interaction attributes or com-
munication types,

E comprises edges linking users to interaction entities.

For this proposed graph model, nodes represent either users
or interaction entities, whereas edges represent communication
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Figure 1
Overall architecture of the proposed MCW + AHP framework
illustrating bipartite graph construction, community detection
using modified cluster Walktrap, graph parameter extraction,
and influential node identification through the Analytical
Hierarchy Process

Social Media Network
(Input)

‘

Graph Construction

'

Community Detection
Using Modified Cluster
Walktrap (MCW)

’

Graph Parameter Extraction

Mean Distance

Degree Centrality

Betweenness Centrality

v

Analytical Hierarchy
Process (AHP)

!

Most Prominent Node

relations, common behaviors, or interactions between the nodes.
Graph theory helps analyze node connectivity, interaction sim-
ilarities, and community formation in the social network [6, 7].
Unlike the conventional one-mode graph approach, bipartite
graph modeling retains heterogeneity in interrelation patterns,
which helps prevent loss of information inherent in the projec-
tion process. Consequently, such a graph model is better suited
for examining suspicious behavior involving different types of
interaction.
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3.2. Modified cluster Walktrap (MCW) for
community detection

The traditional Walktrap algorithm detects communities
based on conducting short random walks on a graph, which is
done on the basis of the assumption that random walks occur
within densely connected regions of a graph [13, 27]. Even though
the traditional Walktrap algorithm works well on homogeneous
graphs, it faces some difficulties when used for detecting commu-
nities in heterogeneous bipartite social networks due to the lack of
consideration of heterogeneous interaction and probability-based
similarity among nodes [17, 19]. In order to overcome this prob-
lem, the MCW algorithm applies a probability-based distance
evaluation approach to assess the structural similarity of nodes in
bipartite networks [18, 19]. In particular, this algorithm improves
the decision-making about community merging when conducting
a random walk.

First, each node is considered a separate community:

Py = {{vi} {voh {vah o Vi @

Then, the transition-probability matrix is calculated based on
the connection behaviors of nodes,

— A
Py = 0 (3)

Where:

Aj; is the adjacency relation between node i and node j,

d (i) is the degree of node i,

Pj; is the transition probability from node i to node j.

The probability-based distance between any two nodes is
calculated as the distance between their probability transition
matrices.

| P =P |

PD(G,j)) = ———m———
Yooy | Pi—Py |

4)

where P; and P; represent the transition-probability distributions
associated with nodes i and j, respectively.

In contrast to traditional algorithms that use purely
structural analysis, the modified Walktrap algorithm uses the
normalized probability distribution of transitions to evalu-
ate the structural similarity between nodes. As a result, this
approach makes it possible to detect structurally related nodes
in heterogeneous and sparse social networks. The merging of
communities with minimum probability-based distance continues
until reaching the modularity convergence point. The modular-
ity of the resulting communities is calculated using the following
formula:

1 ~d@®dG)
Q= 2m %: [A” 2m

] 5(C;, C)) 5)

Where:

m is the total number of edges,

d(i) and d (j) are the degrees of the nodes,

8(Ci,Cj) equals 1 if the nodes belong to the same
community and 0 otherwise.

3.3. Algorithmic steps of MCW

The procedural process of the suggested MCW approach is
outlined as follows:

Algorithm 1: Modified Cluster Walktrap (MCW)

Inputs: Bipartite graph BG = (U, C,E)

Output: Communities found Com = {C,, C,, ..., Cy}

1. Creation of the bipartite graph using the social media data.

2. Each node is assumed to be a single community.

3. Calculation of the adjacency and transition-probability mat-
rices.

4. Calculation of probability-based distance between neighboring
nodes.

5. Determination of pairs of nodes having minimal distance values.
6. Community merging based on structural similarity.

7. Calculation of modularity after each community merge.

8. Repeating steps 47 until the modularity converges.

9. Output of the detected communities.

The proposed modification of the Walktrap algorithm incor-
porates random-walk-based probability evaluation of structural
similarity, which improves clustering stability and community
formation.

3.4. Time complexity analysis

The computational complexity of the suggested MCW
method mostly relies on the calculation of transition probabilities,
distance calculations, and the iterative procedure of modularity
maximization and community merging. For a network containing
n nodes and m links:

The calculation of transition probabilities involves:

O(m) (6)

The calculation of probability-distance between adjacent
nodes involves the following:

O(n?) (N

The iterative process of modularity maximization and
communities merging involves approximately:

O(n2logn) (©)]

Therefore, the computational complexity of the entire MCW
algorithm can be estimated as:

O(n2logn) )

and is still computationally tractable for medium-sized social
networks [17].

3.5. Analytical Hierarchy Process (AHP) for
influential node identification

After detecting suspicious communities using MCW, the
next step involves determining the most influential node among
those detected communities. Considering the influence of many
factors in the structure of the social network, using one centrality
measure to determine the most influential node can be inaccurate
or incomplete [8, 16, 22]. As such, this research uses the AHP for
MCDM [14, 15, 28].

Some of the graph-based criteria evaluated in the AHP
approach include:
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1) Mean distance
2) Degree centrality
3) Betweenness centrality

The steps involved in the AHP method include the
following [28]:

1) Generation of a pairwise comparison matrix of the selected
criteria.

2) Calculation of priority weights of criteria.

3) Ranking of nodes according to selected criteria.

4) Calculation of overall weighted score for node ranking.

The calculation of the weighted score of each node is based
on the formula:

n
Score(i) = Y, W X PVy,
k=1

(10)

Where:

W is the weight of the criterion k,

PV, is the priority vector value of the node i for the
criterion k.

The node having the highest weighted score will be conside-
red the most prominent node among the detected community.

3.6. Consistency verification in AHP

For evaluating the consistency of the pairwise comparison
method, the Consistency Ratio (CR) is calculated in compli-
ance with the Saaty criteria of consistency verification [28]. The
Consistency Index (CI) is found using the formula:

)Lmax —n

I:
¢ n—1

(11)

The CR is defined as:

CI

CR:ﬁ

(12)
Where:

Amax 18 the largest eigenvalue of the matrix of comparisons,

n is the number of criteria,

RI is the Random Index.

If CR < 0.1, the consistency of the pairwise comparison is
considered acceptable. This validation improves the reliability and
objectivity of the proposed MCDM process [15, 28].

4. Implementation and Experimental Setup

4.1. Dataset description

Evaluation of the proposed model was done using the pub-
lic KONECT Facebook Social Network Dataset [29]. The data
represents social interaction between users through graph struc-
tures where nodes represent users, while edges represent social
ties between them. This choice of data is based on its massive
structure along with its ability to be studied concerning commu-
nity formation and influential nodes in social media environments
[7, 11, 30].

In the current study, the abovementioned data was ana-
lyzed using a structural approach toward graph network analysis
in order to detect suspicious communities and influential nodes
depending on their topology and interaction properties [8, 16, 22].
In order to enable probability-based community detection along
with multiple criterion evaluation of the nodes, the dataset was
represented in the form of a bipartite graph [11, 31].
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As a pre-step to constructing a graph structure, the data
was pre-processed in order to improve network consistency and
delete redundant links. The preprocessing procedure included the
following actions:

1) Deletion of duplicate edges,

2) Isolation of single nodes,

3) Normalization of the network,

4) Extraction of adjacency properties.

Finally, the processed data was used as input for the proposed
MCW model.

4.2. Graph construction and network representation

The processed social network data was transformed into the

graph format illustrated below:
BG = (U,C,E) (13)

Where:

U is the set of users,

C is interaction or activity data,

E is the connection between nodes.

The network graph was constructed using tools of graph
visualization and analysis. In the obtained network:

The size of nodes denotes the degree value of the node.

The intensity of colors of nodes denotes betweenness
centrality.

The connection between edges is based on interactions
between users.

The connection between edges is based on interactions
between interconnected nodes.

Such a visual representation allows for revealing highly
interconnected clusters and structurally important nodes [8].

Figure 2 illustrates the graph generated from the KONECT
Facebook dataset after preprocessing and network construction.

The generated graph demonstrates the existence of highly
connected node groups and structurally dominant regions
within the network. Such regions are potential indicators of
suspicious communities and influential interaction behavior
[20, 32].

4.3. Community detection using modified cluster
Walktrap (MCW)

The first step involved in the new framework entails the
detection of suspicious communities using the MCW algorithm.
The MCW algorithm framework involves the integration of anal-
ysis through random walk with probability and distance measure
for bipartite networks [13, 31]. Initially, each individual node
in the graph was considered a community by itself. Transition
probabilities between neighboring nodes were calculated based
on the connectivity and node degree distribution of the network.
Afterward, probability-distance measures were used to find struc-
turally similar communities [18, 19]. Communities having lower
probability-distance were continuously merged, with modularity
values being taken note of at every point in the process. The merg-
ing was continued till the point when no further changes could be
seen in the value of modularity [12, 31].

Results from the implementation process show that the pro-
posed MCW framework successfully detected denser communities
within the social network.
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Figure 2
Graph representation generated from the KONECT Facebook dataset

Legend
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Selected Node (Degree = 35)
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Edges
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) Detected Community
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Community Features

Feature Value
Degree 35
Number of Nodes 38
Number of Edges 148
Average Degree 7.79
Max Degree 35
Min Degree 3
Density 0.21
Average Clustering 0.62
Coefficient
Diameter 5
Average Path Length 2.47

Note: Schematic illustration of the detected community structure. The illustration was manually prepared using
Draw.io and arranged with the assistance of ChatGPT for presentation purposes. All scientific content, network
structure, and parameter values were verified by the authors.

4.4. Extraction of graph-theoretic parameters

After discovering the communities, a series of graph parame-
ters were calculated using the discovered communities to discover
influential nodes in the network. These included:

1) Mean distance
2) Degree centrality
3) Betweenness centrality

Figure 3 represents the values of the selected parameters for
Node ID 101 using the developed graph-analyzing methodology.

As shown in the figure below, Node ID 101 has relatively
high degrees and betweenness compared to neighboring nodes,
indicating the node’s structural influence within the community
[16, 24, 33]. Below is the table that contains the parameter values
for the important nodes whose node numbers are 49, 101, 105,
and 314.

The parameter values extracted from prominent nodes are
summarized in Table 1.

4.5. Influential node identification using AHP

The AHP method was applied in the second stage of the pro-
posed procedure to find the influential node among the identified
communities. AHP has been used here because the influen-
tial behavior depends upon the analysis of several structural

properties at once. In contrast to the single criterion-based anal-
ysis, AHP allows us to perform weighted and multi-criteria
evaluation of network parameters through pairwise comparisons
[15, 25].

The following tasks have been executed in the application of
the AHP procedure: pairwise parameter comparison, calculation
of the priorities, evaluation of the nodes in terms of parameter
ratings, weighted scores calculation, and selection of the node with
the highest value [25]. The specific stages include:

1) Creation of the pairwise comparison matrix for the graph’s
parameters.

2) Priorities calculation for the selected parameters.

3) Calculations of the parameter ratings for each node.

4) Weighted score calculation for all possible candidates.

5) Identification of the node with the maximum score.

The entire process of AHP application for influential node
identification has been visualized in Figure 4.

The pairwise comparison matrix was formed using the scale
suggested by Saaty to describe the comparative importance of the
parameters [15]. The validation for consistency was performed
through CR in order to ensure the correctness of pairwise com-
parison values. Table 2 illustrates the pairwise comparison matrix,
while Table 3 shows calculations of priority vectors.

The vector for all the nodes generated using all the param-
eters is calculated. The parameters’ rating per node using mean
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Figure 3

Extraction and evaluation of graph-theoretic parameters, including degree centrality, betweenness centrality, and mean distance, for

influential node analysis within detected communities

Detected Community

Influential Node

Graph Parameters of Node 101

Parameter

Value

Degree

59

k-core Number

24

Triangles

840

Clustering Coefficient

0.49

Betweenness Centrality

17K

Eccentricity

7

Periphery

[¢]

Mean Distance

3.9

PageRank

0.006

Role

Note: Schematic illustration of influential node identification. The illustration was manu-
ally prepared using Draw.io and arranged with the assistance of ChatGPT for presentation
purposes. All scientific content and node parameters were verified by the authors.

Table 1
Value of mean distance, degree, and betweenness for all prominent nodes with Node ID 49, 101, 105, and 314
Parameter (row)/node ID (column) Mean distance Degree Betweenness
49 8.000 15.000 8.000
101 4.000 59.000 17.000
105 5.000 63.000 15.000
314 6.000 37.000 18.000
Figure 4

AHP-based influential node ranking process illustrating criteria weighting, pairwise comparison, and final prioritization of candidate

nodes within the identified community

INPUT
Values of Parameters (Mean Distance, Degree,
Betweenness) for Each Node

(ID: 49, 101, 105, 314)

Criteria 1 Criteria 2 Criteria 3
Mean Distance Degree Betweenness
Y A4
Option 1 Option 2 Option 3 Option 4
Node 49 Node 101 Node 105 Node 314
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Table 2 Where:
Pairwise comparison matrix for parameters Wy denotes the weight of the parameter,
Mean PV denotes the priority vector value of node i.
Parameters distance Degree Betweenness The 1.10de w1‘.[h the hlghe§t score gt the end is con51d§red to be
- the most influential node inside the discovered community. From
Mean distance 1.000 3.000 7.000 the experiments conducted, it became evident that Node 101 had
Degree 5.000 1.000 5.000 scored the highest among all nodes being tested, hence indicating
Betweenness 3.000 2.000 1.000 high influence and importance within the social network being
studied, as shown in Table 7.
Table 3 . .
Calculation of priority vector 4.6. Experimental environment

Mean 3rd The MCW-AHP framework implementation was carried out

dis- Between-  root of ing Python 3.11 on Windows 11. NetworkX, Pandas, NumP
tance Degree ness product PV using y' . . . > > Y
Matplotlib, and igraph libraries were used for the graph process-
Mean 1.000 3.000 7.000 2.759 0.368 ing and community analysis. The experiments were conducted on
distance a computer with an Intel Core 17 processor and 16GB of RAM,
Degree 3-000 1.000 3-000 2924 0.3 which provided sufficient computational power for graph con-
Between- 3.000 2.000 1.000 1.817 0.242 struction, community detection, and extraction of the parameters

niess needed for AHP-based ranking of the influential nodes.
Sum 8.149 1.000

distance, degree, and betweenness is generated as shown in
Tables 4, 5, and 6, respectively.

The final weighted score for every node was calculated using
the following formula:

n

4.7. Evaluation metrics

Performance of the proposed integration of the MCW and
AHP algorithm was evaluated based on four parameters including
the number of communities generated, iterations required, effec-
tiveness, and CPU time. Effectiveness is considered to be directly
proportional to the quality of the community detection process

Score(i) = 3 Wy X PV, (14) ~ and the decrease in overlapping communities [17, 31]. The per-
k=1 formance of the proposed method was compared to the CEB
Table 4
Priority vector of each node on the basis of mean distance parameter
Node ID 49 101 105 314 4th root of product PV
49 1.000 0.500 0.630 0.750 0.697 0.169
101 2.000 1.000 1.250 1.500 1.391 0.337
105 1.600 0.800 1.000 1.200 1.114 0.270
314 1.330 0.670 0.830 1.000 0.928 0.224
SUM 4.130 1.000
Table 5

Priority vector of each node on the basis of degree parameter

Node ID 49 101 105 314 4th root of product Priority vector
49 1.000 0.250 0.260 0.410 0.404 0.089
101 3.930 1.000 1.040 1.590 1.598 0.351
105 3.800 0.970 1.000 1.540 1.544 0.339
314 2.470 0.630 0.650 1.000 1.003 0.221
SUM 4.549 1.000

Table 6
Priority vector of each node on the basis of betweenness parameter

Node ID 49 101 105 314 4th root of product Priority vector
49 1.000 0.470 0.530 2.000 0.840 0.180
101 2.130 1.000 1.130 4.250 1.790 0.390
105 1.880 0.880 1.000 3.750 1.580 0.340
314 0.500 0.240 0.270 1.000 0.420 0.090
SUM 4.630 1.000
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Table 7
Final score for each node
Node ID/criteria Mean distance Degree Betweenness Score
49 0.174 0.086 0.138 0.137
101 0.348 0.337 0.293 0.335
105 0.278 0.360 0.259 0.297
314 0.232 0.217 0.310 0.246

and Conventional Cluster Walktrap (CWT) methods. Results
showed that the proposed method performed better than others
in terms of effectiveness and stability in generating communities
[18, 29, 34].

4.8. Scalability and practical considerations

Even though the presented approach shows better perfor-
mance in detecting communities, the computational complexity
related to calculating the similarity of nodes based on probability
becomes larger when the size of the network grows [17, 19, 34].
Compared to traditional edge-based clustering algorithms, MCW
involves extra calculations to analyze the probability and distance
between each node in the network. However, these extra calcula-
tions improve the quality of clustering results by increasing their
stability and reducing the likelihood of finding structurally over-
lapped communities. Thus, the presented approach is better suited
for analyzing suspicious interactions in cases when precision is
of higher importance than fast execution of the algorithm. The
approach was evaluated based on a static set of social media data.
The framework may be used in social networks with dynamically
changing structure, where nodes and edges keep evolving.

5. Experimental Results and Analysis

The experimental test for the proposed framework was car-
ried out using the Facebook social network data collected from the
KONECT database in order to determine its effectiveness in the
context of network analysis. It was pitted against two other meth-
ods of graph clustering: the CEB and CWT. These comparison
tests are displayed in Table 8.

The proposed MCW-AHP framework achieved the high-
est effectiveness score (10.43), outperforming the Cluster Edge
Betweenness (CEB) method (9.69) and the Conventional Clus-
ter Walktrap (CWT) method (7.22) approaches evaluated CEB
9.69 and CWT 7.22, while generating significantly more mean-
ingful communities with good computational efficiency than
both other approaches. Even though MCW-AHP took a little
longer to execute than CEB, the improvement in the quality
and structural consistency of the communities created from this

framework justified the extra computational cost. Thus, the
results of this research indicate there is an effective balance
between the clustering performance and influential node analysis
in social media networks using MCW-AHP.

6. Conclusion

In this study, the MCW algorithm and the AHP were
integrated into a hybrid framework for detecting suspicious com-
munities and identifying influential nodes in social networks.
The framework employs a probability-based approach to detect
a community and a multi-criteria approach to assess individual
nodes to overcome the issues associated with traditional clustering
algorithms and with single centrality-based ranking.

The evaluation performed on data extracted from the
KONECT Facebook social network indicated that the integra-
tion of the MCW + AHP methodologies produced the highest
level of effectiveness (10.43) compared to the CEB method (9.69)
and the Conventional Walktrap method (7.22). The MCW +
AHP framework successfully identified and generated structurally
coherent communities while maintaining the same computational
efficiency as a traditional clustering method. The integration of
the mean distance, degree centrality, and betweenness centrality
methodologies within the AHP framework also allowed for a bal-
anced assessment of influential nodes, resulting in Node 101 being
identified as the most significant node in the network that was
analyzed.

In a practical sense, the proposed MCW + AHP method-
ology can support investigations into cybercrime, monitoring of
suspicious communities, social media intelligence operations, and
network security analysis through the identification of hidden
communities and users with structural influence.

7. Future Work

It is possible to extend the suggested model further and
incorporate features that facilitate an iterative process of influen-
tial node identification within changing social networks. Potential
improvements may include the inclusion of multiple stages of
community detection and graph updates, as well as repeated

Table 8
Comparative performance analysis of community detection approaches on the KONECT Facebook dataset

Number Non-overlapping Overlapping Effectiveness CPU execution
Algorithm of clusters communities communities score time (s)
Proposed MCW + AHP 146 13 14 10.430 3.810
Cluster Edge Betweenness 126 20 13 9.690 3.250
(CEB)
Conventional Cluster 130 10 18 7.220 4.860
Walktrap (CWT)
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identification of influential nodes to develop a list of the most
influential ones. Moreover, future directions for this research
will include dynamic community detection in social media net-
works that evolve over time, adding more graph-theoretic features,
testing on larger heterogeneous datasets, and evaluating other
MCDM techniques for ranking of the influential nodes such as
TOPSIS, ELECTRE, and fuzzy-AHP.
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