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Notary Evaluation Algorithm Adaptable to Node
State Changes for Cross-Chain Notaries
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Abstract: Cross-chain technology has emerged as a current research hotspot in the field of blockchain. Scholars have proposed various cross-
chain technologies to address the issue of “data islands”. Among these technologies, the notary mechanism is one of the principal approaches.
However, existing research on notary evaluation tends to favor older nodes and struggles to adapt to changes in node states. To address this
challenge, this paper proposes a notary evaluation algorithm capable of adapting to node state changes. The algorithm divides the node
reputation value into transaction scores and trust scores. The reputation value is then calculated based on the actual transaction cycle,
thereby bringing the node reputation value closer to the node’s current performance level. The experimental results show that the
algorithm can effectively cope with node state changes and more accurately identify malicious nodes and trustworthy nodes than similar
schemes, preventing the efficiency and success rate of the cross-chain system from decreasing due to the inability of the algorithm to
adapt to node state changes. At the same time, the problem of low reputation value of new nodes due to the lack of trust relationship is
alleviated, which is more conducive to mobilizing nodes to join the notary group. Through these improvements, the reliability and
operational efficiency of the cross-chain system can be effectively improved.
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1. Introduction

In 2008, Satoshi Nakamoto first introduced the Bitcoin system [1],
which brought blockchain technology into the spotlight and
gained widespread attention. Due to its characteristics of openness,
transparency [2], decentralization [3], and immutability [4],
blockchain technology has been widely applied in various industries,
including but not limited to supply chain [5], healthcare [6],
transportation [7], and others. With the development of blockchain
technology, different blockchains have emerged. However, these
blockchains operate independently and lack interconnectivity, leading
to the emergence of value islands [8]. Achieving interconnection and
interoperability between blockchains has become an unavoidable
issue [9]. The development of cross-chain technology is crucial in
addressing the problem of data islands and promoting further
advancements and applications of cross-chain technology [10].

Cross-chain technology was initially proposed by Ripple [11].
Currently, the main cross-chain mechanisms include the notary
mechanism, sidechain/relaying mechanism [12], hash locking
mechanism [13], and distributed private key control [14]. Among
them, the notary mechanism is relatively simple and easy to
implement compared to other cross-chain mechanisms. The working
mode of the notary mechanism is similar to that of traditional
exchanges [15] and is more compatible with existing frameworks
[16]. However, the reliability and efficiency of this cross-chain
mechanism depend on the selected notaries. If unreliable notaries are
elected, it may lead to transaction failures and low transaction

volumes and undermine the reliability and credibility of the cross-
chain system. Therefore, an effective notary evaluation algorithm that
can assess notary nodes and distinguish malicious nodes is of
paramount importance.

This paper presents a notary evaluation algorithm that can adapt to
changes in node states, dividing the notary’s reputation value into
transaction scores and trust scores. The transaction score is calculated
based on the data generated when the node undertakes cross-chain
tasks. The evaluation time of the node is used to determine the
transaction cycle, and the transaction score is computed by
considering both the historical scores and the scores generated from
the transaction performance within the current cycle, ensuring that
the final result closely reflects the node’s current state. The trust
score is determined through trust voting among nodes and is jointly
influenced by the trust relationships among nodes and their long-
term performance. Prior to node evaluation, trust relationships among
nodes are collected, and an improved PageRank algorithm is used
for iterative computation to calculate the trust score of each node.
Then, the weights for transaction scores and trust scores are
calculated based on the actual number of transaction cycles in which
the node participates. These weights are used to compute the node’s
final reputation value.

The main contributions of this paper are as follows:

1) In order to improve the accuracy and fairness of node evaluation,
this paper proposes the concept of an effective transaction cycle,
which divides different cycles by the time point of node
evaluation. According to whether the node undertakes cross-
chain tasks during the transaction cycle, the transaction cycle
is divided into the node’s effective transaction cycle and
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ineffective transaction cycle. The calculation of reputation value
is aided by the number of effective transaction cycles of a node,
which can distinguish between old and new nodes, and also takes
into account the nodes that have joined the notary group for a
longer time but have fewer cross-chain tasks.

2) A new method for calculating reputation value is proposed. The
method will evaluate the reputation value of nodes from two
dimensions: transaction performance and trust relationship.
The scheme fully considers the variability of node state,
utilizes the effective transaction period to distinguish the
transaction data in different periods, increases the influence of
recent data on the reputation value, and improves the
adaptability of the algorithm to the change of node state.

3) In this paper, several experiments are designed from the aspects
of identification of node nature, evaluation of new nodes with
different natures, reputation value and ranking of trusted new
nodes, decline in node’s transaction performance, and
transformation of reliable nodes into malicious nodes and are
compared with several representative schemes. It is verified
that this scheme can effectively cope with the change of node
status as well as give reasonable evaluation according to the
nature of old and new nodes while recognizing malicious
nodes, which proves the effectiveness of the scheme.

The structure of this paper is as follows: Section 1, Introduction,
introduces the background information of blockchain cross-chain
technology. Section 2, Related work, discusses the schemes of
notary election in the cross-chain field in the past few years.
Section 3, Relevant knowledge, introduces the notary public
mechanism and PageRank ranking algorithm. Section 4, Theoretical
framework, introduces the theory and implementation steps of the
algorithm. Section 5, Theoretical and experimental analysis, through
the experiment to verify the effectiveness of the algorithm. Section 6,
Conclusion.

2. Related Work

The improved PageRank algorithm was utilized in Dai et al.
[17] for calculating the reputation value of notaries. By
considering the transaction information of notary nodes and the
trust relationships among nodes, the algorithm calculated the
reputation value of each node, serving as the basis for electing
high-quality notary nodes. However, the algorithm focused on
trust relationships and lacked differentiation in assessing the
inherent value differences among nodes.

In Jiang et al. [18], a time factor was introduced into the calculation
of the damping coefficient. The evaluation considered both the inherent
value of the notary node and the value obtained through undertaking
notary tasks, thereby alleviating the bias toward older nodes in the
election algorithm. Cao and Yang [19] proposed a two-stage election
algorithm that used the improved PageRank algorithm to evaluate
nodes and employed a verifiable random function for node selection.
This approach increased the randomness and unpredictability of
notary elections while mitigating the Matthew effect and alleviating
the centralization issue. Although Jiang et al. [18] as well as Cao and
Yang [19] have made improvements to the algorithm in different
ways, they suffer from the issue of a single indicator when
calculating the inherent value of nodes, which prevents a
comprehensive evaluation of the nodes.

Chen et al. [20], based on the original evaluation system,
introduces factors such as the historical transaction records of
nodes, message response time, and collateral deposits, thus
improving the evaluation system for validators. Chen et al. [21]

propose a multiple indicator credit ranking scheme based on a
notary mechanism, addressing the problem of a single evaluation
indicator for the intrinsic value of certification nodes through
multiple indicator evaluation and the entropy weighting method.
This scheme provides a more comprehensive evaluation of the
value of nodes by incorporating indicators such as transaction
volume, user feedback, and success rate when assessing the
nodes’ intrinsic value. Zhao and Cao [22] combine trust voting
scores between nodes with transaction performance to calculate the
evaluation value between nodes. It uses the average value of the
evaluation as the basic reputation value of nodes, thereby reducing
the initial value of malicious nodes and the probability of them
entering the certification group. The three aforementioned articles
have employed different methods to increase the evaluation
indicators for nodes, making the algorithm’s evaluation of nodes
more comprehensive. However, using the historical average value as
the basis for evaluating nodes can lead to evaluation results that do
not align with the current state of the nodes. Xiong et al. [23]
propose a notary node election scheme based on a reputation
mechanism. It adjusts the reputation value of nodes based on
transaction completion status and reports of malicious behavior and
removes malicious nodes based on their reputation value. This
algorithm can effectively elect reliable nodes but also limits the
election results to well-performing old nodes, making it difficult for
new nodes to obtain opportunities to undertake cross-chain tasks.
Cao et al. [24] calculate the reputation value of nodes based on the
voting results between nodes, transaction processing efficiency, and
transaction processing success rate. The algorithm effectively
distinguishes nodes with different characteristics. However, the
method of calculating voting scores based on the proportion of votes
received by nodes in the total votes makes it difficult to prevent
collusion among malicious nodes. In the aforementioned studies,
certain approaches fail to differentiate between newly joined nodes
and old nodes when calculating reputation values, resulting in a
disadvantage for new nodes during node evaluation due to a lack of
trust relationships. Although the literature [18–20] differentiates
between new and old nodes, they rely on the time of joining the
notary group as the basis for controlling the weight of trust
relationships and transaction performance when calculating reputation
values. This criterion lacks fairness for nodes that have been in the
group for a longer duration but have undertaken fewer cross-chain tasks.

Through the analysis of the aforementioned literature, there are
still several shortcomings in the current algorithms for notary node
evaluation. First, when nodes engage in trust voting, they tend to trust
nodes with outstanding performance and more trust relationships.
However, nodes with average performance struggle to establish
trust relationships. In such cases, if malicious nodes collude and
engage in mutual voting, it may lead to the ranking of malicious
nodes surpassing that of ordinary nodes. Second, existing research
attempts to adjust the damping factor by using the time of nodes
joining the certification group, aiming to reduce the disadvantage
faced by new nodes due to a lack of trust relationships. However,
this approach lacks fairness for nodes that have been in the group
for a longer duration but have undertaken fewer cross-chain tasks.
These nodes, due to their limited involvement in cross-chain
tasks, face difficulties in gaining trust from other nodes based on
transaction performance. Their characteristics are more aligned
with those of new nodes; however, the node evaluation still
adopts the reputation calculation method of old nodes. Third,
changes in node status cannot be promptly reflected in reputation
values. Existing research calculates the inherent value based on
transaction performance using historical average values, which
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lack consideration for the temporal aspect and cannot accurately
reflect the current state of the nodes.

3. Relevant Knowledge

3.1. Notary mechanism

The working principle of the notary mechanism is similar to that of
traditional exchanges, making it easier to implement and deploy
compared to other solutions. This mechanism does not require
focusing on the structure and consensus mechanism of the blockchain
but rather focuses on the cross-chain tasks themselves. The notary
mechanism works by electing trustworthy nodes or notary groups to
undertake cross-chain tasks. However, not all notary nodes can be
considered reliable, as there is a risk of malicious behavior by certain
nodes [25]. Depending on the method of signature, the notary
mechanism can be categorized into single-signature notary
mechanisms and multi-signature notary mechanisms. The basic
workflow of the notary mechanism is shown in Figure 1, where
notary nodes or notary groups act as intermediaries to facilitate the
circulation of assets between different blockchains.

3.2. PageRank

The PageRank algorithm [26] was proposed byGoogle and is used
to evaluate and rank the importance ofwebpages. The core idea is to give
the same initial value to the pages and then use the linking relationship
between the pages to transfer the value, iteratively calculating the value
of the page until the value of all the pages is stabilized.

There are two important assumptions for this algorithm:

1) Quantitative assumption: the more links a page has to this page,
the more important the page is. In the notary evaluation
algorithm, the more a node is trusted by more nodes, the more
trustworthy the node is.

2) Quality assumption: the importance of each page varies, and pages
linked to by high-importance pages have higher importance. In the
notary evaluation algorithm, the trustworthiness of each node

varies, the node trusted by the high trustworthiness node has
higher trustworthiness.

The iterative formula for the PageRank algorithm is as follows:

PRðuÞ ¼ ð1� dÞ þ d �
X

v2BðuÞ

PRðvÞ
LðvÞ (1)

where PR(u) represents the PR value (PageRank value) of web page u,
indicating the importance of web page u, d is the damping coefficient
usually taken as 0.85, B(u) represents the set of all web pages linking
out to u, and L(v) represents the number of links out to page v.

4. Theoretical Framework

Based on the work presented in Zhao and Cao [22], this paper
proposes an adaptive notary evaluation algorithm that can
accommodate changes in node states. In this scheme, regular
computations and rankings of node reputation values are conducted,
and the time interval for reputation value calculations can be freely
determined based on the number of transactions. The period between
two consecutive reputation value calculations is referred to as a
transaction cycle, and if a node undertakes cross-chain tasks during
this cycle, it is considered an effective transaction cycle for that node.
Prior to each round of node evaluation, trust relationships between
nodes and the transaction records of each node during the current
transaction cycle are collected.

Each notary node sets expected weights for transaction success
rate and transaction efficiency when joining the notary group,
representing the node’s expectations for the transaction
performance of other nodes. Subsequently, the node’s score for
the transaction performance of other nodes will be calculated
based on these weights. Meanwhile, the sum of the two weights
should be a fixed value, with a minimum value also being present.

In this paper, the reputation value of a node is divided into
transaction score and trust score. The transaction score is
calculated based on the node’s transaction performance. For new
nodes that have not undertaken any cross-chain tasks, the
transaction data generated when using the node as a cross-chain
service user is used for the calculation.

The success rate is an important criterion for assessing the
credibility of notary nodes, and it is calculated using the following
formula (1). In the formula, Vsucc(i) represents the success rate
score of node i during the current transaction cycle, Succcur(i)
represents the number of successful transactions by node i in the
current transaction cycle, and Numcur(i) represents the total
number of transactions by node i in the current transaction cycle.

VsuccðiÞ ¼
SucccurðiÞ
NumcurðiÞ

(2)

The efficiency in processing transactions is an important criterion for
measuring the value of a node. The transaction efficiency score for
node i is calculated using the following formula:

TtraðiÞ ¼
TimecurðiÞ
SucccurðiÞ

(3)

VeffiðiÞ ¼ 1� TtraðiÞ �MinðTtraÞ
MaxðTtraÞ �MinðTtraÞ � 0:9 (4)

Ttra(i) represents the average duration for node i to process a cross-
chain transaction in the current cycle, while Timecur(i) represents the

Figure 1
The workflow of the notary public mechanism
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total transaction time for node i in the current cycle. Since transaction
efficiency can be influenced by different cross-chain protocols and its
value range cannot be unified with the success rate, it is necessary to
normalize the average transaction duration Ttra(i) for each node. The
nodewith the shortest average duration (highest efficiency) is assigned
a score of 1, while the node with the longest average duration (lowest
efficiency) is assigned a score of 0.1. Other nodes are assigned scores
based on their performance.Veffi(i) represents the transaction efficiency
score of node i in the current transaction cycle, Ttra represents the
collection of average transaction duration for all nodes in the
current transaction cycle, Max(Ttra) represents the longest average
transaction duration, and Min(Ttra) represents the shortest average
transaction duration. For nodes with a transaction success rate of
0%, since it is not possible to calculate the average duration for
individual transactions, their efficiency score is fixed at 0.05. The
calculation of the transaction score is defined by the following
formula (5).

TransactionValue(i) represents the transaction value for node i
in the current reputation evaluation, which will be used as the
historical score in the next round of node evaluation. Vhis(i)
represents the historical score of node i. Wh and Wc represent the
weights for the historical score and current cycle score,
respectively. To ensure that the score reflects the node’s current
performance, it is suggested in this paper that Wh should be
smaller than Wc. We and Ws represent the weights for the
efficiency score and success rate score when calculating the current
cycle score. Considering the higher impact of transaction success rate
during the transaction process compared to transaction efficiency, it
is recommended to set We smaller than Ws. For nodes that have not
participated in any cross-chain tasks for the first time, the average of
the historical scores of the previous 2/3 nodes is used as their own
historical score. For nodes that have not undertaken any transaction
tasks in the current transaction cycle, the transaction score obtained
from the previous node evaluation is used as the current score.

TransactionValueðiÞ ¼Wh � VhisðiÞþWc

� ðWe � VeffiðiÞþWs � VsuccðiÞÞ
(5)

When calculating the trust score of a node, the evaluation of this node
toward other nodes is first calculated using the transaction success
rate weight and transaction volume weight pre-set for the node.
The calculation formula is as follows:

Evai!j ¼ WsuccðiÞ � VHsuccðjÞ þWeffiðiÞ � VHeffiðjÞ (6)

where Evai→j represents the rating of node i toward node j; Wsucc(i)
and Weffi(i) represent the weights for success rate and efficiency set
by node i upon joining the notary group, representing node i’s
expectations for the transaction performance of other nodes; and
VHsucc(j) and VHeffi(j) represent the success rate score and
transaction efficiency score of node j. Considering that the
establishment of trust is the result of long-term observations of the
transaction performance of the trusted node, VHsucc(j) and VHeffi(j)
are calculated using transaction data from all periods, including
the current transaction cycle, for node j. The calculation method is
the same as the calculation method for Vsucc and Veffi in the
transaction score.

In this paper, an improved PageRank algorithm is employed to
calculate the trust value PR(i) of node i. The formula is as follows:

PRðiÞ ¼
P
j2A

Evaj!i

N�1 þ d �P
j2G

PRðjÞ � Evaj!iP
k2V

Evaj!k

 !
(7)

In the formula, d represents the damping factor, which the value of d
here is 0.85 according to the setting of the original algorithm. A
represents the set of all notary nodes excluding node i, and N
represents the total number of notary nodes. Evaj→i represents the
evaluation score of node j toward node i, V represents the set of
all nodes trusted by node j, and G represents the set of all nodes
that trust i.

During the iteration process, the algorithm assigns a portion
of the node’s own PR value to the nodes it trusts. However, as
different nodes have varying transaction performances, the
degree of compliance with one’s expectations can be
determined through the evaluation scores. Nodes that receive
higher scores, indicating a closer alignment with their
expectations, should be allocated a larger share of the PR
value. By proportionally distributing the node’s PR value
based on the evaluation scores provided by the node, this
approach allows nodes that meet the expectations of other
nodes to obtain more PR value. This further distinguishes the
value of different nodes.

To facilitate the computation of the final reputation value, the
trust value PR(i) and transaction score TransactionValue(i) are
normalized as follows. VPR(i) represents the trust score of node i,
and VTV (i) represents the transaction score of node i. PR denotes
the set of PR values for all nodes, and TransactionValue denotes
the set of transaction values for all nodes.

VPRðiÞ ¼ 10þ PRðiÞ�MinðPRÞ
MaxðPRÞ�MinðPRÞ � 90 (8)

VTVðiÞ ¼ 10þ TransactionValueðiÞ�MinðTransactionValueÞ
MaxðTransactionValueÞ�MinðTransactionValueÞ � 90 (9)

After calculating the transaction score and trust score of a
node, the final score of the node is computed using the
following formula, where CS(i) represents the reputation
value of node i:

CSðiÞ ¼ ð2� drðiÞÞ � VTVðiÞ þ drðiÞ � VPRðiÞ (10)

When evaluating nodes, older nodes that have served as notaries
for a longer period of time have had more time to gain the trust of
other nodes compared to newer nodes, giving them a clear
advantage. Therefore, when calculating the final score of a
new node, more emphasis should be placed on the transaction
score. Considering that there is no absolute correlation
between the duration of a node’s membership in the notary
group and the number of transaction tasks it undertakes, this
algorithm assigns weights for the transaction score and trust
score based on the number of effective transaction cycles for a
node. The calculation of dr(i) is determined by the following
formula (11), where T can be adjusted according to the specific
circumstances, and t represents the number of effective
transaction cycles for node i.

drðiÞ ¼ 1� e� t
T (11)

The pseudo-code is shown in algorithm 1.
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Algorithm 1 Reputation Value Calculation Algorithm

5. Theoretical and Experimental Analysis

5.1. Theoretical analysis

This scheme comprehensively considers factors such as a node’s
transaction performance, trust relationships, state changes, and the
distinction between new and old nodes when calculating the node’s
reputation value. Compared to older nodes, new nodes have a
shorter time of joining the notary group and undertake fewer cross-
chain transaction tasks, making it difficult for them to establish trust
relationships that align with their performance. This results in a
significant disadvantage for new nodes during node evaluation.
However, in this paper, the use of effective transaction cycles to
determine the weight between transaction score and trust score
helps mitigate the disadvantage faced by new nodes. Existing
research places greater emphasis on the duration of a node’s
membership in the notary group as a basis for improving the weight
of transaction performance in evaluating new nodes. This approach

lacks flexibility and fairness, particularly for nodes that have been
in the group for a long time but undertake fewer cross-chain
transaction tasks. Although these nodes have been members of the
notary group for a longer duration, their limited involvement in
cross-chain transaction tasks makes it difficult for them to establish
trust relationships with other nodes, resembling the characteristics
of new nodes. In contrast, this scheme’s use of effective transaction
cycles to enhance the impact of transaction performance on
reputation value is more flexible and can accommodate nodes with
a longer membership duration but fewer cross-chain transaction
tasks. In the calculation of the transaction score, dividing the score
into the portion generated based on the current transaction cycle
and the historical score helps reduce the influence of early data on
node evaluation. This approach makes the node’s reputation value
more closely aligned with its current state, effectively adapting to
the node’s own state changes. When a node’s transaction
performance decreases due to network or other objective reasons,
the evaluation algorithm can quickly adjust its reputation value
accordingly. In the calculation of the trust score, evaluating the
relationships between nodes through setting expected weights
promotes more objective and accurate evaluations among nodes.

5.2. Experimental analysis

To verify the effectiveness of the algorithm, this paper conducted
three sets of experiments using a personal computer equipped with an
Intel(R) Core i5-7300HQ CPU @ 2.50GHz, 16GB of RAM, and
running a 64-bit Windows 10 operating system. The simulations
were performed using the Java language on the VScode platform.
In the experiments, the value of T was set to 5, and Wsucc+Weffi= 5,
with Wsucc≥ 0.5 and Weffi≥ 0.5. Additionally, the weights Wh, Wc,
We, and Ws were set to 0.4, 0.6, 0.3, and 0.7, respectively. All
malicious nodes were assigned efficiency weights and success rate
weights of 4.5 and 0.5, respectively, to increase their initial scores
when calculating trust scores for other malicious nodes.

Experiment 1: This experiment is conducted based on the trust
relationships between nodes and their transaction performance to
calculate the node rankings for the proposed scheme, the traditional
PageRank algorithm [26], the Jiang scheme [18], and the Cao
scheme [24]. A total of 40 notary nodes were deployed for the
experiment, numbered from 1 to 40. Among them, there were 6
unreliable nodes with the numbers 2, 10, 19, 26, 31, and 36 and 8
reliable nodes with the numbers 1, 3, 5, 11, 12, 17, 25, and 33. No
new nodes were added. The malicious nodes had normal transaction
efficiency but extremely low success rates. They established trust
relationships with each other. High-trust nodes demonstrated
outstanding performance and had a large number of trust
relationships, while ordinary nodes had fewer trust relationships.
For the algorithm proposed in Cao and Zhao [24], this paper
assumes that ordinary nodes would vote for nodes with excellent
performance, while malicious nodes would collude to vote for
Node 2. The results are shown in Table 1.

Table 1 presents the rankings of malicious nodes after a
reputation evaluation. In the traditional PageRank algorithm, the
mutual voting among malicious nodes resulted in a rapid increase
in their trust scores, surpassing the majority of nodes. However,
the remaining schemes, including the algorithm proposed in this
paper, consider the transaction performance and trust relationships
of nodes in different ways. Therefore, these schemes effectively
identify malicious nodes and reliable nodes based on their scores.

Experiment 2: This experiment aims to simulate the scenario of
new nodes joining in order to demonstrate that the proposed solution
can prevent new nodes from having low reputation due to a lack of

Input: N: Number of nodes
TR[]: Node trust relationship table;
REC[]: Node transaction record table;
EW[]: Expected weight of node table;

Output: SC[]: Expected weight of node table;
1: for i in N do
2: Vsucc [i] ←Calculate_success_rate(REC[i].this_cycle)

/* Calculate the success rate of this trading cycle.*/
3: Ttra[i] ←Calculate_average_time(REC[i].this_cycle)

/* Calculates the average transaction time during the
trading cycle.*/

4: end for
5: for i in N do
6: Veffi[i] ←Calculate_efficiency_score(Tra;i)
7: TransactionValue[i] ←Calculate_transaction value()
8: end for
9: Record(TransactionValue[])
/* The recorded score is used as the historical score

in the next calculation. */
10: for i in N do
11: for j in N-1 do
12: VHsucc(i) ←Calculate_success_rate(REC[i])

/* Calculate the success rate of trades for all cycles.*/
13: VHeffi(i) ←Calculate_average_time(REC[i])

/* Calculate the average transaction time for all cycles.*/
14: Evai→j ←Calculate_rating_inter_node()
15: end for
16: end for
17: for i in N do
18: PR[i] ←Improved_PageRank()
19: end for
20: for i in N do
21: VPR[i] ←Normalized (VPR)
22: VTV[i] ←Normalized (VTV)
23: end for
24: for i in N do
25: dr(i) ← Calculate_weight(TR[i])
26: SC[i] ← Calculate_Reputation_Value(TR[],i)
27: end for
28: return SC[]
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trust relationships and promptly identify malicious nodes. The
experiment initially deployed 34 nodes, including 5 malicious
nodes. During the reputation calculation, three new nodes, namely,
Node 35, Node 36, and Node 37, were added, and the following
specifications were defined: Node 35 is a malicious node but
exhibits excellent transaction performance as a user of the cross-
chain system. It directly possesses trust from all malicious nodes
and attempts to obtain a high reputation score based on this. Node
36 is a malicious node with poor transaction performance as a user
of the cross-chain system, and it also possesses trust from all
malicious nodes. Node 37 is an ordinary node with excellent
transaction performance as a user, but as a new node, it has no
existing trust relationships. For comparison purposes, the
experiment also included eight high-trust nodes with excellent
transaction performance and numerous trust relationships, labeled
Node 1, Node 3, Node 5, Node 11, Node 12, Node 17, Node 25,
and Node 33. The experimental results are presented in Table 2.

According to Table 2, it can be observed that Node 35 and Node
37 achieved favorable rankings in the initial reputation calculation due
to their excellent transaction performance as users of the cross-chain
functionality. Their rankings were similar to those of highly trusted
nodes. Although Node 35 is a malicious node, its nature cannot be
determined at present. However, due to its previous exceptional
transaction performance, it obtained an extremely high score.

Conversely, Node 36 obtained a lower ranking due to its poor
transaction performance. In the subsequent first transaction cycle,
Node 35 began engaging in malicious behavior, resulting in a rapid
decline in its ranking to the 31st position. Despite immediately
gaining trust from all malicious nodes upon joining the notary
group, as a new node, its reputation value primarily relies on
transaction performance, leading to a swift decline in ranking. On
the other hand, Node 37 maintained excellent transaction
performance and secured a relatively high ranking, despite lacking
trust from other nodes. It relied on its outstanding transaction
performance to attain a favorable position and buy time to gain the
trust of other nodes. In this experiment, the algorithm effectively
identified malicious nodes among the new nodes. It could promptly
adjust the reputation values of nodes whose nature could not be
directly determined, once they began engaging in malicious
behavior. Additionally, for new nodes with outstanding
performance, the algorithm enabled them to maintain a higher
reputation value despite the lack of trust relationships, allowing
them to gain time to further earn the trust of other nodes.

To further demonstrate the effectiveness of the algorithm, let’s
assume that all nodes maintain their transaction performance as
observed during the first transaction cycle after new nodes join the
notary group, and Node 37 fails to gain the trust of other nodes. The
changes in rankings are shown in Figure 2, while the changes in
reputation values are presented in Figure 3. For Node 37, under the
assumption of unchanged transaction performance, its reputation
score and ranking gradually decline at a slow pace, providing time
for establishing trust relationships with other nodes. As for
malicious nodes, if they exhibit excellent transaction performance as
users of the cross-chain service, they will receive high scores in the
initial evaluation. However, once they start engaging in malicious
behavior, their rankings and reputation values rapidly decline. If
they act as requesters of cross-chain services and have poor
transaction performance, their rankings will be low from the first
evaluation. Due to the mutual trust relationships among malicious
nodes, their reputation values increase to some extent as the
proportion of trust scores in the total score rises and gradually
stabilizes. After calculations based on the assumption of maintaining
the transaction performance of all nodes, Node 35 and Node 36
rank 33rd and 34th, respectively, after 50 transaction cycles.
Therefore, the upward trend in reputation values can be neglected.

This experiment demonstrates that the algorithm not only
promptly and effectively identifies malicious nodes but also
successfully evaluates the reputation of new nodes that lack trust
relationships, thereby alleviating the issue of algorithmic bias
toward old nodes during reputation assessment.

Experiment 3: In this experiment, the rankings of nodes are
calculated based on the trust relationships among nodes and their
transaction performance. The rankings of our proposed approach,
the traditional PageRank algorithm [26], the Jiang scheme [18],
and the Cao scheme [24] are compared. The aim is to verify the
adaptability of the algorithm to changes in node states through the
changes in node rankings. There are a total of 40 notary nodes in
this experiment, with 8 of them being malicious nodes. In the
experiment, Node 3, initially considered a highly trusted node,
accumulates a significant amount of outstanding transaction data
in previous transactions. However, its state undergoes a
transformation, and ordinary nodes gradually withdraw their trust
in Node 3. Two scenarios are considered in this context: Scenario
1: Node 3 is not a malicious node. After the transformation in its
state, Node 3 maintains the trust relationships it had before and
does not gain the trust of malicious nodes. The ranking changes
are depicted in Figure 4. Scenario 2: Node 3 is a malicious node.

Table 1
Ranking of nodes

Traditional
PageRank [26]

Jiang
scheme [18]

Scheme
of this paper

Cao
scheme [24]

Node 1 2 3 2 4
Node 3 3 4 3 6
Node 5 1 5 1 5
Node 11 7 8 8 8
Node 12 6 1 6 7
Node 17 5 6 4 1
Node 25 4 7 5 2
Node 33 8 2 7 3
Node 2 9 36 36 35
Node 10 10 39 38 38
Node 19 11 35 37 36
Node 26 12 40 35 39
Node 31 13 37 39 37
Node 36 14 38 40 40

Table 2
Ranking of nodes after new nodes join

First round Second round Third round

Node 35 1 31 34
Node 36 32 34 36
Node 37 2 3 10
Node 1 4 2 3
Node 3 7 7 4
Node 5 3 1 1
Node 11 12 11 9
Node 12 10 6 2
Node 17 9 4 5
Node 25 6 5 7
Node 33 5 9 6
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After the transformation in its state, Node 3 cancels the trust
relationships it had with other nodes and establishes trust
relationships with malicious nodes. At an appropriate time, other
malicious nodes start trusting Node 3, allowing it to obtain a
higher reputation value. The ranking changes are illustrated in
Figure 5.

During the experiment, the nature of Node 3 had not changed
during the first node evaluation. However, between the first and
second node evaluations, during the transaction period, Node 3
underwent a transformation in its nature. By the time of the sixth
node evaluation, Node 3 had lost the trust of all ordinary nodes.

As shown in Figure 4, the reputation value in the traditional
PageRank algorithm is determined by the trust relationships among
nodes. Therefore, the reputation value gradually decreases as the
node loses trust relationships, but the rate of decrease is influenced
by the speed of trust relationship reduction. The Jiang scheme [18]
is an improvement upon PageRank, where the reputation value of a
node is influenced by both transaction performance and trust

Figure 2
Changes in node ranking

Figure 3
Changes in node reputation values

Figure 4
When Node 3 is a malicious node, the ranking

of the node changes
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relationships. However, due to the significant accumulation of
outstanding transaction data in the early stages, the rate of decrease
in reputation is relatively slow. In the Cao scheme [24], trust scores
and transaction scores are calculated independently. Although the
trust score of Node 3 gradually decreases as trust relationships
diminish, its ranking decreases at a slower rate due to the
accumulated transaction data. In our proposed approach, after a
change in node nature, the trust score gradually decreases as trust
relationships diminish. However, the transaction score experiences a
significant decline in the current transaction period, allowing the
overall score of the node to rapidly adapt to its transaction performance.

In Figure 5 in the traditional PageRank algorithm, node
rankings are determined by the trust relationships among nodes.
Therefore, even when all ordinary nodes cancel their trust in Node
3, Node 3 can still obtain a favorable ranking by relying on other
malicious nodes. In the Cao scheme [24], the decrease in Node
3’s ranking is not significant. In terms of trust scores, due to the
collusion of malicious nodes, Node 3 has a significant advantage
in the voting score, as the malicious nodes unanimously vote in
favor of Node 3. On the other hand, ordinary nodes tend to vote
for nodes with outstanding performance. However, when there are
more reliable nodes, the votes get distributed, making it difficult
to resist the coordinated malicious behavior of the nodes. In terms
of transaction performance scores, the previous outstanding
transaction data accumulated by Node 3 makes it difficult for
short-term malicious behavior to have an immediate impact on its
score. As a result, Node 3 ends up with a higher ranking than
most nodes. In the Jiang scheme [18], after multiple cycles, the
node’s ranking decreases to a reasonable range. However, the
early accumulation of transaction data by Node 3 slows down the
decrease in its transaction score, resulting in an overall slower
decrease in ranking. In the proposed approach in this paper, the
speed at which the ranking decreases after a node starts engaging
in malicious behavior is significantly higher compared to other
approaches. Our approach considers the trust relationships,
historical performance, and recent performance of nodes in the
calculation of transaction scores, allowing for a more rapid
reflection of node performance in the rankings.

Compared to other approaches, our proposed solution not only
adapts more quickly to node changes but also effectively addresses
coordinated malicious behavior among nodes. In cases where there
are changes in node nature or coordinatedmalicious actions by nodes
in the pool of candidates, our approach can provide more valuable
reputation rankings for the selection of notaries.

6. Conclusion

This paper proposes a notary evaluation algorithm that can
adapt to node state changes in order to address the issues of
existing algorithms, which struggle to cope with node state
changes and exhibit a bias toward old nodes. Existing solutions
often overlook node state changes, allowing malicious nodes to
evade algorithm screening by accumulating transaction data
before engaging in malicious activities. In this paper, we divide
the reputation value into a trust score and a transaction score,
which are calculated independently. When calculating the
transaction score, we introduce the concept of effective transaction
cycles and differentiate between historical and recent data. This
approach enables the node’s score to reflect its current
performance more accurately. Regarding the bias toward old
nodes, although previous research has proposed some solutions,
they lack flexibility by solely relying on the duration of a node’s
participation in the notary group to differentiate between new and
old nodes. Additionally, these solutions overlook the issue of
nodes with fewer cross-chain tasks that have a nature more similar
to new nodes. In this paper, we address this problem by using the
effective transaction value period to distinguish between new and
old nodes, providing a more accurate and flexible distinction.

The experimental results show that compared to existing solutions,
our proposed solution effectively solves the problem of malicious nodes
manipulating their scores by accumulating transaction data in advance. If
malicious nodes start to do evil after accumulating a large amount of
excellent transaction data in the early stage, the proposed solution in
this article can adjust node scores and rankings more quickly
compared to existing solutions to screen out malicious nodes. Even if
malicious nodes collaborate to cause harm by establishing trust
relationships with each other, the proposed solution in this article can
still provide effective evaluations for each node. At the same time, for
new nodes, by increasing the proportion of transaction scores in
reputation value calculation, trusted nodes can obtain better rankings
and win the trust of other nodes through excellent transaction
performance after joining the notary group, and malicious nodes
among them will be quickly identified after starting to do evil. This
can effectively reduce the risk of malicious nodes doing evil and
improve the reliability of notary nodes, thereby enhancing the
reliability of the entire cross-chain system.

Although the notary public mechanism can rely on the notary
evaluation algorithm to increase the reliability of the elected notary
public, its essence is to rely on some reliable nodes to assist in the
completion of cross-chain tasks, which cannot solve the problem of
notary public mechanism centralization. How to reduce the impact of
centralization on cross-chain transactions will be the next research
goal. We also hope that the development of blockchain technology
can bring newdirections for the development of cross-chain technology.
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