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Abstract: Predictive modeling in healthcare holds promise for improving clinical outcomes, but in many low-resource settings, data
fragmentation, privacy concerns, and infrastructural limitations hinder centralized machine learning approaches. These barriers are especially
critical in human immunodeficiency virus (HIV) care, where privacy concerns are heightened, and any use case involving patient-level data
raises significant ethical, regulatory, and confidentiality concerns. We developed a privacy-preserving federated learning (FL) framework
to predict HIV viral load suppression using retrospective data from 50,000 patients and over one million visits across 30 health facilities
in Uganda. The framework utilizes federated averaging for distributed training, secure multiparty aggregation, and differential privacy
to ensure data confidentiality. To address cross-site heterogeneity, we integrated domain-adversarial neural networks to promote domain-
invariant feature learning. A multilayer perceptron model was trained collaboratively across facilities using only local data. The federated
model achieved an area under the ROC curve (AUC) of 0.874, nearly matching a centralized baseline (AUC 0.881) and substantially
outperforming site-specific models (average AUC 0.758). Sensitivity (89.6%) and specificity (66.8%) demonstrate strong capability in
identifying both suppressed and unsuppressed cases. Domain adaptation reduced inter-facility performance variability, and differential
privacy imposed minimal degradation in accuracy. Training was completed within one hour using modest hardware, which supported
feasibility in low-resource settings. Our study demonstrates that FL can deliver robust, privacy-preserving predictive performance in HIV
care without requiring the centralization of sensitive patient data. The proposed architecture is adaptable to other clinical prediction tasks
and represents a practical pathway for scaling ethical Al across decentralized healthcare systems in low- and middle-income countries.
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collaborative model training across multiple institutions without
requiring direct data sharing, ensuring that sensitive patient infor-
mation remains localized and secure [7]. By allowing machine
learning models to be trained on decentralized datasets, this
approach mitigates privacy risks and aligns with ethical and regu-
latory requirements [8]. This also improves the trustworthiness and
sovereignty of health data by giving institutions control over their
datasets while still contributing to the development of more robust
and generalizable machine learning models [5].

1. Introduction

Over the past decade, machine learning applications in health-
care have expanded significantly, demonstrating potential across
various domains, including disease diagnosis, prognosis, clinical tri-
als, genomics sequencing, and personalized treatment [1, 2]. How-
ever, data fragmentation remains a major challenge, particularly in
low-resource settings, where health information systems are often
siloed and lack interoperability [3]. This fragmentation complicates

the development and deployment of robust machine learning mod-
els, as institutions are often reluctant to share patient-level data
due to privacy, security, and ethical concerns [4]. Consequently,
the inability to access diverse and sufficiently large datasets limits
model generalizability and hinders real-world implementation, ulti-
mately preventing the realization of machine learning’s full potential
in healthcare [5].

To address the challenge of fragmented and inaccessi-
ble healthcare data while preserving patient privacy, federated
learning (FL) has emerged as a viable solution [4, 6]. FL enables
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Despite its potential, FL in healthcare faces several challenges
that hinder its widespread adoption. One major concern is the het-
erogeneity of healthcare data, as different institutions use varying
electronic medical record (EMR) systems, data formats, and col-
lection standards, which can introduce biases and inconsistencies
in model training [9, 10]. The computational and communication
demands of FL also create barriers, especially in resource-limited
settings where institutions may lack the necessary infrastructure
to support decentralized training [8]. While FL enhances privacy
by keeping data local, it remains vulnerable to adversarial attacks,
including model inversion and poisoning, which can compro-
mise sensitive patient information even without direct data access
[11, 12]. These challenges must be addressed to ensure the
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robustness, security, and scalability of FL in real-world healthcare
applications.

This study aims to develop a secure and efficient FL frame-
work for predictive modeling in resource-constrained healthcare
settings. The focus is on predicting the human immunodeficiency
virus (HIV) viral load (VL) suppression status of clients using decen-
tralized data from multiple health facilities with different EMR
systems. To ensure privacy and security, the framework incorporates
robust aggregation protocols and lightweight encryption techniques,
minimizing communication overhead to account for infrastructure
limitations. The approach also addresses data heterogeneity by
integrating domain adaptation methods that improve model gener-
alizability across different healthcare institutions. The effectiveness
of this framework will be evaluated by comparing its performance
to centralized machine learning approaches and assessing its fea-
sibility in environments where data sharing is restricted due to
privacy and ethical concerns. By tackling these challenges, this work
advances privacy-preserving predictive analytics in low-resource
healthcare settings. Existing studies typically address privacy, effi-
ciency, or heterogeneity in isolation. This study combines all three:
secure aggregation, differential privacy (DP), and domain adap-
tation, within a unified FL framework designed for low-resource
health systems. Using large-scale HIV data from 30 health facili-
ties, we show that the framework matches centralized performance
while preserving data privacy and institutional autonomy. This is
the first demonstration of such an integrated approach applied in a
real-world, resource-constrained clinical setting.

2. Literature Review

FL has increasingly become a significant research area due
to its promise of addressing critical privacy and data-sharing
issues in healthcare. Originating from distributed learning
paradigms, FL allows multiple institutions to collaboratively train
machine learning models without centralizing patient data, there-
fore mitigating privacy risks [7]. Several studies have demonstrated
successful applications of FL in diverse healthcare domains, includ-
ing medical imaging, disease diagnosis, and clinical prediction
tasks [4, 13].

Kaissis et al. [5] proposed privacy-preserving FL architectures
for medical imaging, highlighting their ability to train robust and
generalizable models without compromising patient confidential-
ity. Sheller et al. [9] similarly applied FL for multi-institutional
collaboration in brain tumor segmentation, illustrating its feasibil-
ity to achieve comparable accuracy to centrally trained models.
Despite these promising demonstrations, many FL frameworks
remain resource-intensive, making them challenging to implement
effectively in low-resource healthcare systems where infrastructure
and computational capacities are limited [8].

Several researchers have proposed methods aimed explicitly
at improving the efficiency and practicality of FL for resource-
constrained settings. Bonawitz et al. [14] introduced secure aggre-
gation protocols designed to reduce communication overhead and
protect against adversarial attacks, thus improving both the secu-
rity and feasibility of FL systems. In the same line, lightweight
encryption schemes and optimized communication strategies have
been explored to lower computational demands, making FL more
adaptable to settings with limited network bandwidth and processing
capabilities [6].

In the context of HIV care, previous studies have utilized cen-
tralized machine learning approaches to predict VL suppression,

treatment adherence, and retention in care [15, 16]. However, pri-
vacy and data sovereignty concerns significantly limit the scalability
and real-world deployment of such models. Recent studies highlight
the need for federated methodologies that can harness decentralized
HIV clinical data without breaching patient confidentiality, ensuring
wider adoption and implementation [17].

Domain adaptation techniques have emerged as essential in
addressing data heterogeneity, particularly within FL frameworks
involving multiple institutions with varied clinical workflows, EMR
systems, and data collection standards [18]. Shi and Xu [19] demon-
strated that integrating domain adaptation into federated settings
substantially improves predictive accuracy and generalizability
by harmonizing diverse data sources, effectively reducing model
bias and enhancing overall performance across heterogeneous
environments.

Building upon these existing studies, our work uniquely inte-
grates robust aggregation methods, lightweight encryption, and
domain adaptation within a unified FL framework tailored explicitly
to the challenges faced by Uganda’s resource-constrained health-
care environment. This targeted approach aims to bridge existing
methodological gaps, ensuring secure, privacy-preserving predic-
tive modeling of HIV VL suppression status from decentralized
datasets across multiple healthcare institutions.

3. Research Methodology

3.1. Data description and preprocessing

3.1.1. Dataset overview

This study uses a retrospective multi-health facility dataset
comprising clinical records from 30 HIV treatment facilities
throughout Uganda. The dataset includes 50,000 unique patients
and over 1,000,000 individual clinical visit entries. Each entry rep-
resents a distinct patient encounter and is labeled with a binary
outcome indicating whether the patient’s VL was suppressed dur-
ing that visit, defined according to standard clinical thresholds as
VL <200 copies/mL [20]. Predictor variables include demographic
and clinical features routinely collected at all sites, that is, sex,
age, duration on antiretroviral therapy (ART), number of prior VL
tests, prior suppression history, tuberculosis (TB) co-infection sta-
tus, WHO clinical stage (I-1V), and ART regimen line categorized
as first line, second line, or salvage. These features were selected
for their documented association with virologic outcomes in prior
HIV studies [21, 22] and their availability across all facilities.

3.1.2. Data preprocessing

All data remained in situ at each facility to comply with FL
protocols. Preprocessing steps were applied locally under a uni-
fied schema. Clinical records with missing outcome labels were
excluded. For missing predictor fields, imputation strategies were
applied. For example, unrecorded WHO stages were encoded using
a placeholder value (e.g., 0), preserving their presence in the dataset
while signaling unknown status to the model.

Categorical features were numerically encoded: sex as binary
(male = 1, female = 0), ART duration as ordinal values rang-
ing from 0 (“< 6 months”) to 4 (“> 5 years”), and ART regimen
line as integers representing first line (1), second line (2), or third
line/salvage (3) treatment. TB status was similarly binarized (1
for active TB, 0 otherwise), and WHO stages were represented as
integers from 1 to 4, with missing values retained as 0. Continu-
ous variables such as age and the number of prior VL tests were
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normalized using zero-mean, unit-variance normalization, based on
statistics calculated from each site’s local training subset.

The binary target variable y; € {0, 1} was defined such that
y; = 1 if the VL for visit i was suppressed, and y; = 0 otherwise.
To incorporate temporal context, a derived feature was included for
each visit indicating whether the patient’s most recent VL result
prior to the visit was suppressed. Another feature recorded the
cumulative number of VL tests prior to the current encounter. These
temporal indicators offer proxy insights into longitudinal adherence
and clinical monitoring intensity.

To address class imbalance, since approximately 80% of visits
resulted in viral suppression, training incorporated class weight-
ing. For each facility k, the weight w applied to the minority
(unsuppressed) class was computed such that:

w.Np =Ny, (1)

where Ny and N; denote the number of unsuppressed and
suppressed samples, respectively, within that facility’s dataset.
This weighting strategy ensured that the model placed sufficient
emphasis on detecting unsuppressed cases, which are clinically
critical.

Following preprocessing, each facility k € {1,....,
30
tained a local dataset Dy, = {(x;,y;)}; kl with Z ng ~ 1,000, 000.

30} main-

No raw data were transferred or centralized, only model parameters
were shared during federated training.

3.2. Federated learning framework

3.2.1. Federated learning approach

We utilized a Federated Averaging (FedAvg) algorithm [7] to
train a global model collaboratively across 30 distinct healthcare
facilities, each with locally stored data. Let K = 30 represent the
number of participating sites, and 6 denote the model parameters.
The training commenced with a global initialization of 8, which
was either randomly set or pre-trained on publicly available data.
In each global round # = 1, 2, ..., 7, the central server dispatched

Input Layer

Hidden Layers

the current global model 6t—1 to all facilities. Each site k trained
its local model using its dataset Dy for E epochs of mini-batch
stochastic gradient descent (SGD) and returned updated weights
Gt(k) . The local training objective was to minimize the class-weighted
binary cross-entropy loss:

g
Ly () = —nik D Wvilog fo (x) + (1 —y;) log (1 = fo (x)],
i=1

2

where fg(x) represents the predicted probability of viral suppression.
The global server then aggregated these updates using a weighted
average based on data size:

1 a ®)
=5 2 mos 3
k=1

Where N = ZkK_
vergence, typically achieved in 20 rounds. To prevent overfitting,
each site was limited to E = 1 epoch per round. The entire pro-
cess was orchestrated using TensorFlow Federated, with secure
cryptographic enhancements and compliance with national data
governance requirements.

| e This process was iterated until con-

3.2.2. Model architecture

The predictive model was a compact multilayer perceptron
(MLP), suitable for tabular data and constrained computational
environments. The architecture comprised three hidden layers with
64, 32, and 16 neurons, respectively, each followed by ReLU acti-
vations and dropout (rate = 0.2) to prevent overfitting. The input
layer accepted 10 features (e.g., age, ART duration, WHO stage;
see Section 3.1.1), and the output layer used a sigmoid activa-
tion to produce the probability of VL suppression (P (y = 1/x)).
The model’s design balanced expressive power and computational
efficiency, ensuring viability on devices with limited processing
capacity. Figure 1 summarizes the architectural flow of the MLP
used in this study.
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Figure 1. Architectural structure of the study MLP network
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3.2.3. Local training strategy

Each site utilized mini-batch SGD (batch size = 128, momen-
tum = 0.9) with an initial learning rate of 0.01, decayed every
5 global rounds. A 10% local validation split was used for early
stopping. Model training was conducted in Python using Tensor-
Flow Federated, PySyft for encryption, and TensorFlow Privacy
for DP. All operations were executed within a secure national data
infrastructure to satisfy residency requirements.

3.2.4. Secure aggregation

To ensure confidentiality during model training, we imple-
mented secure aggregation following the multiparty encryption
scheme proposed by Bonawitz et al. [23]. Each facility encrypted
its model updates Gt(k) with randomly generated masks, ensuring
that individual updates remained inaccessible to the server. When
summed, these encrypted updates canceled out the noise, yielding
Z ‘ Qt(k) without revealing any single update. This process was real-
ized using PySyft, with robustness to client dropout and minimal
network overhead, making it practical in low-bandwidth settings.
The approach significantly improves the privacy guarantees beyond
what standard FL offers.

3.2.5. Differential privacy

Although FL and secure aggregation limit direct data expo-
sure, model memorization can still pose privacy risks. To address
this, we utilized the DP-SGD algorithm [24], which enforces DP by
clipping gradients to a fixed norm and adding Gaussian noise. Pri-
vacy guarantees were quantified using parameters (g, 9), with e & 1
and & = 105 achieved across the training rounds, calculated using
composition theorems. We adopted user-level privacy, treating all
visits from the same patient as a single entity. Despite the noise
injection, model performance remained strong, showing only a 2%
drop in AUC under strict privacy settings, an acceptable trade-off
for ensuring patient confidentiality.

3.2.6. Handling data heterogeneity with domain adaptation

To mitigate the effects of non-identically distributed (non-IID)
data across facilities, we integrated a domain adaptation mecha-
nism based on the Domain-Adversarial Neural Network (DANN)
approach [25]. The model was extended with a secondary domain
classifier branch trained adversarially to discourage domain-specific
feature learning. This was achieved using a gradient reversal layer
and a composite loss function:

zotal = fprediction - wdomain’ (4)

where 4 was annealed from 0.5 to 0 during training to shift focus
from domain-invariance to task performance gradually. Facilities
used anonymized average feature representations exchanged via the
server to simulate negative domain samples in a privacy-preserving
manner. This method harmonized internal representations across
disparate clinical contexts, improving generalization, especially for
outlier sites such as pediatric clinics and TB co-treatment centers.
Figure 2 illustrates the FL pipeline, integrating local training, secure
aggregation, and domain adaptation.

3.2.7. Baseline models for comparison

To evaluate the FL framework, we compared it against two
baselines: a centralized model trained on pooled data from all
facilities, and independent local models trained separately at each
site. All models used the same MLP architecture and training
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Figure 2. Federated learning framework was used in this study.
Local models are trained independently at each health facility
using DP-SGD on site-specific data. Encrypted model updates
are aggregated securely and used to update a global model on the
central server, which incorporates domain-adversarial training
(DANN) to mitigate heterogeneity. The process is repeated over
multiple rounds without sharing raw data.

configuration. The centralized model served as an upper-bound ref-
erence, while local models reflected isolated training on smaller
datasets without inter-site collaboration.

3.3. Evaluation methods

Model evaluation was conducted using held-out test data to
compare the FL framework against two baselines: centralized and
local models. At each of the 30 facilities, 20% of records were set
aside as a test set. From the remaining 80%, 10% was used for
validation during training. The FL model was trained without trans-
ferring data, while the centralized model was trained on pooled data
(as a benchmark), and local models were trained independently per
site using the same architecture.

All models were assessed on the combined test set (200,000
records), with local models evaluated only on their respective sites’
data. Metrics included accuracy, sensitivity, specificity, precision,
recall, and area under the curve receiver operating characteristics
(AUC-ROC). Sensitivity (TPR) and specificity (TNR) were com-
puted with respect to viral suppression (VL < 200 copies/mL).
Macro-averaging was used to aggregate per-site results.

ROC curves were plotted by sweeping classification thresh-
olds, and AUCs were computed as threshold-independent measures.
To test statistical significance, McNemar’s test and DeLong’s test
were applied to accuracy and AUC differences, respectively [26].

We also conducted ablation studies to isolate the effects of DP
and domain adaptation. Each model variant was trained under iden-
tical conditions on a CPU-only server, with an average training time
of two minutes per global round and full convergence in under an
hour.
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4. Results

4.1. Model performance overview

We compared the predictive performance of the FL model
against a centralized model trained on pooled data and individ-
ual local models trained independently at each facility. Table 1
summarizes the key evaluation metrics across these approaches.

The FL model achieved an AUC of 0.874, closely matching the
centralized model (AUC = 0.881), with a non-significant difference
according to DeLong’s test (p = 0.37). Importantly, FL substantially
outperformed the average local model (AUC = 0.758), highlighting
the value of collaborative training even in the absence of centralized
data sharing.

Figure 3 presents the ROC curve of the FL. model compared
to a representative local model, showing superior discrimination
with consistently higher true positive rates across all thresholds. The
accompanying bar graph illustrates the performance metrics, accu-
racy, sensitivity, specificity, precision, and AUC, demonstrating the
FL model’s overall advantage in predictive power and robustness
across key evaluation measures.

4.2. Per-facility analysis

The federated model consistently outperformed local mod-
els across 28 of 30 facilities. Gains were particularly notable at
smaller clinics (<1000 patients), where local models often failed
to generalize due to limited data. For example, at a Health Cen-
tre II (lower-level facility) with low unsuppressed cases, the local
model achieved only 60% accuracy and AUC = 0.60, whereas the
FL model reached AUC = 0.85. Calibration analysis showed the
FL model was better aligned with true probabilities across sites,
unlike local models, which were often overconfident due to skewed
training distributions.

4.3. Impact of privacy and security measures

Secure aggregation introduced negligible overhead and no
measurable performance degradation. Incorporating differential pri-
vacy (DP) at a stringent budget of ¢ & 1 resulted in a small AUC
reduction (~0.03) and a 2% drop in accuracy. However, the DP-
enabled model (AUC = 0.844) still outperformed all local models,
providing a strong privacy-utility trade-oft. Simulated membership
inference attacks confirmed that with DP, an adversary’s ability
to detect if a patient’s data was used was no better than chance,
validating the privacy protection.

4.4. Domain adaptation and heterogeneity
mitigation

To address data heterogeneity caused by differences in EMR
systems and clinical workflows across facilities, we applied adver-
sarial domain adaptation. Its effectiveness was assessed by compar-
ing model performance with and without domain adaptation. When
applied, per-facility AUC range narrowed from [0.80, 0.89] to [0.84,
0.88], indicating more consistent performance. Facilities with distri-
butions showed notable AUC gains (e.g., from 0.80 to 0.86). These
results demonstrate that domain adaptation improved generalization
and reduced performance variability across heterogeneous sites.

5. Discussion

This study presents compelling evidence that FL can serve as
a viable and privacy-preserving alternative to centralized machine
learning for clinical predictive modeling in low-resource healthcare
settings. Our findings show that the federated model achieved pre-
dictive accuracy nearly indistinguishable from a centrally trained
model (AUC 0.874 vs. 0.881), despite never accessing raw patient
data. This result highlights the maturity of FL as a practical
machine learning paradigm capable of high-performance learning

Table 1. Performance comparison across model types on the held-out test set

Model Accuracy (%) Sensitivity (%) Specificity (%) Precision (%) AUC
Federated (Global FL) 83.1 89.6 66.8 84.7 0.874
Centralized 84.0 92.1 60.5 82.9 0.881
Local (Average) 75.2 78.4 55.3 79.8 0.758
Local (Best) 80.5 87.9 54.8 81.5 0.812
Local (Worst) 60.8 50.0 80.0 66.7 0.645
( A) 1o Performance Metrics Comparison (B) ROC Curve Comparison
Model 10

W Federated
W Centralized
. Local (Avg)

Score

Accuracy Sensitivity Specificity Precision

Metric

Figure 3.
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under stringent data governance constraints. Particularly in sub-
Saharan Africa, where data fragmentation, privacy laws, and limited
digital infrastructure hinder centralized artificial intelligence (AI)
approaches, FL offers a pathway to unlock the value of distributed
health records for population-level insights and individual-level care
improvement [4, 5].

Beyond privacy, FL demonstrated superior generalizability
compared to models trained locally at individual facilities. Smaller
clinics with limited data, especially those in rural areas or serv-
ing special populations, saw marked gains in model performance
through participation in the federated system. For example, facilities
with fewer than 1,000 patients, which produced local models with
AUC:s as low as 0.60, benefited substantially from the shared model,
which improved performance to ~0.85. This finding illustrates how
FL can improve equity in clinical Al, allowing under-resourced sites
to access the predictive strength of models trained on much larger
datasets without compromising ownership or control over their
data. Furthermore, the integration of adversarial domain adaptation
allowed the model to learn representations that generalized across
heterogeneous site distributions, narrowing per-site AUC ranges and
correcting underperformance on specialized facilities like pediatric
or TB/HIV co-treatment clinics [5, 25].

Our study also emphasizes the importance of embedding robust
privacy techniques into FL pipelines. Secure aggregation prevented
the server from accessing individual model updates, while DP pro-
vided strong protections against inference attacks from the final
model. The application of user-level DP ensured that even patients
with multiple records were protected as a unit, a critical feature
for chronic disease datasets with longitudinal follow-ups. Despite
these protections, performance degradation was minimal. The AUC
declined by only ~0.03 under strong privacy settings (¢ =~ 1). This
outcome challenges the common assumption that privacy must
come at the expense of utility and suggests that, at least for struc-
tured clinical data, well-tuned DP mechanisms can coexist with high
model fidelity [7, 24]. These privacy guarantees not only enable
legal compliance under frameworks like Uganda’s Data Protection
and Privacy Act and the general data protection regulation (GDPR)
but also strengthen stakeholder trust, which is vital for sustained
deployment.

While these findings are encouraging, our evaluation was lim-
ited to Uganda’s health system. The framework’s performance in
other countries or disease areas may vary depending on data stan-
dards, governance, and infrastructure. Future work should assess
transferability across regions and explore integration with clinical
workflows. Beyond geography, the other limitations include, the
model was evaluated on retrospective data and not tested in real-time
clinical workflows. All test sites participated in training, so external
generalizability to unseen institutions remains unknown. The frame-
work also assumes full client participation in each round, which may
not hold in practice due to intermittent connectivity or system con-
straints. Finally, calibration metrics were not evaluated, limiting the
assessment of the model’s reliability for clinical risk estimations.

6. Conclusion

This study presents a secure, efficient FL framework tai-
lored for predictive modeling in resource-constrained healthcare
systems, with a focus on HIV VL suppression across multiple
facilities in Uganda. By combining federated averaging, DP,
secure aggregation, and domain adaptation, we achieved predictive
performance nearly equivalent to centralized learning (AUC ~0.87
vs. ~0.88) while preserving patient data privacy and local data
sovereignty. The model consistently outperformed locally trained
models, particularly in smaller clinics, demonstrating the power of

collaborative learning across disparate and heterogeneous sources.
Furthermore, the adversarial domain adaptation mechanism effec-
tively mitigated inter-facility variability, resulting in more equitable
performance across settings and reducing model bias associated
with data distribution shifts.

Beyond HIV care, the architecture developed in this study is
widely applicable to other domains where sensitive, siloed data and
limited infrastructure challenge the deployment of centralized Al.
Our approach, based on compact neural networks, fault-tolerant
secure aggregation, and privacy-aware training, ran efficiently
on commodity hardware without sacrificing accuracy. It is com-
patible with existing health information systems and amenable
to enhancements such as explainable Al (e.g., Shapley Additive
exPlanations) and per-site fine-tuning [27]. In demonstrating that
high-performance Al can be achieved without centralized data
collection, this work sets a precedent for ethical, scalable, and
equitable machine learning in global health, paving the way for
cross-institutional Al collaborations in low-resource settings.
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