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Abstract: The increasing adoption of telehealth and remote patient monitoring has created new challenges for clinical decision support,
particularly when timely responses are required for large numbers of geographically distributed patients. Rather than replacing clinical
judgment, current artificial intelligence (AI) applications are increasingly designed to support healthcare professionals by identifying
patients at elevated risk, prioritizing alerts, and assisting clinical workflows. Building on this direction, this study presents a fog-based
AI Doctor Copilot for real-time clinical risk triage in Internet of Things-enabled telehealth environments. The proposed framework
integrates continuous physiological monitoring with adaptive machine learning models deployed on fog computing nodes, enabling
patient risk to be dynamically classified as low, medium, or high while preserving clinician oversight throughout the decision-making
process. System performance was assessed through simulation using synthetic physiological data, including heart rate, blood pressure,
and blood glucose measurements, and benchmarked against a conventional cloud-based clinical decision support system. Compared
with cloud-only architecture, the proposed approach reduced alert latency by as much as 52%, decreased false alerts by approximately
31%, and lowered overall energy consumption by about 22%, while maintaining comparable risk stratification accuracy. These findings
suggest that distributing AI inference to the fog layer can improve the responsiveness and efficiency of telehealth decision support
without compromising clinical oversight, making the approach well suited to time-sensitive remote care environments. Because the
evaluation was conducted using synthetic patient data in a simulation environment, the results should be interpreted as evidence of
architectural feasibility rather than clinical effectiveness.
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1. Introduction

Telehealth and remote patient monitoring (RPM) have
evolved from optional innovations into key components of mod-
ern healthcare delivery. This shift is largely driven by aging
populations, increasing rates of chronic disease, and persis-
tent shortages of clinical resources. As these systems become
more widely adopted, they continuously generate high-frequency
physiological data—including heart rate, blood pressure, oxygen
saturation, and glucose levels—which offers significant potential
for early detection of patient deterioration but also introduces new
operational challenges [1–3].

Incorporation of artificial intelligence (AI) into health-
care practices has been growing as a means of supporting
data analytics, detecting clinical deterioration, and assisting in
decision-making based on evidence. Even though there has been
significant progress in model performance, their practical imple-
mentation has been difficult to achieve. It appears that despite
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the high predictive accuracy of the algorithms, other concerns
such as lack of transparency, biases, and reliability as well as
patients safety have remained obstacles to the adoption of these
tools [4–6]. The focus has shifted from developing AI systems
that can function autonomously to using them to augment, not
to replace, clinical expertise. In this way, the role of an AI doc-
tor should be considered as a copilot to a clinician who would
assess risks and assist in decision-making but remain responsible
for diagnosis and treatment decisions. This is consistent with the
recent recommendations provided by international organizations
regarding the implementation of AI in healthcare settings [7–9].

1.1. Clinical workflow integration

The success of AI adoption in the healthcare setting does not
only depend on the accuracy of predictions; it also depends on
how effectively innovations integrate into existing clinical work-
flows. Decision-supporting tools that involve the use of separate
applications by clinicians or the production of a large volume
of alerts of little value may lead to increased cognitive load
and alert fatigue and reduce the usability of such innovations in

Pdf_Fol io:1

©The Author(s) 2026. Published by BON VIEW PUBLISHING PTE. LTD. This is an open access article under the CC BY License (https://creativecommons.org/licenses/by/4.0/).

01

https://doi.org/10.47852/bonviewMEDIN620210326
https://orcid.org/0009-0003-7896-1194
mailto:yunyong@uvic.ca
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/


Medinformatics Vol. 00 Iss. 00 2026

regular practice. To overcome these barriers, the suggested AI
Doctor Copilot will complement the existing workflow, rather
than add another one. Risk-stratified alerts created at the fog level
can easily be added to the existing clinical dashboard or electronic
health record (EHR) systems to allow clinicians to evaluate the
results produced by AI within their regular workflow.

High-risk alerts are prioritized for immediate clinician
review, while medium- and low-risk cases are queued for rou-
tine assessment or trend monitoring. Importantly, the system
does not autonomously modify clinical orders, diagnoses, or
treatment plans. Instead, it provides interpretable recommenda-
tions and longitudinal trend summaries that support clinician
judgment. This design minimizes workflow disruption, reduces
alarm fatigue, and aligns with prevailing governance policies
that emphasize human-in-the-loop decision-making and limit AI
autonomy in clinical settings [10–12].

1.2. Motivation for fog-based AI Doctor Copilot

Fog computing provides an alternative by shifting part of the
intelligence closer to where the data are generated. This allows
more of the processing to happen locally, which helps reduce
communication overhead and improves overall system responsive-
ness. In the proposed design, the AI Doctor Copilot is deployed
at the fog layer, where it can perform anomaly detection, track
short-term trends, and estimate patient risk with minimal delay.
Meanwhile, the cloud remains available for tasks that are less
time-sensitive, such as long-term analysis and model updates
[13–15].

1.3. Research objective and contribution

Compared with earlier fog-based healthcare systems, which
tend to focus mainly on distributing computation or enabling
general edge analytics, the proposed framework takes a slightly
different direction. Here, AI is treated more explicitly as a
clinician-oriented copilot. The system is designed not only to
process data but also to prioritize risk in a way that is inter-
pretable, aligned with clinical workflows, and consistent with
current governance expectations. The main contribution of this
work is therefore not a more complex predictive model, but a sys-
tem design that is practical, deployable, and closer to real-world
clinical requirements.

This research is focused on understanding whether a new AI
Doctor fog copilot using the idea of a fog computing environment
could be more effective for risk triage in the early stages compared
to existing clinical decision support systems (CDSSs) operating
exclusively within cloud computing environments. Unlike binary
warnings used previously, this new solution utilizes risk and
creates explanations that can be readily incorporated into the
workflow. The proposed solution is tested in terms of several
trade-offs, including alert time, false-alert rate, latency, and energy
consumption.

2. Related Work

2.1. AI-assisted clinical decision support and risk
stratification

CDSSs have traditionally been employed to support the
interpretation of patient information and the detection of possi-
ble risks. Recent innovations in machine learning and AI have
dramatically enhanced the scope of CDSS applications, especially

in early warning systems and risk stratification. Several papers
have proven that AI models can detect patient deterioration at
an earlier stage than conventional rule-based systems, particularly
in areas like sepsis detection, cardiac monitoring, and chronic
disease management [16–18].

Still, despite having high predictive capabilities, these sys-
tems are currently employed for advisory purposes rather than as
fully automated decision-makers due to the ongoing doubts about
explainability, accountability, and trustworthiness. According to
recent research [16–17], the key factor in the successful implemen-
tation of such systems is not just the accuracy of a model but the
compatibility with workflow as well.

2.2. Workflow integration and alert fatigue in
AI-enabled systems

A critical challenge in deploying AI-enabled CDSS is alert
fatigue, which arises when clinicians are exposed to excessive or
poorly prioritized alerts. Studies have shown that high false-alert
rates can reduce clinician responsiveness and undermine patient
safety [19, 20]. To address this issue, recent research has focused on
alert prioritization, tiered risk stratification, and explainable alerts
that provide contextual information alongside risk scores [21, 22].

2.3. Fog and edge computing in healthcare IoT
systems

Cloud-centric architectures have traditionally dominated
healthcare AI deployments; however, their limitations in latency-
sensitive and bandwidth-constrained environments have become
increasingly apparent. To overcome these challenges, fog and edge
computing paradigms have been introduced to bring computation
closer to data sources [23–25].

2.4. Limitations of existing architectures and
research gap

Despite substantial progress, existing AI-enabled healthcare
systems exhibit several limitations. Many studies emphasize pre-
dictive accuracy without adequately considering clinical usability,
explainability, or regulatory alignment [26, 27]. Moreover, fog-
based healthcare architectures often treat intelligence as a generic
analytics function, rather than explicitly framing AI as an assis-
tive clinical copilot with clearly defined responsibility boundaries
[28–30].

Recent work has begun to recognize the importance of
human-in-the-loop designs and explainable AI in healthcare set-
tings [31–33], yet few architectures integrate these principles with
fog-based real-time risk triage. This gap highlights the need for
system designs that simultaneously address latency constraints,
energy efficiency, workflow integration, and ethical governance.
The proposed fog-based AI Doctor Copilot architecture seeks
to fill this gap by embedding assistive, explainable risk stratifi-
cation at the fog layer while reserving the cloud for long-term
learning and optimization. Collectively, these limitations moti-
vate the proposed fog-based AI Doctor Copilot architecture.
Rather than focusing solely on predictive performance, the pro-
posed framework integrates workflow-aware risk stratification,
fog-based real-time processing, explainable AI support, and clin-
ician oversight into a unified system intended for practical
telehealth deployment.
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3. System Architecture

The architecture of the proposed fog-based AI Doctor Copi-
lot is provided in Figure 1. The proposed architecture is built
around four layers, namely, the data acquisition layer, fog com-
puting layer, cloud analytics layer, and the clinical interface. As
seen above, each of the layers serves its own purpose in the pro-
cessing workflow, thus making it possible to process time-sensitive
tasks locally, closer to the patient, whereas intensive computa-
tions are done in the cloud environment. It also helps deploy
modules independently and facilitate maintenance of the system.
Data about patients are obtained from various sources, namely,
wearable sensors, home-based devices, bedside monitoring equip-
ment, and EHR systems. Both continuous physiological data,
such as heart rate, blood pressure, oxygen saturation, and blood
glucose levels, and longitudinal clinical data to establish con-
text for risk assessment are being gathered. Basic preprocessing,
such as filtering and normalization of signals, is done to the
incoming data before it gets to the fog computing layer. Clini-
cal inference is not performed at this stage to save computational
resources.

The fog layer is the main runtime environment of the AI
Doctor Copilot. Being located near the devices used for monitor-
ing, the physiological parameters of the patients can be analyzed
with minimum delay in communications. Measurements com-
ing from the sensors are being analyzed using machine learning
models for the purposes of anomaly detection, trend analysis,

and individual risk assessment. Unlike a binary warning system,
the algorithm used provides for a triage system in which each
patient is being assessed as either low, medium, or high risk.
Besides the risk notification, the variable used to determine it is
included in the notification and is provided to the clinicians to
make their decision-making easier. Communications between fog
nodes are carried out through the gateway, which is responsible
for aggregating the results and delivering information to the rele-
vant destination points. The gateway itself does not run machine
learning models but only decides whether the patient data are
going to be delivered to the cloud for further analysis or directly
to the clinicians. High-risk events are sent instantly, while low-risk
ones are sent to the cloud.

The long-term storage of information and computations that
are resource-intensive take place at the cloud layer. The historical
medical records of patients are stored for analysis, testing models,
and population-based studies. Also, re-training and validation of
models take place at the cloud level using the accumulated data
from the clinical sector before re-distribution of the new models
to the fog nodes. This is because these operations do not require
any latency tolerance; hence, making sure that the process is done
in the cloud prevents an increase in delay in the real-time moni-
toring system. The users in the clinical environment interact with
the system through existing dashboards and EHR platforms as
opposed to an application. Classification of risks, alert notifica-
tions, and their explanations take place together with other patient
data through the already available interfaces.

Figure 1. Fog-based AI Doctor Copilot system architecture
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4. Methodology

The current research employs an experimental setup based on
simulations to assess the effectiveness of a fog-based AI Doctor
Copilot in early risk detection in telemonitoring clinical practice.
Notably, while accuracy is one of the factors to consider when
evaluating the system’s performance, another important aspect
is its behavior in real operating conditions. Thus, when design-
ing experiments, special attention has been paid to making the
comparison of different architectures consistent and reliable.

To have comparable results, it was decided to use the same
data input, the same detection algorithm, and the same criteria
for assessing the performance of the two types of system under
study—the fog-based one and a CDSS running entirely in the
cloud. The only thing that distinguishes the two systems from each
other is the architecture—whether a model should run in the fog
or in the cloud. It makes the results easier to interpret because any
differences that have been observed should be related to architec-
tural design rather than to different algorithms employed in each
of the cases. The same setup has been used for all experiments.

4.1. Data generation and simulation environment

Continuous datasets with measurements obtained using tele-
health applications are rare and are usually not available due to
confidentiality restrictions. Thus, for evaluation purposes, a simu-
lated dataset has been created in order to estimate the performance
of the proposed architecture. For each individual simulation sub-
ject, physiological measurements were obtained in one-minute
intervals during a 24-h monitoring period. The simulated param-
eters were the following: heart rate, systolic and diastolic blood
pressure, and blood glucose as the most common physiological
measures used in RPM.

The initial physiological parameter values were sampled from
representative adult monitoring ranges: heart rate (60–100 bpm),
systolic blood pressure (90–140 mmHg), diastolic blood pres-
sure (60–90 mmHg), and blood glucose (70–180 mg/dL). The
above ranges corresponded to the typical physiological measures
reported in telehealth/clinical monitoring studies rather than some
patient population. The interindividual variability was modeled
with the help of Gaussian noise and circadian fluctuations.

To represent changes in patient condition, deterioration
events were simulated by gradually shifting one or more physio-
logical variables beyond predefined clinical thresholds. Additional
disturbances, including random measurement noise, intermittent
signal loss, and motion-related artifacts, were incorporated to
approximate conditions commonly encountered during remote
monitoring. Patients were subsequently assigned to predefined
risk categories according to the simulated deterioration trajec-
tories, providing consistent reference labels for evaluating the
performance of the proposed AI Doctor Copilot across all
experimental scenarios.

The generated dataset was made to mirror real-world condi-
tions as much as possible. Variation in baseline data was created,
as well as the addition of noise and temporary interruptions. This
will help to make sure that the system is not evaluated on “too
clean” data and tested under more realistic conditions.

To stress the system even further, additional disruptions were
created, including noise related to movement and temporary inter-
ruptions of the signal. This will simulate the common problems
that occur during telemedicine consultations. Although the data
remain artificial, the entire simulation will aim to mirror practical
implementation conditions.

4.2. Anomaly detection and feature extraction

Anomaly detection consists of two types of analyses. In the
first instance, the data points will be compared with the base-
line to detect the anomalies. Second, the trends will be identified
using moving average and slope calculations. This allows detecting
changes that happen slowly and would have been missed other-
wise. It is important to use both types of analysis for a more
effective model, as it will allow detecting the spikes very quickly
and yet will not be too sensitive to the noise. The change is always
slow and important.

4.3. Risk scoring and tier classification

The risk score for the AI Doctor Copilot is obtained by
integrating anomaly signals with short-term trends. Rather than
having an absolute set of rules, weighted scores are computed
where various features have varying weightages. Such weightages
have been derived through various calibration runs in order to bal-
ance between responsiveness and stability. As a result, transient
changes do not have much influence on the score, but persistent
changes matter more. According to this risk score, patients are
classified into three groups—low risk, medium risk, and high risk.
The thresholds are arrived at through iterative processes, where
the objective has been sensitivity and reduction in false alarms.

The composite risk score was calculated as:

Risk Score = 0.4(A) + 0.3(T) + 0.3(V)

where:
A = anomaly severity score,
T = short-term trend score,
V = physiological variability score.

The weights were determined through calibration experi-
ments designed to balance sensitivity and false-alert reduction.
Greater weight was assigned to anomaly severity because sud-
den physiological deterioration often requires immediate clinical
attention. Trend and variability measures were assigned slightly
lower weights to improve stability and reduce transient false
alerts. The weighting strategy was selected empirically through
repeated simulation calibration rather than optimization on clin-
ical datasets. Based on the resulting score, patients were classified
as:

• Low Risk: Risk Score < 0.30
• Medium Risk: 0.30 ≤ Risk Score < 0.70
• High Risk: Risk Score ≥ 0.70

Thresholds were selected iteratively using repeated simula-
tion runs to maximize high-risk recall while minimizing false-alert
generation.

4.4. Fog-level processing and alert prioritization

All real-time operations like anomaly detection, feature
extraction, and scoring are performed by the fog layer. The fog
layer decreases latency and reduces dependence on constant com-
munication with the cloud. In the fog layer, all alarms are sorted
according to priority. Urgent alarms are dealt with immediately,
whereas less urgent alarms are processed slowly. This corresponds
to the functioning of telehealth systems since there is restricted
bandwidth and not every alarm needs an immediate response.
It should also be noted that the AI Doctor Copilot does not
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make any clinical decisions. Instead, it produces prioritized and
understandable alerts for the clinician to process.

4.5. Cloud-based model recalibration

Even if the actual decisions take place locally, there is an
important role played by the clouds. Clouds are used for storing
historical data and for recalibrating the model based on long-term
trends. It happens asynchronously, meaning that there is no influ-
ence on the real-time process. After the recalibration process, the
updated parameters are delivered to fog nodes.

4.6. Experimental protocol and evaluation
methodology

Performance testing was done in a simulated environment
with various sizes of patient cohorts being used for scalability
analysis. In each case, the experiment was performed 30 times
with different random seeds being used to minimize the impact
of randomness on the results. The following indicators were
taken into consideration as primary indicators of performance:
alert latency time, energy usage, classification accuracy, false-
alert ratio, and recall rate for risky patients. Performance testing
was conducted for both the fog-based approach and cloud-only
baseline under identical conditions to eliminate any bias. By keep-
ing all data and algorithms the same but varying computation
placement, the effect of the architecture can be measured.

5. Experimental Setup

The proposed fog-based AI Doctor Copilot was assessed
using a simulation setting that aims to provide a compari-
son of the performance of the proposed fog-based AI Doctor
Copilot and a cloud-based CDSS within controlled operating
environments. The comparison involved not only the predic-
tive performance but also the operating characteristics related to
telemedicine implementation such as alert delay, energy consump-
tion, false-alert production, and risk classification. Results of each
experiment are given as the mean ± standard deviation (SD) and
95% confidence interval (CI).

To consider different levels of the load on the system, experi-
ments were performed on 10, 50, and 100 patients. The fog nodes
have been set up to mimic resource-limited edge devices that can
be found in home monitoring gateways or hospital edge servers,
while the cloud setting mimics the central computing architecture
with much higher computational power. Network latency, limited
bandwidth, and intermittent network congestion have been taken
into account during the simulation to mimic real-life conditions
for RPM.

Two processing architectures were evaluated using identical
input data and machine learning models. In the proposed archi-
tecture, data processing and risk inference were performed at the
fog layer, allowing alerts to be generated close to the point of data
acquisition. The comparison architecture executed the same analyt-
ical workflow entirely within the cloud. Because both systems used
identical datasets and prediction models, observed performance
differences reflect the effect of computation placement rather than
differences in the underlying AI algorithms.

The system performance was measured in terms of four
metrics. Alert latency is defined as the amount of time that
elapses between data collection and the generation of a clini-
cal risk alert. The energy expenditure was estimated through a
system-level model that considered the cost of sensing, wireless

communication, and computational processes. Energy used for
communication was assumed to be directly proportional to the
amount of data that was transmitted, but processing energy was
dependent on the computational load at the fog layer or the cloud
layer. Even though this model cannot estimate the hardware-
specific power consumption, it enables a consistent comparison
of the alternative architectures under identical conditions. Classi-
fication accuracy is the ratio between the true risk classes and the
simulated events, while the false alarm rate is the percentage of
risk alerts generated for non-risk patients.

Each experiment configuration was run 30 times using vary-
ing random seeds in synthetic data generation. This helped reduce
the effects of any stochastic variability to stabilize the results.
This experimental methodology enables consistent comparison of
the strengths of fog- and cloud-based CDSSs under telehealth
operating conditions.

6. Results

An independent samples t-test was performed to analyze
the difference between fog computing architecture and cloud-only
computing baseline architecture in terms of latency, energy effi-
ciency, and false alarm parameters. The observed differences were
statistically significant (p < 0.01) in all patient load cases. Large
effect sizes in terms of latency decrease and prioritization ability
were confirmed using Cohen’s d parameter. In this context, all the
above-mentioned performance metrics were achieved in controlled
simulations through the use of synthetic datasets. Therefore, the
presented findings illustrate the architectural feasibility of the pro-
posed AI Doctor Copilot based on fog computing but not its
clinical efficacy. Clinical validation is needed for drawing any
conclusion about clinical efficacy.

The paragraphs below contain the experimental results that
have been gained in relation to fog-based AI Doctor Copilot and
cloud-based CDSS solution. All numerical results have been given
in the form of tables, whereas graphs have been used to show the
changes in the results based on different patient loads. Mean, SD,
and CI have been given in order to conduct statistical analysis of
the results.

To test the scalability and stability of the system, the experi-
ment was conducted for five different patient loads starting from
10 and ending up with 100 patients. Each experiment was con-
ducted independently 30 times with different random seeds, and
all the quantitative results are provided in terms of means and
SDs and 95% CIs.

Table 1 summarizes results for the alert latencies of the sug-
gested fog-based AI Doctor Copilot and cloud-based CDSS have
been shown in Table 1. The fog-based architecture was consis-
tently faster than the cloud-based architecture when it came to
generating alert signals in all the testing scenarios. The same trend
has been depicted in Figure 2, where, even as latency rises with
the number of patients, the fog-based architecture remains much
faster.

Table 2 presents the energy consumption of both architec-
tures across different patient loads. The results indicate that local
processing at the fog layer substantially reduces overall system
energy consumption compared with continuous cloud-based pro-
cessing. As illustrated in Figure 3, energy consumption increases
gradually as the monitoring workload grows, but the fog-based
architecture consistently remains more energy efficient than the
cloud-only baseline.

Table 3 summarizes the simulation-based clinical risk triage
performance, including classification accuracy, false-alert rate,
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Table 1. Alert latency results across patient loads

Patient load
Fog mean

latency (ms) Fog SD (ms)
Fog 95%
CI (± ms)

Cloud mean
latency (ms)

Cloud
SD (ms)

Cloud 95%
CI (± ms)

10 30.8 5.2 1.86 87.5 10.5 3.76
25 32.0 5.5 1.97 91.25 11.25 4.03
50 34.0 6.0 2.15 97.5 12.5 4.47
75 36.0 6.5 2.33 103.75 13.75 4.92
100 38.0 7.0 2.5 110.0 15.0 5.37

Figure 2. Latency trend visualization

Table 2. Energy consumption results across patient loads

Patient load
Fog mean

energy (kWh)
Fog SD
(kWh)

Fog 95%
CI (± kWh)

Cloud mean
energy (kWh)

Cloud
SD (kWh)

Cloud 95%
CI (± kWh)

10 116.0 11.0 3.94 171.0 19.5 6.98
25 125.0 12.5 4.47 187.5 21.75 7.78
50 140.0 15.0 5.37 215.0 25.5 9.13
75 155.0 17.5 6.26 242.5 29.25 10.47
100 170.0 20.0 7.16 270.0 33.0 11.81

and high-risk recall. The proposed fog-based AI Doctor Copilot
achieves consistently higher classification accuracy and high-risk
recall while simultaneously reducing false alerts across all patient
loads. These overall performance trends are further visualized in
Figure 4, demonstrating the clinical advantages of the proposed
architecture as monitoring demand increases.

7. Discussion

First of all, the results demonstrate that the fog-basedAIDoc-
tor Copilot outperforms the cloud-only CDSS in practical terms.
This distinction becomes obvious in terms of latency and energy
consumption as well as the usefulness of the solution in the clinical
environment. One of the key reasons for the improved performance
is the local processing of the input data at the fog layer level, which
leads to reduced network latency and data transfer overhead.

The choice of relatively simple anomaly detection and trend
analysis algorithms was not made by chance. In this case, the
idea was not to create the most sophisticated algorithm. Much
more important was to make sure that the system would be
able to respond quickly and work stably with limited computing
resources. That is why the main goal of this experiment was to
make the practical implementation and not to test model perfor-
mance. As for the latency issue, the distinction between the two
architectures is quite evident. Detection and scoring at the fog
layer allow one to react to the changes in the patient’s condition
faster. It is especially important in telehealth applications where
any delay may influence the reaction speed of the clinician.

Though the decrease in the processing time is given in mil-
liseconds, the benefit will become increasingly evident when the
number of observed patients increases. With lower latency of
alerts, the system can work more efficiently, decreasing the num-
ber of queues that may be formed during the period of high load
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Figure 3. Energy trend visualization

Table 3. Simulation-based risk triage performance metrics across patient loads

Patient load
Fog

accuracy (%)
Cloud

accuracy (%)
Fog false-alert

rate (%)
Cloud false-alert

rate (%)
Fog high-risk
recall (%)

Cloud high-risk
recall (%)

10 96.4 90.2 8.2 12.4 94.85 88.2
25 96.25 89.75 8.5 13.0 94.62 87.75
50 96.0 89.0 9.0 14.0 94.25 87.0
75 95.75 88.25 9.5 15.0 93.88 86.25
100 95.5 87.5 10.0 16.0 93.5 85.5

Figure 4. Clinical utility trend visualization
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and increasing the efficiency of notifying the clinicians. The bene-
fits mentioned above can be very useful for the telehealth scenario
because delay may influence the priority of those patients who
should be examined urgently. The same tendency could be noticed
in the case of energy consumption. The traditional cloud-based
architecture presupposes continuous transmission of the physio-
logical data to the servers; thus, communication overheads are
higher. In our case, when part of the workload is processed at the
fog level, there is less amount of transmitted data, and thus, there
is lower energy consumption.

The proposed architecture also affects the creation of clinical
alerts. Instead of binary alerts, the system sorts patients into pre-
defined risk levels, making it possible for clinicians to prioritize
patients depending on their level of clinical urgency. A risk-based
approach helps reduce the number of unnecessary alerts and can
be used as a solution to alert fatigue problems that are faced by
CDSSs.

Fog-based architecture is distributed, which makes it have
other implementation issues. Management of multiple fog nodes,
software versions, and distributed resources is much more diffi-
cult compared to using a centralized cloud architecture. It means
that when implementing a fog-based CDSS, one should con-
sider the trade-off between performance improvements and added
implementation complexity.

8. Clinical Implications

There are several applications of the findings from the above
study for the use of AI in telehealth and RPM. The AI Doc-
tor Copilot does not aim to replace any clinical decision-making;
rather, its application is meant to complement that of a clinical
doctor. The most important part of this application is in how it
helps a clinician to perceive risks of the patients and in detecting
any early warning signs and organizing the alarms efficiently. In
most cases of monitoring, knowing about the risk of the patient
may be much more important than getting automated diagnostic
results.

Another interesting outcome of this study is the ability to
decrease the cognitive load of a clinician. Telehealth solutions
provide huge amounts of data and many alerts that are usually
not clinically significant. With the help of grouping the patients

into low-, medium-, and high-risk categories, the system allows
the doctor to focus on the cases that require immediate atten-
tion. However, low-risk changes can also be checked without
interrupting any critical processes.

Furthermore, the use of fog-level processing has an added
benefit for the operation of the system. As risk assessment is done
in proximity to data collection, the process becomes faster and
independent from any network inconsistencies, which will be ben-
eficial in cases where the number of monitored patients grows.
This could come in handy for community or home monitoring,
where network conditions and staffing could be problematic.

The last fact to point out is how the solution integrates with
the workflow that is already being used. There is no need for
additional interfaces or another parallel system; on the contrary,
the copilot integrates into the software that is already being used
by clinicians, for example, dashboards and EHRs. It is time-saving
and makes clinicians less reluctant to implement the solution while
still making it clinicians who must interpret information and make
decisions.

All these considerations can lead us to the conclusion that it
is possible to develop an effective fog-based AI copilot system to
solve the existing problem of risk detection. If developed with clear
automation boundaries and taking into account all the restrictions
of real-life use, such a system will detect risks in advance while
reducing alert fatigue.

The principal clinical implications of the proposed archi-
tecture are summarized in Table 4. The table highlights how
fog-based AI-assisted risk triage supports earlier clinical aware-
ness, improves workflow integration, reduces alert fatigue,
enhances scalability, and maintains clinician oversight through a
human-in-the-loop decision-support model.

9. Ethical and Regulatory Considerations

Utilization of AI through telehealth and RPM brings up
several ethical and regulatory concerns that include but are not
limited to accountability issues, transparency, and safety con-
cerns. The findings of the current study give clear indications that
utilization of AI can be done in such a way that makes it play
an assisting role that enables early identification of risks with-
out impacting the clinical decision-making process. The current

Table 4. Clinical implications of the fog-based AI Doctor Copilot

Clinical dimension System capability Implication for clinical practice

Early risk awareness Real-time risk-tiered alerts
generated at the fog layer

Supports earlier identification of patient
deterioration without replacing clinician
judgment

Workflow integration Alerts delivered through existing
dashboards and EHR interfaces

Minimizes workflow disruption and
reduces training burden for clinicians

Alert prioritization Low/medium/high risk strati-
fication with prioritization
logic

Enables clinicians to focus attention
on high-risk cases and mitigates alert
fatigue

Scalability of monitoring Fog-based processing supports
increasing patient loads

Facilitates scalable telehealth programs
without proportional increases in
clinician workload

Operational resilience Localized inference reduces depen-
dence on continuous cloud
connectivity

Improves reliability in home monitoring
and community care environments

Clinical safety AI functions as an assistive copilot
with human oversight

Maintains clinician accountability and
aligns with patient safety principles
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research utilizes AI Doctor as a copilot and not an autonomous
system, which is consistent with regulatory expectations.

In this case, the term “AI Doctor” is not used to describe
the role of an independent decision-maker. On the contrary, it
refers to the decision-making support solution that is designed
for facilitating early risk triaging and prioritizing. The solution
described does not produce any recommendations for treatment,
modify any existing clinical orders, or conduct any activities inde-
pendently from the clinician. It produces tiered alerts and short
descriptions of the situation for clinical judgment.

From an ethical perspective, the hierarchical alerting system
does not only take care of pragmatic issues such as alert fatigue
and cognitive overload that have long been an issue in the clinical
world. This is because there may be very serious consequences
from such issues both for the clinicians and the patients. The use of
the hierarchical system ensures that the attention of the clinicians
is focused better on more important alerts.

The ethical and regulatory considerations associated with the
proposed fog-based AI Doctor Copilot are summarized in Table 5.
The table outlines how the proposed architecture addresses clinical
autonomy, regulatory compliance, explainability, data governance,
system resilience, and patient safety while maintaining clinician
responsibility for all clinical decisions.

Additionally, using fog computing brings some issues from
ethical and regulatory viewpoints. As fog computing makes
some processing occur locally, near the data collection points, it
decreases the dependence of the system on a stable Internet con-
nection to the cloud. The benefits here include not only improved
system availability but also a decrease in the amount of sensitive
data that should be transferred through the network. All these
features are especially significant when talking about in-home or
community-based health monitoring.

Nevertheless, as we are talking about telehealth Internet of
Things (IoT), it should be clear that the system operates with
highly sensitive physiological data, so the issue of data governance
should not be overlooked. Any implementation of the described
architecture would require standard security measures, including
encrypted communication channels, fog node access control, and

regular model updates. Logging system operation history is also
necessary for auditing purposes. One of the key advantages of fog
computing in this context is that it allows reducing unnecessary
data transfer to the cloud. This may be helpful in compliance with
standards like HIPAA and PIPEDA.

Therefore, these points suggest that fog-based AI Doctor
Copilot systems can be deployed in a way that is both ethically
responsible and compliant with existing regulations. However,
this depends on how the system is implemented. Clear limits
on autonomy, transparent communication of risk, and continu-
ous human oversight are all necessary. When these elements are
built directly into the architecture, the system is more likely to be
accepted in clinical practice.

10. Limitations and Future Work

10.1. Limitations

Several limitations can be identified in this study that need
to be considered to interpret the results properly. First, this is the
fact that this assessment is based on simulation rather than on
actual implementation. While simulation is a convenient way to
experiment, it does not give a proper representation of the real-
world environment in all its complexity and diversity. Datasets
like MIMIC and eICU are suitable for retrospective analysis, but
it is not very appropriate to test a whole system that incorporates
aspects like latency, energy consumption, and distributed com-
putation on those datasets. For this reason, a simulation-based
approach was chosen in this research. In future studies, the actual
implementation of this system should be done. One possibility is
to validate this system using real clinical datasets like MIMIC-IV
or eICU. It will be interesting to check how the system performs
with real-life patient trajectories and deterioration cases.

Yet another constraint is the utilization of artificial patients’
data. It is useful for scalability testing purposes and control, but
it cannot represent the variety present in a real-life situation. All
efforts have been made in order to introduce variety, noise, and
transient effects, but more validation is required.

Table 5. Ethical and regulatory considerations of the fog-based AI Doctor Copilot

Dimension Design approach in this study Ethical/regulatory implication

Clinical autonomy AI Doctor operates as an assistive copi-
lot providing risk-tiered alerts only; no
diagnosis or treatment decisions are
generated

Maintains human-in-the-loop decision-
making and aligns with regulatory
guidance restricting autonomous clinical
actions

Regulatory alignment System explicitly avoids autonomous
decision-making and supports clinician
review through existing workflows

Consistent with current governance
frameworks emphasizing clinician
accountability and oversight

Alert fatigue Tiered alerting mechanism (low/medi-
um/high risk) prioritizes clinically
significant events

Reduces unnecessary interruptions, miti-
gates alert fatigue, and supports patient
safety

Transparency and explainability Risk scores are derived from interpretable
anomaly and trend indicators

Facilitates clinician trust, auditability,
and ethical use of AI-assisted decision
support.

Data governance Physiological data are processed at the fog
layer with limited reliance on continuous
cloud transmission

Supports data minimization principles and
reduces exposure risks associated with
centralized data processing

System resilience Fog-based processing enables continued
operation during network disruptions

Improves availability and reliability in
home and community telehealth settings
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The model utilized for this research project is also deliberately
kept simple. The selection of techniques for anomaly detection
and scoring has been made in a way that is simple and easy to
understand. This is necessary for deployment within the fog layer.
Using more complex machine learning algorithms can lead not
only to increased performance but also to higher costs in terms of
resources and lower levels of transparency.

In addition to this, it should be noted that the current sim-
ulation does not account for all real-life conditions of operation.
For example, hardware failures, security issues, or any changes in
the behavior of clinicians are not considered. Rather, the emphasis
is placed on performance criteria of the system, which are essen-
tial for clinical usability, such as latency and accuracy of alerts.
Inclusion of these factors will make the experiment more com-
plete. Several ways can be pursued. First of all, the system can be
improved in terms of inclusion of additional types of physiolog-
ical information or risk models tailored to each patient. Second,
integration with EHRs is very important. Moreover, clinicians’
behavior should be considered over an extended period of time.

10.2. Threats to validity

The following are some of the possible threats to validity that
need to be considered. The internal validity can be undermined
due to various assumptions made in the process of designing a
simulation model and calibrating parameters as well as generating
stochastic data. The construct validity will depend on how well the
simulated deterioration patterns reflect real-life ones. The external
validity of the research is constrained since it is based only on the
artificially generated patient data. Lastly, the operational validity
is limited by the fact that the behavior of clinicians, adaptations of
their work processes, and potential network and hardware issues
have not been included in the simulation.

11. Conclusion

In the context of this research, a fog-based AI Doctor Copilot
architecture was presented as an approach to performing clinical
risk triage in a real-time manner in telemedicine IoT environments.
The aim of the proposed combination of inference at the fog level
and model management in the cloud is to improve speed while
enabling efficient use of resources and integration into the existing
clinical process. In comparison with the cloud-based solution, fog
implementation showed better results in terms of alert latency,
energy consumption, and false alerts, while maintaining similar
results in risk classification depending on the increase in patient
load.

One of the important aspects of this architecture is the focus
on decision support rather than clinical decision-making by the
algorithm. The purpose of risk assessment performed by the AI
Doctor Copilot is to help clinicians by providing information
about patients who need their attention, while the actual diagno-
sis and treatment decisions are made by the medical specialists
themselves. Such an approach is currently expected in terms of
ethical and trustworthy AI.

The findings indicate some of the potential benefits of push-
ing AI inference to the edge in telehealth scenarios. It is, however,
crucial to acknowledge that there are several limitations to the
work. All the evaluations performed were purely based on simula-
tions using artificial physiological signals, and thus, the reported
findings should only be seen as an assessment of architectural
feasibility but not clinical efficacy. Validation using real patient
data and clinical trials would be required for understanding the

usefulness, robustness, and generalizability of the approach. Fur-
ther research will also examine the application of the developed
system within real telehealth facilities and integration into EHRs,
as well as the expansion of AI models to cover more medical
conditions.

As telehealth and RPM continue to expand, fog-based AI
copilot architectures represent a practical and scalable pathway
for integrating AI into clinical care. By explicitly aligning sys-
tem design with operational constraints and clinical practice, this
work contributes toward the development of safe, efficient, and
trustworthy AI-assisted telehealth systems.
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