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Abstract: Wireless sensor networks (WSNs) are increasingly deployed in critical monitoring applications where secure and energy-
efficient routing is essential. However, routing-layer attacks such as blackhole, sinkhole, and selective forwarding can significantly
degrade network reliability. This paper proposes TG-RL-SR, a Trust-Gated Reinforcement Learning-based Secure Routing framework
designed to enhance routing robustness in adversarial WSN environments. The proposed method formulates routing decisions as a
reinforcement learning problem while constraining the action space using dynamically updated trust values. A lightweight linear Q-
learning model and a risk-sensitive reward function are employed to balance packet delivery reliability, energy efficiency, and attack
resilience. Extensive simulations are conducted under multiple attack scenarios and malicious node ratios using two baseline routing
methods for comparison. Experimental results demonstrate that TG-RL-SR consistently improves routing robustness, achieving up to
20-25% higher packet delivery ratios under severe attack conditions while maintaining competitive energy efficiency. Additional analysis
shows that the trust-gated action mechanism effectively reduces the selection of malicious next-hop nodes. These results indicate that
the proposed approach provides a practical and lightweight solution for secure routing in resource-constrained WSN environments.
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1. Introduction

Wireless sensor networks (WSNs) have developed as a tech-
nology platform on which a range of mission-critical and data-
intensive systems are based, such as environmental monitoring,
measurement, and control in industries, military reconnaissance,
and health systems [1]. These networks consist of sensor nodes
that have very strict resource limitations and cooperatively sense,
process, and transmit information to a centralized base sta-
tion through multi-hop wireless connections. Since these nodes
are often operated under limited battery capacity and are often
deployed in isolated or unmonitored locations, the routing proto-
cols according to which packet forwarding is determined have a
decisive effect on network life, data integrity, and system utility.
At the same time, the wireless communication broadcast nature
and the use of physically exposed and cheap nodes create natu-
ral security risks that cannot be addressed using the traditional
centralized control paradigm alone [2].

One of the main challenges is due to the fact that most of
the routing protocols of classical WSN were initially designed to
maximize energy and load balancing under the benevolent condi-
tion of the network. Other protocols like LEACH and PEGASIS
are also energy efficient by clustering and aggregating chains but
offer no explicit protection against malicious behavior at the rout-
ing layer. As a result, routing is a common attacker tool in the
field where malicious nodes may take advantage of their location
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in the forwarding paths. The attacks, such as blackhole, selective
forwarding, sinkhole, and grayhole, can significantly decrease the
packet delivery ratio (PDR) and, at the same time, speed up the
consumption of energy resources by legitimate nodes by creating
route instability, retransmissions, and misdirected traffic. There-
fore, the main problem is not only to save energy but also to
ensure that energy-efficient routing does not unintentionally route
the traffic via high-risk nodes [3-5].

Current security-conscious routing schemes base their func-
tionality to a large extent on cryptographic authentication
schemes or reputation-based trust schemes. Although crypto-
graphic techniques have good theoretical security guarantees, they
are generally prohibitive in terms of their computational and com-
munication costs for energy-limited WSN nodes [6]. Trust-based
schemes like the Reputation-based Framework for Sensor Net-
works (RFSN) and Hierarchical Trust Management (HTM) are
trying to overcome this load by approximating node reliability
based on behavioral observations, but they generally assume static
or slowly changing trust models and are susceptible to adaptive
adversaries especially in sinkhole and grayhole attacks where the
attackers choose to cooperate selectively to maintain a high trust
value. In addition, most of the trust-based methods have not been
optimized concurrently with energy-saving routing goals, thereby
giving rise to under-optimal trade-offs between energy and secu-
rity. Recently, reinforcement learning (RL) has been explored as
a paradigm of adaptive routing due to its ability to learn for-
warding policies under uncertainty; however, traditional routing
implementations based on RL typically assume that nodes are
trustworthy, thus opening the learning process to manipulation
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of rewards and state deception. These constraints drive toward a
unified paradigm where trust will not only be a passive signal but
also a constraint in the routing decision process actively [7, 8].
The methods of routing WSNs are mainly directed to either
energy efficiency or trust-based security or RL-based adaptability
separately. Protocols that are energy-conscious and optimization-
centric are blind to adversarial routing behavior; trust-based
protocols are generally slow and reactive to adaptive attacks,
and RL-based protocols usually assume trustful nodes, which
makes the learning process vulnerable to malicious exploitation
[9]. Moreover, the literature lacks work that formally incorpo-
rates the notion of trust as a constraint in the RL decision-making
process with strict energy and decentralization restrictions. As a
result, there is currently an obvious gap in research regarding how
to design a lightweight and decentralized routing architecture that
can be used to achieve energy efficiency, delivery reliability, and
security at the same time in the face of routing-layer attacks.
This research has been driven by the growing gap between
actual adversarial WSN implementations and the model that has
been used to formulate existing routing protocols. Even though
learning-based routing provides flexibility, it is vulnerable to mali-
cious manipulation, and to address this drawback, one has to
put the trust directly into the routing decision architecture instead
of viewing the routing decision architecture as a supplementary
metric [10-12]. The purpose of the study is to come up with a
trust-based RL framework that can create secure routing policies
online, using only local information and energy efficiency. The
research aims to develop robust WSN routing by balancing flex-
ibility and security in a single platform that can be applicable in
next-generation Internet-of-Things (IoT) and cyber-physical sys-
tems. Despite significant advances in energy-aware, trust-based,
and RL-based routing approaches, existing methods typically
address these aspects independently. Energy-aware protocols often
ignore adversarial routing behavior, trust-based mechanisms may
react slowly to adaptive attacks, and RL approaches frequently
assume trustworthy nodes. Consequently, there remains a need

for a lightweight decentralized routing framework that can jointly
address security, delivery reliability, and energy efficiency under
adversarial conditions.

The objectives of this research are to:

1) Design a lightweight and decentralized trust-gated RL-
based routing protocol for WSNs operating in adversarial
environments.

2) Integrate trust evaluation directly into the routing decision
process through a constrained action space and a risk-sensitive
reward formulation.

3) Optimize routing performance by jointly improving packet
delivery reliability and energy efficiency under routing-layer
attacks.

4) Evaluate the effectiveness and robustness of the proposed
routing framework against established energy-aware and
trust-based routing protocols across multiple attack scenarios.

This paper presents a new type of Trust-Gated Reinforcement
Learning-based Secure Routing architecture (TG-RL-SR) for
WSNs, which methodically incorporates the aspect of trust assess-
ment and adaptive learning to curb routing-layer attacks under
strict energy constraints. The suggested approach establishes a
trust-gated action space, which actively eliminates high-risk neigh-
bors in the routing decisions and minimizes unsafe exploration
behavior as well as speeds up policy convergence. It develops a
risk-sensitive reward functional that can maximize packet delivery
reliability, energy efficiency, and security. Large-scale simulation-
based analyses of various attack models and different malicious
node densities prove that TG-RL-SR is always better in terms of
PDR, energy consumption, and resilience compared to traditional
energy-conscious and trust-based routing algorithms, which prove
their usefulness in adversarial WSN deployments.

Figure 1 illustrates the adversarial context of TG-RL-SR
system architecture. Green sensor nodes work together to send
packets to the blue base station using multi-hop routes, and red
malicious nodes cause various routing attacks that disrupt data

Figure 1
TG-RL-SR system architecture in adversarial environment
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flow. A trust-gated RL module at every node keeps trust scores
of neighbors, eliminates untrusted forwarders, and optimizes
next-hop decisions through online Q-learning.

1.1. Contributions of this work

This work makes the following contributions to secure
routing in WSNss:

1) We propose TG-RL-SR, a decentralized trust-gated RL-
based routing method that formulates multi-hop forwarding
as a sequential decision-making problem using local state
information.

2) We introduce a trust-gated action space that limits routing
decisions to reliable neighbors, reducing exposure to malicious
nodes during both learning and deployment.

3) A risk-sensitive reward function is designed to jointly optimize
packet delivery reliability, hop efficiency, residual energy, and
trust-based security.

4) The proposed method adapts online to multiple rout-
ing attacks (blackhole, selective forwarding, sinkhole, and
grayhole) without relying on predefined attack signatures.

5) We provide mechanism-level validation by linking perfor-
mance gains to reduced malicious next-hop selection rather
than aggregate metrics alone.

6) A comprehensive evaluation is conducted across multiple
attack scenarios, malicious node ratios, and randomized
seeds, with comparisons against energy-aware and trust-aware
routing baselines.

2. Literature Review

2.1. Energy-aware routing in wireless sensor networks

Energy-conscious routing has received a lot of research as
one of the main steps to the extension of network lifetime and
the reliability of data delivery in WSNs. Thakur et al. [13] intro-
duced a general overview of Al-based energy-efficient routing
methods of IoT-based WSNs, combining heuristic, metaheuris-
tic, and learning-based methods. The review has shown that
Al-based routing was more adaptive to changing network states
and caused less energy imbalance between nodes, although the
majority of methods focused on energy efficiency and relatively
ignored adversarial robustness. In the work of Dey et al. [14],
a Deep Q-Network (DQN)-based energy-aware routing frame-
work was suggested to monitor agricultural areas, where routing
was learned by interaction with the environment, using state vari-
ables of residual energy and link quality. The simulation results
showed that the ratio of packet delivery and the network lifetime
was better than traditional energy-conscious protocols, yet the
model presupposed trustful nodes and failed to simulate malicious
behavior. OntoDSO by Boopathi et al. [15] is an ontological dol-
phin swarm optimization-based routing mechanism, which used
semantic knowledge representation alongside the bio-inspired
optimization in order to minimize energy usage. They found that
their results converged faster and the energy consumption was
balanced; the method, however, had computational overhead and
was not adapted to security threats at runtime. Abdulai et al. [16]
came up with a modified distance-based energy-conscious routing
protocol that adjusted the forwarding decisions based on resid-
ual energy and hop distance values, resulting in reduced energy
consumption and longer lifetime, but the protocol was sensitive
to route-attraction attacks since it only used distance as a purely
distance-driven protocol.

Further exploration of a cluster-based energy-aware routing
scheme was to be undertaken with the aim of improving fault
tolerance and scalability. An energy-constrained cluster-based
routing algorithm was introduced by Gorikapudi and Kondav-
eeti [17], and they optimized the choice of cluster heads and
intra-cluster communication and showed a high fault tolerance
and low node failure rate in the regular operation of the sys-
tem. The energy-conscious routing and localization methods were
used by Bhukya et al. [18] to monitor an environment and
demonstrated that energy-saving path-selection enhanced the sens-
ing range and network life, but adversarial interference was not
tested. Later literature tried to combine energy efficiency and secu-
rity. Muneeswari et al. [19] suggested a trust- and energy-aware
routing protocol that combined behavioral trust with residual
energy values, with enhanced results in delivering packets in lim-
ited attack conditions; nevertheless, the trust update scheme was
mostly stagnant and slow to change. MHSEER, a metaheuris-
tic, secure, and energy-efficient industrial IoT routing protocol,
was proposed by Sharma et al. [20], and in this protocol, heuris-
tic search was used to optimize the security and energy goals
simultaneously; although the protocol was effective in minimizing
energy consumption and packet loss, it had higher computational
complexity. Gururaj et al. [21] offered an energy-efficient and col-
laborative routing protocol for 5G/6G-enabled sensor networks,
which emphasized sustainability and cooperative forwarding, but
made the assumption of high-capacity nodes that are not appli-
cable in a regular WSN deployment. More recently, Mishra
et al. [22] proposed a 6G-based WSN energy-aware intelligent
routing framework that uses Al-assisted information to achieve
better throughput and energy efficiency; however, the frame-
work was based on centralized intelligence and failed to tackle
the routing-layer adversarial manipulation. Taken together, these
studies indicate that although energy-conscious routing schemes
can greatly enhance network lifetime and efficiency, the major-
ity of them are currently constrained by fixed decision rules,
excessive computational costs, or lack of resiliency to malicious
routing behavior, and hence, new adaptive and security-conscious
learning-based solutions need to be designed.

2.2. Trust-based security mechanisms in WSNs

Trust-based security protocols have been widely used to
improve the routing reliability of WSNs without incurring intense
cryptographic burden. Ramachandra and Baskar [23] suggested
a trust-based secure routing model as a multi-level real-time and
blockchain-based model, enhancing quality of service (QoS) and
attack traceability at a trade-off of communication and pro-
cessing overhead. Hybrid trust-based models and protocols used
direct observations with indirect recommendations to enhance the
accuracy of detection of packet dropping and on-off attacks but
at the cost of increased memory and computation complexity.
Sreevidya and Supriya [24] introduced a trust-based routing
scheme in data-intensive WSN applications and proved to have
enhanced data confidentiality and high reliability in data deliv-
ery but based on reactive trust updates. Kumar [25] proposed
an authentication and trust assessment scheme that made the
scheme resistant to spoofing and misrouting attacks but added
more computational overhead for identity verification.

Recent works were devoted to learning and adaptive trust
estimation. Selvi et al. [26] incorporated energy-saving trust-based
routing with attribute-based encryption to complement the data
security and reliability of routing at the cost of cryptographic
complexity. Other dynamic trust estimation methods were also
evaluated by Goswami et al. [27], who demonstrated improved
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adaptability but identified scalability limitations. Regarding gen-
eral sensor network security, Chen et al. [28] highlighted that
existing trust mechanisms remain insufficient against advanced
routing attacks. Furthermore, a comprehensive survey by Chaboki
et al. [29] revealed that current trust-based security systems in
WSN-assisted [oT environments are predominantly reactive and
lack seamless integration with adaptive routing and energy-aware
optimization.

2.3. Reinforcement learning for adaptive routing

The application of RL has grown to solve routing issues in
changing and uncertain network conditions. Liu et al. [30] sug-
gested PA Routing, a prediction-based adaptive routing scheme
based on deep RL in Flying Ad Hoc Networks that displays
better route stability and delay reduction, but with the precon-
dition of high-capability nodes that cannot be used in common
WSNSs. The recent progress in the field of deep RL of recom-
mendation systems was reviewed by Krishnamoorthi and Shyam
[31], which predetermined the theoretical applicability of deep RL
to sequential decision-making, but without direct confirmation in
resource-limited networks. Mnih et al. [32] introduced deep RL
through the DQN, demonstrating that deep neural networks can
effectively approximate value functions and achieve human-level
performance in complex decision-making tasks. Long and Han
[33] studied function approximation in RL, compared linear and
nonlinear models, and found that linear approximation was more
appropriate in environments where there were severe computation
constraints.

Recent research applied RL to large-scale and complicated
routing problems. Reijnen et al. [34] used deep RL to regulate
adaptive large neighborhood search and were able to achieve bet-
ter online optimization performance but with the cost of more
complex training. A routing algorithm based on RL was designed
by Li et al. [35] to optimize routing in large street networks,
with improved routing efficiency and scalability, but centralized
learning and rich state information were used. Yan et al. [36] pro-
posed a decision-making framework based on deep RL to solve
general routing problems and showed enhanced adaptability in
the situation of uncertainty but with significant computational
requirements. Pan and Liu [37] used deep RL in dynamic vehi-
cle routing problems, which had better performance in uncertain
environments with the assumption of continuous connection and
high processing capacity. On the other hand, Machiwa et al.
[38] surveyed the linear programming and energy optimization

methods to maximize the lifetime of WSN in which classical
optimization algorithms were insufficiently flexible to dynamic sit-
uations, thus encouraging learning-based routing. Together, these
works prove the relevance of RL in adaptive routing and also
expose limitations in terms of computational overhead, central-
ized control, and lack of built-in trust awareness in an adversarial
WSN environment.

There has been an investigation about the combination
of trust mechanisms with RL to improve the robustness of
decision-making in dynamic and adversarial network conditions.
Another better exploration strategy for Q-learning-based multi-
path routing in Software-Defined Networking (SDN) has been
proposed by Hassen et al. [39], showing that constrained explo-
ration minimized routing instability and enhanced convergence;
the exploration approach did not explicitly use trust evalua-
tion or adversarial behavior modeling. Wang et al. [40] applied
trust modeling in multi-objective RL to manage intelligent agri-
cultural systems, where trust was used as a weighting variable
of decision-making alongside efficiency goals to achieve better
system reliability, but the research considered application-layer
management of the network and not routing-layer security.

Recent work stressed on trust-sensitive learning within the
conditions of strong constraints and security demands. Moudoud
and Cherkaoui [41] studied the concept of security and trust inte-
gration in 5G and beyond networks, with signals of trust being
a promising way to achieve adaptive learning-based control, but
most of the examples presupposed high computational power and
centralized coordination. Kim et al. [42] proposed trust-region-
safe distributional RL to address several constraints and showed
better stability and management of risks during learning; how-
ever, the model necessitated complicated updates to policies that
are impractical with low-power WSN nodes. Taken together, these
papers showed that although integration of trust and RL had a
beneficial effect on the safety, stability, and reliability of complex
systems, the current methods lacked explicit routing-layer trust
enforcement, had high computational cost, or were not designed
to work with decentralized, energy-restricted WSN systems. The
following constraints inspired the significance of a lightweight,
trust-based RL model that is specifically created to support secure
and energy-saving routing in adversarial WSNs. Table 1 shows the
comparative analysis of related routing approaches.

While several RL-based routing approaches have been pro-
posed for WSNs, most existing methods primarily focus on
optimizing energy efficiency or path selection without explic-
itly constraining the action space based on node reliability.

Table 1
Comparative analysis of related routing approaches

Reference Technique Key results

Singh et al. [2] Deep Q-Network—based

energy-aware routing

policy
Boopathi et al. [15] OntoDSO (Ontology
+ Dolphin Swarm
Optimization)
Multi-level trust-based
routing with blockchain

node usage

Ramachandra and
Baskar [23]
decisions

Improved packet delivery
and network lifetime
via learned routing

Reduced energy con-
sumption and balanced

Improved QoS and
secure routing

Limitations Core findings

Assumed benign RL enhanced adaptabil-
nodes; high learning ity but lacked security
overhead awareness

Computationally
intensive; no attack
handling

Metaheuristics optimized
energy but not robust
to adversaries

Trust enhanced secu-
rity but required
lightweight integration

Blockchain overhead
unsuitable for low-
power nodes
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Table 1
(Continued)
Reference Technique Key results Limitations Core findings

Goswami et al. [27] Machine learning-based
dynamic trust estimation
behavior
Hassen et al. [39] Q-learning-based mul-
tipath routing with

improved exploration

Better detection of
adaptive malicious

Faster convergence and
stable routing paths

Scalability and con-
tinuous training
issues

SDN-based; no
explicit trust
modeling

Dynamic trust outper-
formed static trust
models

Improved RL exploration
but lacked adversarial
trust control

In contrast, the proposed TG-RL-SR framework integrates a
trust-gated action mechanism, which restricts RL decisions to
neighbors whose trust levels satisfy predefined reliability condi-
tions. This architectural integration enables the routing policy to
reduce the probability of selecting malicious forwarding nodes
while maintaining lightweight computational requirements suit-
able for resource-constrained WSN environments. Consequently,
the proposed approach differs from conventional RL-based rout-
ing schemes by explicitly embedding security constraints within
the routing decision process.

2.4. Theoretical framework

The proposed work is grounded in established theoretical
principles from three complementary domains: (i) energy-aware
routing in WSNSs, (ii) trust-based security mechanisms for dis-
tributed systems, and (iii) RL for sequential decision-making
under uncertainty. These theories jointly provide the foundation
for designing an adaptive routing protocol that balances efficiency
and security in adversarial WSN environments.

2.4.1. Energy-aware routing in wireless sensor networks

WSNs are composed of resource-constrained sensor nodes
that cooperatively transmit sensed data to a base station through
multi-hop wireless communication. The decision in routing
directly affects the lifetime of a network, reliability of delivering
data, and general performance of the system due to the lim-
ited capacity of batteries and the infeasibility of replenishing or
recharging nodes in most cases of deployments.

In multi-hop WSNs, routing can be viewed as a sequential
forwarding process in which each hop selection influences future
energy availability and communication feasibility. Traditional
energy-aware routing strategies aim to minimize transmission dis-
tance and balance residual energy among nodes in order to
delay node failures. However, such approaches typically assume
a benign network environment and do not explicitly account for
adversarial behavior at the routing layer.

The energy consumption model adopted in this work follows
the widely used first-order radio model, where the energy required
to transmit a packet of k bits over a distance d is given by:

Etx (k, d) = Eelec - kK + Efs - k - d2 1)
and the energy required to receive a packet is:
Erx (k) = Eelec - k. 2

This model captures the quadratic increase in transmission cost
with distance and motivates multi-hop routing as a means of
conserving energy. Routing protocols that fail to consider this
trade-off may achieve short-term delivery gains at the expense of
rapid energy depletion.

2.4.2. Trust-based security theory in wireless sensor networks

Trust-based security mechanisms have been widely studied as
lightweight alternatives to cryptographic solutions in WSNs. Trust
represents a behavioral assessment of node reliability derived from
observed forwarding behavior rather than from explicit authen-
tication or encryption. In this context, trust is treated as a
continuous variable 7i € [0, 1] associated with each node, reflect-
ing the likelihood that the node will forward packets as expected.

The values of trust are usually updated with local obser-
vations over time. Effective packet forwarding events add trust,
whereas failure or dropping of packets adds trust penalties. Trust
values are also time-decaying to indicate the dynamism of network
behavior, and therefore, old observations naturally fade away.
One model of generic trust update can be represented as:

Ti(t+1)=98-Ti(t) + ATi, 3)

where § € (0, 1] is a decay factor and ATi represents a reward or
penalty based on recent behavior.

Trust-aware routing protocols use trust values in routing to
minimize the chances of taking unreliable paths to the destination.
Although they are effective in dealing with simple attacks, trust
mechanisms cannot be applied to deal with adaptive adversaries
like grayhole and sinkhole attacks, where malicious nodes can
potentially compromise perceived trust or act intermittently. This
shortcoming is the reason why learning-based decision-making
needs to be integrated with trust-based security.

2.4.3. Reinforcement learning as a decision-theoretic
framework

RL provides a mathematical framework for learning the opti-
mal or approximately optimal policy of making decisions through
interaction with an environment. One common model that is used
to model RL problems is Markov Decision Processes (MDP),
which can be defined by the following set:

M= (S, A, P,R), “4)

where S is the state space, A is the action space, P represents the
(unknown) state transition dynamics, and R is the reward function.

When applying the WSN routing, every forwarding decision
may be represented as an action of an agent (the forwarding node
that is at the moment) depending on the local observable state
data. The environment is stochastic and dynamic (wave of node
failures), non-stationary because of the energy level, and adver-
sarial (behavior). Therefore, model-free RL algorithms are quite
appropriate to this problem environment, and such algorithms
do not need any prior knowledge of transition probabilities or
patterns of attack.

Application of RL in this work is not based on the knowledge
of the global network or centralized control. Rather, learning is
carried out on the internet with the help of the locally available
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information, whereby the routing policy is adjusted over time to
the fluctuating network conditions and attack patterns.

2.4.4. Integration of trust and reinforcement learning for
secure routing

The suggested model will combine the principles of trust-
based security and RL to attain adaptive security-aware routing.
The trust value also takes part in the state representation of the
learning agent as well as the reward model, which allows the agent
to take into account node reliability in addition to energy and
distance factors in choosing forwarding paths.

Trust is not used as a specified attack detector in this
integration. Instead, it is a risk-conscious indicator that biases
the learning process against unreliable nodes. RL is used to
complement this mechanism by constantly updating routing
choices as a result of the measured consequences, to reduce the
impact of trust manipulation attacks like sinkhole and grayhole
behaviors.

The framework seeks to trade off between delivery reliability,
energy efficiency, and resilience to routing-layer attacks and does
not need predefined attack signatures or a centralized monitor. It
is based on this theoretical integration that this paper proposes an
Al-based secure routing protocol that needs to be tested in this
research.

3. Research Methodology

This study has used a simulation-based experiment to
develop and test a secure routing protocol for WSNs in the

presence of adversaries. The suggested routing mechanism is
the so-called Trust-Gated Reinforcement Learning-based Secure
Routing (TG-RL-SR), which is designed and modeled with the
help of the designed custom WSN simulation framework that
directly captures energy use, multi-hop forwarding behavior,
trust dynamics, and routing-layer attacks. The methodology is
developed in such a way that there is a high degree of consis-
tency between the algorithm formulation and the experimental
review.

3.1. System model and network assumptions

Figure 2 illustrates the overall TG-RL-SR routing archi-
tecture, highlighting decentralized decision-making, a trust-gated
action space, online RL, and the interaction between routing
decisions, energy consumption, and adversarial behavior.

The WSN consists of N static sensor nodes uniformly
deployed over a two-dimensional square area. A single base sta-
tion is positioned at a fixed location outside the sensing field.
Nodes communicate using a fixed transmission range and rely
exclusively on multi-hop forwarding to deliver data packets to the
base station, as shown in Figure 2.

Each node is initialized with an identical finite energy bud-
get and is assumed to have no global knowledge of the network
topology. Nodes maintain only locally observable information,
including the residual energy and trust values of neighboring
nodes within communication range. A node is considered dead
when its residual energy becomes insufficient to transmit or receive
packets.

Figure 2
TG-RL-SR system architecture for secure routing in wireless sensor networks
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Energy consumption follows the first-order radio energy
model. The energy required to transmit a packet of k bits over a
distance d is given by

Etx (k, d) = Eelec - k + Efs - k - d2, (5)
while the energy required to receive a packet is
Erx (k) = Eelec - k. (6)

This model captures the quadratic dependence of transmission
energy on distance and motivates the use of energy-aware multi-
hop routing.

3.2. Threat model

The network is assumed to operate in the presence of
routing-layer adversaries. A fixed fraction of nodes is randomly
selected as malicious at the beginning of each simulation run.
Malicious nodes do not collude and possess no global coordi-
nation capability. Their behavior is limited to packet forwarding
manipulation, including complete packet dropping, probabilis-
tic packet dropping, and deceptive routing behavior aimed at
attracting traffic. No cryptographic attacks or physical node
compromise are considered. The current threat model assumes
non-colluding adversaries and focuses on routing-layer packet for-
warding manipulation. Future work will extend the framework to
investigate more advanced adversarial behaviors such as colluding
attackers and adaptive coordinated attacks.

1) Problem formulation

Routing is formulated as a sequential decision-making prob-
lem in which each forwarding node selects a next-hop neighbor
based on local network conditions. The objective of TG-RL-SR is
to learn a routing policy that maximizes end-to-end packet deliv-
ery while minimizing energy consumption and reducing exposure
to malicious nodes.

This problem is modeled as a constrained MDP, defined as

MT = (S, AT (s), P, R), @)
where S denotes the state space, AT (s) is a trust-gated action
space, P represents unknown state transition dynamics, and R is
a risk-sensitive reward function.

3.3. State representation

At each forwarding step, the agent evaluates candidate next-
hop neighbors using a feature-based state-action representation.
For a candidate neighbor i, the feature vector is defined as

1

dpopi
Dmax
dpgi
Dnet
E;
Ey
T

#(s, a;) = ®)

where dhop (i) is the distance to neighbor i, dBS (i) is the distance
from i to the base station, Ei is the residual energy of node i, and
Tiis its trust value. All features are normalized to ensure numerical
stability during learning.

Unlike conventional routing approaches, TG-RL-SR
employs a trust-gated action space to reduce exposure to
unreliable nodes. The set of admissible actions at state s is
defined as

AT (s) = {ai € A(s)|Ti > 7}, )
where 7 is a predefined trust threshold. The trust threshold
parameter determines the minimum reliability level required for
a neighboring node to be considered as a valid forwarding can-
didate. This threshold acts as a security filter that prevents the
RL agent from selecting neighbors whose observed behavior indi-
cates potential malicious activity. A moderate threshold value is
selected to balance routing flexibility and security, ensuring that
temporarily fluctuating trust values do not immediately exclude
otherwise reliable nodes while still reducing exposure to adversar-
ial forwarding paths. If no neighbor satisfies the trust constraint,
the agent temporarily relaxes the gate and considers all available
neighbors to preserve connectivity. In practical deployments, the
value of 7 can be tuned depending on network density, attack
intensity, and application reliability requirements.

3.4. Reward function

The immediate reward associated with selecting a next-hop
neighbor 7 is defined as

Ex g ya-m,

Fy = =X —max
Etx

(10)

where the first term penalizes transmission energy consump-
tion, the second term penalizes hop count, and the third term
introduces a trust-based risk penalty.

Terminal rewards are assigned as

rT = {+1,if the packet reaches the base station, —1,
if the packet is dropped or forwarding fails

(11
3.5. Learning model

TG-RL-SR employs linear Q-learning with function approx-
imation to estimate the expected utility of forwarding decisions.
The action-value function is approximated as

Q (s, ai) = wT ¢(s, ai), (12)
where w is the learnable parameter vector. Parameter updates
follow the standard temporal-difference learning rule

wt+1 = wt + nrt + ymaxQ (st+1, a’)

— Q(st, at) §(st, at) (13)

Learning is performed online during training episodes under
mixed adversarial conditions. During evaluation, exploration is
disabled, and the learned policy is applied deterministically.
Linear function approximation is adopted in TG-RL-SR to main-
tain computational efficiency and low memory overhead, which
are critical requirements for resource-constrained wireless sensor
nodes. Although deep RL models provide higher representational
capacity, they typically require significant processing power, large
training datasets, and additional memory resources that exceed
the capabilities of typical WSN hardware. Linear approximation
allows routing decisions to be computed using a small set of
locally observable features while maintaining stable and efficient
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online learning. This design choice therefore provides a practi-
cal balance between learning adaptability and implementation
feasibility in decentralized WSN environments.

3.6. TG-RL-SR routing algorithm

Algorithm 1 summarizes the packet forwarding and online
learning procedure employed by TG-RL-SR.

3.7. Computational complexity analysis

The computational complexity of the TG-RL-SR routing
decision is determined primarily by the evaluation of neighboring
nodes within communication range. Let k denote the number of
neighbors of a node. During each forwarding step, the algorithm
evaluates candidate neighbors using the feature vector defined in
the state representation and computes the approximate Q-value
for each admissible action. Since the trust-gated action space fil-
ters neighbors using the trust threshold z, the number of evaluated
candidates is typically smaller than k. Consequently, the routing
decision requires O(k) computational complexity per forward-
ing step. The trust update mechanism and temporal-difference
learning update also operate on locally stored parameters and
require constant-time operations. Therefore, both the memory
and computational requirements remain lightweight and suitable
for resource-constrained wireless sensor nodes. This design enables
decentralized online learning without requiring global topology
knowledge or centralized coordination. Algorithm 1 summarizes
the packet forwarding and online learning procedure employed by
TG-RL-SR.

4. Results and Performance Evaluation

This section reports the simulation results of the proposed
TG-RL-SR secure routing method under multiple routing-attack
scenarios and malicious node ratios. Performance is evaluated
using delivery reliability, routing efficiency, and energy/lifetime
indicators, with all results aggregated over repeated independent
runs to account for randomness in node deployment and traffic
generation.

4.1. Experimental details

4.1.1. Execution environment (system details)

All experiments were executed on a local workstation with
the following configuration: Windows 11, Python 3.13.0 (conda-
forge), and an NVIDIA GPU with CUDA enabled. The CPU
provides 24 cores, and the GPU is an NVIDIA GeForce RTX
5090 Laptop GPU. These specifications were used to run the
simulation grid.

4.1.2. Simulation parameters

Table 2 summarizes the key WSN simulation parameters
used across all scenarios. Unless otherwise stated, each configu-
ration (attack type X malicious ratio X method) was evaluated
over 20 independent seeds, and the reported results are summa-
rized using mean and standard deviation. Each configuration was
evaluated using 20 independent randomized seeds, and results
are reported as mean and standard deviation to ensure statistical
reliability.

4.1.3. TG-RL-SR routing algorithm
Algorithm 1 summarizes the packet forwarding and online
learning procedure employed by TG-RL-SR.
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Algorithm 1 describes the algorithm TG-RL-SR—Trust-
Gated Reinforcement Learning-based Secure Routing

Inputs:

Current node u, neighbor set N(u), trust vector T, energy
vector E, base station location BS, trust threshold z, learning
parameters (7, y)

Outputs: Packet delivery outcome and hop count

Algorithm 1: TG-RL-SR—Trust-Gated Reinforcement Learning-
based Secure Routing

Step no.  Operation/description

1 Initialize hop count h«0

2 While & < Hmax do, repeat the following steps

3 Check if current node uuu is dead

4 If node u is dead, return failure

5 End if

6 Check whether node u can reach the base
station BS directly

7 If reachable, transmit packet to BS and assign
terminal reward

8 Return success

9 End if

10 Determine alive neighboring nodes within
communication range

11 Apply trust gate: retain neighbors satisfying
Ti>t

12 Select next-hop node using e-greedy policy on
Q(s, a)

13 Deduct transmission energy from current node u

14 Check if packet is dropped due to routing attack

15 If dropped, update Q-value with terminal
negative reward

16 Return failure

17 End if

18 Deduct reception energy from the selected next-
hop node

19 Compute step reward and update Q(s, a)

20 Update state: Q 20: u « selected next hop;
he—h+121

21 End while

22 Return failure

4.1.4. Packet delivery ratio under routing attacks

The PDR under four routing attacks (blackhole, selective for-
warding, sinkhole, and grayhole) as a function of the malicious
node ratio p € {0.1, 0.2, 0.3}. Results correspond to mean values
aggregated over multiple randomized runs and seeds per sce-
nario, ensuring statistical representativeness. Energy-aware greedy
routing (EGR) exhibits rapid PDR degradation as p increases,
particularly under blackhole and sinkhole attacks, indicating
that distance- and energy-driven next-hop selection is structurally
vulnerable to adversarial node capture.

Trust-aware routing (TAR) improves robustness relative to
EGR under blackhole conditions but fails to sustain delivery
under sinkhole attacks, where adversarial route attraction domi-
nates trust estimation and results in PDR collapse comparable to
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EGR. In contrast, the proposed TG-RL-SR consistently achieves
higher PDR across all attack types and malicious ratios, with
the most pronounced gains observed under sinkhole conditions,
demonstrating effective mitigation of adversarial route attrac-
tion. While TG-RL-SR also exhibits monotonic degradation with
increasing p, the decline is significantly more gradual, indicating
improved resilience under increasing adversarial pressure. Across
methods, sinkhole attacks induce the strongest degradation, while
selective forwarding and grayhole attacks result in comparatively
higher PDR due to their partial or probabilistic dropping behav-
ior. Key simulation parameters used are shown in Table 2. The
evaluation horizon was fixed at 1200 simulation rounds to ensure
consistent and comparable evaluation of routing performance
across all attack scenarios and routing methods.

Table 2

Key simulation parameters used for all experiments
Parameter Value
Deployment area 500 x 500 m?
Number of sensor nodes (N) 100
Base station position (250, 500)
Initial node energy (E,) 2.0J
Communication range (R) 80 m
Packet size (k) 4000 bits

Radio electronics (Eeic)
Free-space amplifier (E_fs)
Multipath amplifier (E_mp)
Threshold distance (do)

50 x 1072 J/bit

10 x 10712 J/bit/m?
0.0013 x 107'2 J/bit/m*
87 m

Attack types None, blackhole, selective,
sinkhole, grayhole

Malicious ratios 0.0,0.1,0.2,0.3

Seeds per scenario 20

Evaluation rounds 1200 (fixed evaluation
horizon)

4.1.5. Delivery—energy trade-off and mechanism-level evidence

Figure 3(a) and (b) presents a joint analysis of the deliv-
ery—energy trade-off and mechanism-level adversary avoidance
across all attack types and malicious ratios p € {0.1, 0.2, 0.3},
where each point corresponds to an individual simulation run
under a distinct randomized topology and initialization. The

PDR versus residual energy scatter indicates that delivery per-
formance is not determined by energy preservation alone, as
high residual energy frequently co-occurs with low PDR when
routing.

As illustrated in Figure 3(a), TG-RL-SR can deliver pack-
ets with a higher packet delivery ratio with equal consumption of
energy, whereas Figure 3(b) affirms that its performance improve-
ment is due to less malicious next-hop selection and not energy
effects.

Paths are captured by adversarial forwarders that selectively
drop or misroute packets. The proposed TG-RL-SR occupies a
more favorable region of the trade-off space by maintaining higher
delivery outcomes without incurring excessive energy consump-
tion, indicating that performance gains are not achieved through
energy-inefficient retransmissions or overly long routing paths.
The PDR versus malicious next-hop selection scatter provides
direct mechanism evidence, showing a strong inverse relation-
ship between delivery performance and the frequency of selecting
adversarial neighbors. TG-RL-SR concentrates at substantially
lower malicious selection rates while sustaining higher PDR val-
ues, which is consistent with the trust-gated action space design
that restricts next-hop selection prior to policy optimization.
Together, these results demonstrate that TG-RL-SR improves
delivery robustness without inducing an energy-efficiency col-
lapse and that its advantage is causally linked to measurable
reductions in adversarial next-hop selection rather than incidental
topological effects.

4.1.6. Robustness and stability across randomized seeds

Figure 4 analyzes robustness beyond mean performance by
reporting the distribution of PDR across randomized seeds under
blackhole and sinkhole attacks at malicious ratios p € {0.1,
0.2, 0.3}. The boxplots show that EGR and TAR exhibit wide
interquartile ranges and pronounced lower tails as p increases,
indicating high sensitivity to adversarial placement and stochastic
topology effects. Under blackhole conditions, TG-RL-SR main-
tains consistently higher robustness compared to both greedy and
trust-only baselines under heterogeneous routing attacks.

Figure 4 presents the variations in the PDR as the mali-
cious node ratio (p) increases under four attack types: blackhole,
selective forwarding, sinkhole, and grayhole. Each subplot cor-
responds to one routing method (EGR, TAR, TG-RL-SR).
TG-RL-SR maintains higher PDR across attack types and
degrades more gracefully as p increases, with the strongest gains
observed under the sinkhole condition.

Figure 3
PDR versus residual energy under mixed attacks rate and (b) PDR versus malicious next-hop selection
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Packet Delivery Ratio (PDR)
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According to Figure 5, TG-RL-SR results in better and more Median PDR values show reduced dispersion across all mali-

predictable PDR in the randomized seeds during the blackhole  cious ratios, demonstrating improved stability against adversarial
attacks, whereas Figure 6 illustrates that it has better robust- next-hop capture. Under sinkhole conditions, where adversaries
ness and predictability than EGR and TAR during sinkhole actively attract traffic, both EGR and TAR collapse to low PDR
attacks. distributions even at moderate p, whereas TG-RL-SR preserves

Figure 6
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substantially higher medians and a more compact distribution.
Across both attacks, TG-RL-SR exhibits upward-shifted medi-
ans and reduced variance, indicating that performance gains are
consistently realized across heterogeneous network realizations
rather than being driven by a small subset of favorable
runs. These results establish that the proposed trust-gated RL
approach improves not only average delivery performance but also
robustness and reliability under adversarial uncertainty.

4.2. Discussion

This paper shows that TG-RL-SR is an effective approach
that maximizes security, energy efficiency, and reliability of
the delivery of packets in adversarial WSNs. The main results
depicted in Figure 3 indicate that TG-RL-SR is always able
to achieve higher ratios of packet delivery (PDR) in all the
attack conditions compared to the energy-conscious greedy rout-
ing (EGR) and the trust-conscious routing (TAR) baselines. At
sinkhole attacks where malicious node density is 30%, TG-RL-
SR achieves PDR values that are about 40-50% higher than both
baselines that experience catastrophic delivery collapse. Surpris-
ingly, the severity of attacks was observed to be more severe with
sinkhole attacks than blackhole attacks using all the methods con-
sidered, which suggests that adversarial route-attraction strategies
are more disruptive than plain packet-dropping behaviors.

The comparison with the previous works proves the
undoubted merits of the suggested approach. Singh et al. [2]
reported a long network life with a DQN-based energy-conscious
routing scheme but neglected to test performance during routing-
layer attacks with trustworthy nodes. The trust-based routing
with blockchain implementation, suggested by Ramachandra
and Baskar [23], maximized security but had a significant
overhead and is not applicable to resource-constrained imple-
mentations. TG-RL-SR has similar security advantages, as it
requires lightweight trust assessment without the computational
cost of blockchain. Goswami et al. [27] described dynamic esti-
mation of trust that performed better than their static models,
but their approach worked regardless of routing decisions. The
high-performance of TG-RL-SR is based on the fact that it incor-
porates trust as a hard constraint in the action space, rather than
as a passive measure, to avoid unsafe exploration and converge
to a policy more quickly.

The mechanism-level analysis in Figure 3 provides a causal
explanation in that it shows a strong inverse correlation between
PDR and the rate of malicious next-hop selection. In contrast
to the baselines, TG-RL-SR is focused on malicious selection
rates of less than 10%, and PDR is more than 70%, whereas
the baselines are characterized by selection rates of over 30-40%
and PDR breakdown of under 40%. This validates the fact that
performance improvements are a direct consequence of the trust-
based mechanism that actively limits routing to unreliable nodes.
The analysis of the delivery—energy trade-off that is illustrated in
Figure 5 demonstrates that TG-RL-SR has a higher PDR with
no high energy consumption, thus disproving the view of energy-
inefficient retransmissions. The robustness analysis in Figures 5
and 6 shows that TG-RL-SR maintains median PDR over 65%
under blackhole attacks and over 55% under sinkhole conditions
with narrow variance, whereas the baselines fall below 30% with
wide variance, hence showing reliability under various adversarial
setups.

Limitations:  Methodological limitations include a
simulation-based analysis with no physical-layer impairments,
non-colluding attackers, and the possibility that the trust mecha-
nisms are insufficient against more complex timing-based attacks

and the limited representation ability of the linear Q-learning.
In spite of these constraints, the findings have high generaliz-
ability to four attack instances, three malicious densities, and 20
randomized topologies, and the lightweight decentralized archi-
tecture can be deployed in mission-critical adversarial systems.
Future work will extend the evaluation of TG-RL-SR to larger
network sizes and higher traffic loads to further investigate
scalability under more demanding deployment conditions. In
addition, component-level ablation experiments will be conducted
to separately analyze the contributions of the trust-gated action
mechanism and the RL policy to overall routing performance.

5. Conclusion

This paper presents TG-RL-SR, a lean, decentralized pro-
tocol that has the potential to provide an adequate solution
to the current burning challenge of secure routing in a WSN
that functions under adversarial conditions. TG-RL-SR reduces
routing-layer attacks, such as blackhole, selective forwarding,
sinkhole, and grayhole, and at the same time maintains energy
efficiency by incorporating trust evaluation into the decision-
making process of RL directly into the action space (trust-gated)
and a risk-sensitive reward system. Comprehensive simulation
studies with different malicious node densities (10, 20, and
30) demonstrate that TG-RL-SR is always the best proto-
col, achieving a significantly higher packet delivery rate, better
energy-delivery trade-offs, and increased resistance to adversarial
interference. Mechanism-level studies verify that the performance
improvement has been achieved due to quantifiable decreases in
adversarial next-hop selection and not through chance occur-
rences and hence support the effectiveness of the trust-gated
method. Having a small computational footprint and a decen-
tralized structure, TG-RL-SR is a practical and scalable method
for mission-critical deployment of WSNs in hostile conditions,
hence helping to develop secure routing in resource-limited IoT
and cyber-physical systems. While the results demonstrate con-
sistent improvements in delivery reliability and robustness under
multiple routing attacks, the current study is limited to simulation-
based evaluation with a fixed network size and a non-colluding
adversarial model. Future work will investigate larger network
deployments, additional adversarial behaviors, and component-
level ablation analysis to further understand the contributions of
different elements of the proposed TG-RL-SR framework.

Recommendations

Future work may extend the proposed TG-RL-SR frame-
work by incorporating additional attack models such as collusion-
based or adaptive adversaries, and by evaluating scalability under
larger network sizes and higher traffic loads. Further investiga-
tion into alternative reward formulations and lightweight function
approximation methods may also improve learning stability and
convergence in highly dynamic environments.
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