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Abstract: With the rapid growth in the number of Web services, accurate and efficient Web service classification has become crucial for
improving the quality-of-service discovery. However, existing classification approaches often overlook the issues of noise and class overlap
inherent in Web service data, which leads to degraded classification precision. To address these challenges, this paper proposes NCOHA-
WSC, an approach for Web service classification designed to handle both noise and class overlap and to be easily integrated with existing
machine learning—based service classification models. Specifically, noisy samples in the training data are filtered using confidence learning
and information entropy, thereby reducing the negative impact of noise on the classification model during preprocessing. In addition,
during the testing phase, the prediction results for overlapping services are corrected based on the label prior distribution, further
improving classification precision. Experiments conducted on the real-world ProgrammableWeb dataset demonstrate that NCOHA-
WSC is compatible with mainstream Web service classification models and can enhance the Macro-F1 performance of models such
as ServeNet and CARL-Net to varying degrees. These results indicate that the proposed approach effectively mitigates the impact of
noisy data on Web service classification and improves the precision of existing models in the presence of overlapping service classes.
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Figure 1
Noisy and overlapping data

1. Introduction

Amid the rapid evolution of service-oriented architecture,
Web services have become a prevalent choice for building and
deploying distributed systems [1]. The growing number of avail-
able Web services provides developers with a rich set of reusable @
business functionalities. However, this rapid growth also increases
the difficulty of service discovery and selection. Service classi-
fication is an effective approach to improving service discovery
efficiency, as it reduces the search space by grouping functionally
similar services into predefined categories, thereby enabling the
rapid identification of desired Web services. Consequently, Web
service classification has become an important research focus in
the field of service computing.

In recent years, the precision of Web service classification
has been significantly improved through the use of deep learning

[ noise ]

[ overlap ]

techniques. However, the limitations of training data have become
increasingly evident, as existing service classification approaches
rely heavily on large-scale labeled datasets. As illustrated in
Figure 1, real-world Web service data often suffer from noise [2]
and class overlap issues [3], arising from factors such as poorly
defined service categories, semantic gaps, and labeling errors.
Noise refers to data instances with incorrect category labels,

*Corresponding author: Cong Liu, NOVA Information Management School,
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while class overlap describes cases in which services from dif-
ferent categories exhibit highly similar functional characteristics.
Both issues adversely affect the precision of service classification
models. First, the preprocessing of noisy data can be extremely
time-consuming and may introduce additional labeling errors as
the number of Web services continues to grow rapidly. Moreover,
existing deep learning—based service classification approaches rely
heavily on large-scale training data, and the presence of noise
often leads to reduced classification precision and poor model
robustness. Key factors hindering Web service processing, sorted
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by impact severity, are class overlap (highest, causing ambiguous
predictions), data noise (degrading model robustness), dynamic
system structural complexity, semantic sparsity of service descrip-
tions, and class distribution imbalance (lowest). Consequently, the
automatic filtering of noisy data has become a critical challenge
for improving the precision of Web service classification.

Furthermore, recent studies have shown that the class overlap
problem can be even more detrimental to classifier perfor-
mance than class imbalance in certain datasets [4]. For instance,
Figure 2 depicts two Web services labeled as Messaging and
Telephone, whose functional descriptions are applicable to both
categories [5]. Such instances are referred to as overlapping
instances or high-confusion instances [6]. Unlike noisy data, over-
lapping data contain valuable categorical information that would
be lost if they were indiscriminately removed, despite posing
challenges to accurate classification. Therefore, enabling classi-
fication models to identify overlapping data and mitigate their
impact is another critical issue for improving the performance of
Web service classification.

Currently, there are two main approaches for handling noisy
and overlapping Web service data. The first is data-level prepro-
cessing, which includes techniques such as noisy word filtering [7]
and high-quality training data selection [8]. The second focuses
on algorithm-level improvements, such as incorporating service
invocation information [9] and cost-sensitive learning strategies
[10]. Although these approaches improve service classification
performance to some extent, they still suffer from several limita-
tions. First, vocabulary filtering may lead to inaccurate functional
semantic representations of services due to the brevity of service
descriptions. Second, most existing approaches are model-specific
and lack the flexibility to be readily applied to other Web service
classification models.

To address these challenges, this paper proposes a novel
approach for handling noise and class overlap in Web service
classification, termed NCOHA-WSC (Noise and Class Overlap
Handling Approach for Web Service Classification). First, abnor-
mal data in the training data are identified through confidence
learning during the data preprocessing phase. Second, noisy data
and overlapping data are distinguished, and the former are filtered
based on information entropy. Finally, overlapping instances are
identified, and their classification precision is further improved
during the testing phase by applying a label prior correction
algorithm [11]. The key contributions of this paper are as follows:

1) To tackle the problem of noisy data in Web services, this paper
proposes an approach that integrates confidence learning and

information entropy for noise filtering. Abnormal data in the
dataset are first identified through confidence learning. Sub-
sequently, information entropy is employed to distinguish the
abnormal data into noisy data and overlapping data. Finally,
noisy data are removed to reduce their negative impact on the
classifier.

2) To mitigate class overlap in Web service classification, this
paper proposes a predictive probability correction algorithm
guided by label prior distributions. High-confusion instances
in the test dataset are identified using information entropy,
and their classification precision is further improved through
the proposed label prior correction mechanism.

3) Experiments are conducted on a real-world Web service
dataset, and model performance is evaluated using the Macro-
F1 metric. The results demonstrate that the proposed approach
is compatible with existing Web service classification models
and consistently improves their classification performance.

Notably, the structure of dynamic Web systems—integrating
multi-language development (e.g., Java, Python) and collabora-
tive program conditions/commands (e.g., REST/SOAP protocols,
XML/JSON data formats)—is a critical factor affecting Web
service processing performance. Such structural characteristics
inherently increase the likelihood of noise (e.g., inconsistent for-
mat labeling) and class overlap (e.g., cross-protocol functional
similarity) in service data. NCOHA-WSC’s model-agnostic design
and lightweight core modules (linear-complexity noise filtering
and probability correction) are well-suited to adapt to dynamic
Web system architectures, ensuring compatibility with diverse
development stacks while mitigating data-quality issues.

The rest of this paper is organized as follows. Section 2

reviews the related work. Section 3 describes the proposed
NCOHA-WSC approach. Section 4 presents the experimental
analysis. Finally, Section 5 concludes the paper.

2. Related Work

This section first reviews existing work on Web service classi-
fication, followed by an introduction to the work related to handle
noisy and overlapping data.

2.1. Web service classification

Web service classification is generally studied from two
perspectives: quality-of-service-based service classification and
functional semantic-based service classification [12]. Existing

Figure 2
Example of Web service class overlap

TeleNav Share API Name

MessageBird Messaging API Name

Messaging Category

Telephone Category

The TeleNav Share API is designed to help userj
easily send an address from a website or a mobil

application directly to their phone. Developers can
use this API to place a "Send to Phone" option next to
address listings. TeleNav Share's API supports SOAP,
as well as REST via HTTP GET/POST, and can
accommodate both XML and JSON data formats.

Description

The MessageBird Messaging API allows developers
to send and receive SMS messages to and from any
country in the world. Each message is identified by a
unique random ID so that users can always check the
status of a message using the given endpoint.
MessageBird is a cloud communications platform that
connects users to their global customers via fast and

reliable SMS, Voice and Chat APIs. o
Description
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work predominantly targets the functional semantic perspective,
which is commonly further grouped into two lines, namely struc-
tural feature-based service classification and text feature-based
service classification.

Text feature-based service classification methods primarily
aim to extract semantic information from service description doc-
uments via natural language processing techniques, including
neural network-based text embeddings (Word2Vec and BERT)
and topic modeling with latent Dirichlet allocation (LDA).
Early service classification methods largely depended on tradi-
tional machine learning techniques to derive features from service
descriptions, such as TF-IDF [13] and LDA [14]. Traditional
approaches are hindered by their heavy reliance on manual fea-
ture engineering and the inherent semantic sparsity of service
descriptions, limiting classification performance. The advent of
deep contextual embedding models (BERT, RoBERTa) has trans-
formed this landscape, enabling much richer automated feature
extraction. Following this trend, Yang et al. [15] and Pan et al.
[16] demonstrate significant performance gains by applying BERT
and RoBERTA, respectively, to service classification.

Structural feature-based service classification methods
mainly explore structural relations among Web services, includ-
ing textual syntactic structures [17], service composition patterns
[18], and tag-sharing links. Such relationships are commonly rep-
resented as graphs, and structural features are then learned via
network representation learning methods, such as DeepWalk [19],
Node2Vec [20], and other neural graph-embedding approaches.
For instance, Liang et al. [21] build a heterogeneous network
that captures both Mashup-API invocation interactions and tag-
sharing links. On top of this network, they recommend API
tags by combining random walk with restart and latent semantic
analysis.

Although the aforementioned approaches enhance service
classification performance by optimizing quality-of-service func-
tional feature representations, they largely overlook the issues
of noise and class overlap in Web service datasets, which limits
further performance improvements.

2.2. Data noise processing

During the training of data-driven deep learning models, the
quality of the training data has a significant impact on the gen-
eralization ability of the classifier. However, real-world datasets
often contain substantial amounts of noisy data, which can cause
the model to overfit noisy labels and consequently degrade its gen-
eralization performance. Existing approaches for handling noise
can be broadly categorized into data-level and algorithm-level
approaches. Data-level approaches typically retrain classification
models after removing noisy data from the training dataset.
A representative example is the confidence learning technique
proposed by Northcutt et al. [22], which estimates the joint dis-
tribution of noisy and true labels to identify and filter noisy
data before retraining the model, thereby mitigating the adverse
effects of noise on model performance. Notably, this technique is
model-agnostic and can be integrated with various classification
models. Algorithm-level approaches focus on improving classifi-
cation models to mitigate the adverse effects of noisy data. For
example, Ortego et al. [23] propose an approach for detecting
label noise by leveraging feature representations learned through
contrastive learning to estimate soft labels for each sample. By
comparing the soft labels with the original labels, noisy samples
are identified and treated as unlabeled samples. The classifier

is then trained in a semi-supervised manner, thereby improving
overall classification performance.

2.3. Class overlap handling

Recent studies have demonstrated that perfect classifica-
tion can be achieved on linearly separable datasets, even when
class distributions are imbalanced. However, accurate classifica-
tion becomes challenging when classes overlap, even in uniformly
distributed datasets [4].

Consequently, class overlap poses a significant constraint
on classification performance. Existing approaches for address-
ing class overlap can also be broadly categorized into data-level
and algorithm-level approaches. Data-level approaches typically
reduce the negative impact of overlapping data on classifiers
by eliminating overlapping data through resampling techniques.
For example, Vuttipittayamongkol et al. [24] propose an overlap-
based under-sampling framework that employs a soft clustering
algorithm to identify and eliminate majority-class data from
potential overlapping regions.

However, these approaches may lead to the loss of valuable
information and face challenges when applied to deep learning
tasks, particularly those involving unstructured text data [25], as
they mitigate the impact of class overlap on classifiers by eliminat-
ing data. Accordingly, Jia et al. [11] introduce a label prior—guided
predictive probability correction algorithm that enhances classifi-
cation on overlapping data without relying on data resampling.
This algorithm leverages label prior information to adjust the pre-
dicted label distribution of overlapping data in the test dataset,
thereby enhancing classification accuracy for overlapping cases.

3. NCOHA-WSC

In this section, we address the problems of noise and class
overlap in Web services using confidence learning and a prior
correction technique. The overall framework of the proposed
approach is illustrated in Figure 3.

During the data preprocessing phase, abnormal data in
Web services—including noisy data and overlapping data—are
identified through confidence learning. Normalized information
entropy is then employed to distinguish between overlapping data
and noisy data, and the noisy data are removed to mitigate their
negative impact on the classification model. During the testing
phase, overlapping data are further identified using normalized
information entropy. Their predictive probability distributions are
subsequently corrected based on the label prior distribution to
improve classification precision. The proposed approach consists
of two main modules: a noise filtering module and a probability
correction module.

3.1. Confidence learning—based noise filtering

In deep learning—based Web service classification models, the
quality of training data directly affects model performance. How-
ever, real-world Web service data often contain noise. To mitigate
the adverse effects of noisy data, this paper proposes a confidence
learning—based noise filtering approach for Web service classi-
fication. First, confidence learning is employed to estimate the
conditional probability distribution between the manually labeled
categories y (i.e., the initial categories of the dataset) and the latent
correct categories y* (unknown), thereby enabling the identifica-
tion of abnormal samples. Given the imbalanced class distribution
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Figure 3
Overview of NCOHA-WSC

Web Services Data Model Tesing

Training Data Partitioning Model Retraining

Classification Model Training

Noise Filter Module

—

Training Set Probability Distribution Confidence Learning

in Web service data [26], directly removing abnormal samples
may adversely affect model training. Therefore, this paper employs
information entropy to filter noisy samples while retaining
overlapping samples. The overall process can be divided into three
steps.

Potential correct label prediction. First, confidence learning
requires the predicted probability distributions of the training
data. To prevent overfitting, cross-validation is employed to obtain
reliable predicted probabilities for the training data. For the 4-
th service x;, in the training dataset X, the predicted probability
distributiog j’x,, = [iaih, ﬁi}l,- e ﬁ;h] is obtained by the model
6. Here, f)frh = p(y = j;x;,0) denotes the predicted probability
of category y = j for service x;, and model 6, je{l, ..., ¢}. The
parameter ¢ denotes the total number of categories, he{l, ..., n},
and n denotes the number of services in the training dataset X.
Subsequently, a noise threshold #; is defined for each category j
to filter out services whose predicted probabilities satisfy the cor-
responding noise criterion. The noise threshold ¢#; is defined as
shown in Equation (1):

i=——x X P, (1)

where Zx € X, ﬁ'i_h denotes the sum of the predicted prob-

abilities of samples with initial category y = j and predicted
category ¥ = j. Xj=; represents the subset of services in X with
initial category y = j, and Xj=; denotes the number of services
in X with initial category 7 = j. The noise threshold ¢; is defined
as the average predicted probability of all samples belonging to
category .

Next, noisy sample filtering is performed, and the latent cor-
rect category of each sample is determined based on the confusion
matrix derived from the model’s prediction results and the noise
threshold ¢;. For each service x, the predicted probability distribu-
tion g, =[p,', .2, ..., p,°] is compared with the noise threshold
t; for each category je[l, c]. The latent correct category y,* of
service x is selected as the category with the highest predicted
probability among those whose predicted probabilities exceed the
corresponding noise threshold ¢;. If all predicted probabilities for
service x are lower than their respective noise thresholds z;, the
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service is classified as a noisy sample. The formal definition of
the latent correct category for service x is given in Equation (2):

v3 = {arg max plIp) 2 1)} @)

Calculation of the confidence joint distribution matrix. After
obtaining the latent correct categories, the confidence joint distri-
bution matrix Cy,,« is constructed based on the model’s prediction
results on the training data. Cy=; ,«=; denotes the number of
samples whose initial category is y = i and whose latent correct
category is y* = j. Formally, the confidence joint distribution

matrix Cj ,+ is calculated as shown in Equation (3):
Cyzigr=j = [ Xp=iye=)l Q)

where |Xj=; ,+=;| denotes the number of services in X whose
initial category is ¥ = i and whose latent correct category is
y* = j. The confidence joint distribution matrix Cy,,« differs from
a conventional confusion matrix, as a portion of noisy services
is filtered out using the noise threshold #;. This filtering process
increases the reliability of the matrix by making it more robust
to categories with extremely large or small predicted probabili-
ties. Subsequently, the estimated joint distribution matrix @J-,,y*is
obtained by normalizing the confidence joint distribution matrix
Cy,y+. The matrix @j,,y* reflects the noise distribution associ-
ated with each category in the service training dataset X. The
theoretical foundations underlying this estimation are detailed
in Reference [22], and the corresponding calculation is given in
Equation (4):
1 Cor: s

Oy = 3 X 5 @)

where |Xj=;| denotes the number of services whose initial cate-
gory is y = i and n represents the total number of services in the

c
training dataset X. In addition, ), Cymiyr=j denotes the total
J=1
number of samples with initial category y = i in the confidence
joint distribution matrix Cy, .

Noise data filtering. In this phase, the number of poten-
tially abnormal samples in each category is determined based on
the estimated joint distribution matrix /Q\y,),*. However, directly
removing abnormal samples may substantially reduce the number
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of samples in minority categories within the Web service dataset.
This occurs because confidence learning defines overlapping sam-
ples as abnormal samples, while the number of truly noisy samples
is substantially smaller than that of overlapping samples. Con-
sequently, directly removing all abnormal samples may discard
important classification-relevant information, ultimately degrad-
ing the model’s classification performance. Therefore, noisy data
and overlapping data are distinguished using normalized infor-
mation entropy [27]. This process filters out noisy data while
retaining overlapping data, thereby mitigating the data imbalance
that would result from excessive removal. The specific procedure is
as follows. First, the number of abnormal services num; potentially
present in each category i is calculated using the joint distribution
matrix @”» The calculation of num; is given in Equation (5):

C
num; = [nx 3} Qy:i,y*:j] ©)

J=Lj#E
where Z;:l;j i @y:-,y*:j represents the sum of the entries in
the estimated joint distribution matrix @‘,y* for which the ini-
tial category y differs from the latent correct category y*. This
sum is then multiplied by the total number of samples n and
rounded to obtain the number of abnormal samples in category
i, denoted as num;. Subsequently, for each category i, all samples
xeXy=; are sorted in ascending order according to P(¥ = i/ x,
0). The first num; samples with the lowest predicted probabilities
are classified as abnormal samples. Finally, the normalized infor-
mation entropy H(p,) is computed for each abnormal sample to
quantify the uncertainty of its predicted probability distribution
Py = [Pyl Py, -, px€). The more uniform the predicted prob-
ability distribution p, is, the higher the degree of uncertainty,
and the more likely the sample is to belong to the overlapping
data. Conversely, a less uniform distribution indicates a higher
likelihood that the sample is noisy. The normalized information
entropy is computed as shown in Equation (6):

— ‘_ i i
H(p,) = “R= L8 (©)

log -
¢

where ¢ denotes the total number of service categories. To con-
trol the number of noisy services, a confidence threshold £ is set
after obtaining the normalized information entropy for all abnor-
mal samples. Specifically, if H(p,) > 8, the abnormal sample x is
retained and treated as an overlapping sample. Otherwise, sample
x is removed from the dataset and regarded as a noisy sample. The
service classification model 6 is then retrained using the cleaned
dataset.

3.2. Labeled prior distribution—based predictive
probability correction

Although eliminating noisy samples can improve the clas-
sification precision to some extent, the number of overlapping
samples in the Web service dataset is significantly larger than
that of noisy samples. Directly removing these overlapping sam-
ples may adversely affect model performance. However, retaining
overlapping samples can lead to ambiguous predictions, in which
the predicted probabilities across multiple categories are extremely
close, making classification difficult. To improve the classification
precision of highly confusing samples during the testing phase, a
prediction probability correction approach based on label priors
is proposed. First, highly confusing samples are identified using

normalized information entropy. Then, the predictive probabili-
ties are corrected according to the label prior distribution.

Identification of high-confusion samples using normalized
information entropy. The uncertainty of the predicted probability
distribution for each test sample is quantified using normalized
information entropy. The degree of confusion increases as the pre-
dicted probability distribution p,. = [p,', p,2, ..., p,<] for sample
x becomes more uniform. The normalized information entropy
is calculated using Equation (6). After computing the normalized
information entropy H(p,) of the predicted probability distribu-
tion p,, a confusion threshold 0 < o < 1 is set. Samples with
normalized information entropy greater than o are assigned to
the high-confusion sample set s,q;,, while the remaining samples
are assigned to the low-confusion sample set s, .

Predictive probability correction guided by the label prior
distribution. During this phase, each high-confusion probability
VECLOT pyq; in the high-confusion set sy, is updated in accordance
with the label prior distribution to enhance overall classification
accuracy. To clarify the rationale behind the proposed correction
scheme, we provide an illustrative example. Assume that two sam-
ples meet the following conditions: (1) their category labels are
restricted to either 0 or 1, and (2) the two samples belong to dif-
ferent categories. With the stated constraints in place, if the first
sample is classified as 1, the second sample is more likely to be
predicted as 0 in order to satisfy the second condition. Assuming
the first sample is predicted with adequate reliability, this strategy
can yield optimal overall classification performance.

Applying the above theory to the proposed approach, the
low-confusion instance set Sy, is used as a reference to correct
each sample point in the high-confusion instance set Sj;y;,. During
correction, the two instances in Figure 2 are more likely to be
reassigned to Telephone when, within the set S, the probability
mass of the Messaging class is closer to its counterpart in the label
prior distribution than that of Telephone, and the opposite holds
otherwise. With suitable parameter choices, this rule can deliver
near-optimal overall classification performance. Accordingly, we
first count the services associated with each label in the training set
and then normalize the counts to derive the label prior distribution
P =1P1, Pas - - -» Pel, as defined by Equation (7):

p, = = Oz ™)
Here, Cj—; represents the number of Web service data points
with the initial category ¥ = i, p; represents the prior probability
of category i, and n represents the total number of training data
samples. The label prior distribution j serves as a reference for
adjusting the probability vector pj;., = [phighl, ph,»ghz, < s Dhigh]
of samples in the set Sj,g;. In practice, high-confusion samples
are usually semantically related to only a subset of labels, so the
correction needs to be applied only to part of the probability
mass. Therefore, we compute the mean of py, together with all
probability distributions in the set S}, using Equation (8):

_ 1
Phigh = 517 (Phigh + X Px) (®)

XES oy

Here, pjg, represents a probability distribution closer to the
label prior p, which helps avoid excessive adjustments to the entries
of pign. Next, we quantify the deviation between py,e;, and p and
use it to further refine pj;;, according to Equation (9):

D
Phigh = Phigh X =
Phigh

®
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After that, pj,;, is brought closer to the label prior distribution j
and subsequently normalized to yield the final label distribution,
as given by Equation (10):

Phigh

Phigh = 3 (10)

4 i
i=1 phig/z

Using the same procedure, we adjust each predicted probability
vector in Spg;, so that the resulting label distribution over the test
set better aligns with the prior label distribution p. For each test
instance, the predicted class is selected as the label with the highest
probability in the corrected vector.

4. Experiments

4.1. Experimental dataset and environment

Experiments are conducted on API services registered on
the ProgrammableWeb website to evaluate the effectiveness of the
proposed approach. Services with extremely brief descriptions,
duplicate registrations, and those belonging to categories with
insufficient numbers of services are removed from the experimen-
tal dataset [28]. To ensure data validity, all selected Web services
comply with W3C standards (e.g., standardized service descrip-
tion formats, consistent protocol specifications), serving as the
basis for subsequent NCOHA-WSC processing. Services failing
to meet these standards are excluded during dataset preprocessing.

Following the category selection strategy commonly adopted
in the existing literature, the top 10-50 most populated categories
are selected for the experiments. Detailed statistics of the dataset
are presented in Table 1, while descriptive information for services
in the top 10 categories is provided in Table 2.

All experiments are conducted on a Tesla T4 GPU with
16 GB memory and CUDA version 12.2. The models are imple-
mented using Python 3.8 and PyTorch 2.1. The pre-trained
BERT language model is obtained using the Transformers library
(version 4.37.2), and the confidence learning algorithm is imple-
mented using the open-source Cleanlab framework (version
2.6.1) [22].

Table 1
Web services datasets

Dataset Service category Number of services
DS, Topl0 6007
DS, Top30 11668
DS, Top50 14524
Table 2
Information of top 10 Web service category

Service Number Service Number

category of services category of services
Financial 1002 Enterprise 493
Tools 838 Social 482
Payments 642 Mapping 61
Messaging 637 Science 430
eCommerce 614 Government 408

06

4.2. Experimental results and discussion

To demonstrate robustness against noisy and overlapping
data, the proposed NCOHA-WSC approach is applied to several
state-of-the-art Web service classification models. An overview of
these models is provided below:

ServeNet [29]: ServeNet is a deep neural network-based ser-
vice classification model that represents service descriptions using
GloVe word embeddings. It employs convolutional neural networks
(CNNs) and Bidirectional Long Short-Term Memory (Bi-LSTM)
networks to automatically extract functional features from service
description embeddings, thereby eliminating the need for manual
feature engineering.

ServeNet-BERT [15]: ServeNet-BERT is an enhanced version
of ServeNet that uses the BERT model to generate contextual-
ized text embeddings from names and Web service descriptions. It
employs Bi-LSTM and CNN networks to derive functional rep-
resentations of services, followed by a fully connected layer for
service classification.

BERT(cls) [30]: This approach utilizes the cls token of the
pre-trained BERT language model for service classification. The
representation of the cls token is refined through fine-tuning on
the Web service dataset, and service classification is performed
using a fully connected feed-forward neural network.

CARL-Net [31]: CARL-Net is a deep neural network that
integrates keywords, service names, and collaborative attention
representations for service classification. Service names and key-
words are used to construct data augmentation vectors, while
a collaborative attention mechanism is employed to capture the
importance of words in both the service description vectors and
the augmentation vectors. Finally, these representations are fused
to perform service classification.

The model architectures and hyperparameter settings used in
our experiments are consistent with the original papers. During
the confidence learning phase, the dataset is randomly split into
a training set and a validation set with a ratio of 9:1. The train-
ing dataset is used to train the service classification model, while
the validation dataset is used to obtain the predicted probabil-
ity distributions. Cross-validation is employed to obtain predicted
probability distributions for all training data. During model train-
ing, an early stopping strategy is adopted to prevent overfitting
by terminating training when classification performance on the
validation dataset begins to degrade. Macro-F1 is used as the
evaluation metric. The experimental results obtained by applying
the proposed approach to different service classification mod-
els are presented in Table 3. Here, Apj 4, denotes the average
improvement in Macro-F1 across all service classification mod-
els; -NCO denotes that the proposed approach is not applied,
whereas +NCO denotes that it is applied. DS, DS,, and DS; rep-
resent Web service datasets containing 10, 30, and 50 categories,
respectively.

From the results, we can draw the following conclusions:
First, for all datasets, the Macro-F1 scores of most models are
improved after using this approach, indicating that this approach
has a positive effect on service classification performance.

Based on the results, several conclusions can be drawn:

1) Across all datasets, the Macro-F1 scores of most models
improve after applying the proposed approach, indicating its
positive effect on service classification performance.

2) Classification models that rely on global semantic repre-
sentations, such as BERT(cls) and BERT-DPCNN, exhibit
more pronounced improvements after applying the proposed
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Table 3
The classification experiment results of NCOHA-WSC
. DS, DS, DS;
Metric Model
-NCO +NCO -NCO +NCO -NCO +NCO
ServeNet 0.745 0.752 0.654 0.657 0.599 0.615
ServeNet-BERT 0.807 0.801 0.755 0.753 0.679 0.683
Macro-F1 BERT(cls) 0.820 0.824 0.759 0.762 0.683 0.685
BERT-DPCNN 0.819 0.822 0.760 0.767 0.682 0.685
CARL-Net 0.823 0.820 0.762 0.764 0.684 0.688
+0.1% +0.26 % +0.58%

3)

AFl-avg

approach on datasets with relatively fewer categories, such
as DS; and DS,. However, models that incorporate addi-
tional data features, such as CARL-Net and ServeNet-BERT,
exhibit smaller performance gains or even slight performance
degradation. This can be attributed to the fact that clas-
sification models relying primarily on the global semantics
of service descriptions are more sensitive to abnormal data
in datasets with fewer categories. In contrast, incorporating
additional data features, such as service names, can partially
mitigate the adverse effects of noisy and overlapping
data, thereby improving model robustness and stabilizing
classification performance.

4.3. Ablation analysis

To evaluate the effectiveness of each module in NCOHA-

WSC, ablation experiments are conducted under the following
settings:

1)
2)

enabling only confidence learning (+CL)
enabling only label prior correction (+PC)

The results of the ablation experiments are presented in

Table 4, where Ay, tepresents the average improvement in
Macro-F1 across all service classification models.

Based on the results, several conclusions can be drawn:

Models that employ CNNs to extract local functional 1) The confidence learning (+CL) and prior correction (+PC)
features from service descriptions, such as CARL-Net, BERT- modules yield limited performance improvements on datasets
DPCNN, and ServeNet-BERT, exhibit more pronounced with fewer categories, such as DS; and DS,. This is because
performance improvements as the number of categories the adverse effects of noisy and overlapping data on deep
increases, compared with models that rely primarily on learning models are relatively minor in low-category settings.
global semantic representations, such as BERT(cls). CNNs As the number of categories increases, however, each module
are effective at capturing salient textual features from service of NCOHA-WSC becomes more effective in enhancing service
descriptions. However, in large-scale datasets, the classifica- classification performance.
tion performance of these models is constrained by the high  2) As the number of categories increases, models that rely on
similarity of key textual features among overlapping data. global functional semantics of service descriptions become
Notably, performance gains are limited in two scenarios: first, more sensitive to the adverse effects of noisy data, whereas
for models integrating additional data features (e.g., CARL- models that emphasize local functional semantics are more
Net, ServeNet-BERT) on datasets with fewer categories (DS, susceptible to the negative impact of overlapping data. For
DS2), as supplementary features (e.g., service names, key- example, on the DS; dataset, classification models such as
words) already mitigate noise and overlap impacts, leaving ServeNet-BERT, CARL-Net, and ServeNet, which employ
limited room for NCOHA-WSC optimization, and second, CNNG to extract service functional features, exhibit more pro-
when the proportion of noise/overlap data is extremely low, nounced performance improvements when the prior correction
as the core modules of NCOHA-WSC (noise filtering, prob- (+PC) module is applied, while showing relatively smaller gains
ability correction) have minimal redundant data to process, when only the confidence learning (+CL) module is used.
leading to marginal performance improvements. By contrast, classification models such as BERT(cls) and
Table 4
Ablation experiment results
. DS, DS, DS,
Metric Model

-CL +PC -CL +PC -CL +PC

ServeNet 0742 0.734 0.655  0.657 0.610  0.612

ServeNet-BERT 0.804 0.817 0.756 0.756 0.680 0.682

Macro-F1 BERT(cls) 0.822 0.825 0.763 0.762 0.687 0.683

BERT-DPCNN 0.821 0.825 0.760 0.762 0.685 0.683

CARL-Net 0.821 0.821 0.763 0.765 0.684 0.689

AFl-avg -0.08% +0.16% +0.14%  +0.28% +0.38%  +0.44%
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BERT-DPCNN, which extract service functional features based
on global semantic representations of service descriptions,
exhibit more substantial performance improvements when the
confidence learning (+CL) module is applied and relatively
smaller gains when the prior correction (+PC) module is used.

4.4. Hyperparameter experiments

During the confidence learning phase, a confidence threshold
B is employed to distinguish between noisy data and overlap-
ping data. During the probability correction phase, a confusion
threshold o is used to differentiate between low-confusion data
and high-confusion data. Experiments are conducted on the DS;
dataset with 8 €[0, 0.8] for the confidence learning module and o
€[0.5, 1.0] for the probability correction module to investigate the
effects of the confidence threshold § and the confusion thresh-
old o on their respective modules. The experimental results are
presented in Figures 4 and 5, respectively.

From Figure 4, several observations can be made:

1) The noise robustness of different models on the DS; dataset
varies. For example, ServeNet, which is based on GloVe word
embeddings, exhibits relatively weaker noise resistance due
to the limited quality of its service description text repre-
sentations. As a result, when the confidence threshold £ is
set to a large value, overlapping samples are more likely to
be misidentified as noisy samples, leading to the removal of
classification-relevant information and a consequent degrada-
tion in model performance. In contrast, model performance
improves only when {3 is kept at a relatively low level.

2) Classification models that exploit local semantic features of
service descriptions, such as ServeNet-BERT and CARL-Net,
produce more concentrated predicted probability distributions
and correspondingly lower normalized information entropy
values. Consequently, these models achieve higher accuracy
in identifying overlapping data when 8 €[0, 0.1]. In contrast,
models that rely on global semantic representations, such as
BERT(cls) and BERT-DPCNN, tend to produce more uni-
form predicted probability distributions. As a result, they
are more accurate at identifying overlapping samples when
B ¢[0.1, 0.2].

From Figure 5, several observations can be made:

Figure 4
The effect of confidence threshold on confidence learning
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The effect of confusion threshold on prior correction
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On the DS; dataset, ServeNet, which is based on GloVe word

embeddings, achieves relatively better performance when the
confusion threshold o is set to approximately 0.8. In con-
trast, service classification models based on BERT perform
better when o is around 0.9. This difference can be attributed
to the limited capability of GloVe-based models to effectively
discriminate overlapping samples. Specifically, the probabil-
ity distributions of most overlapping samples are not uniform,
which leads to a smaller proportion of overlapping samples
being identified based on normalized information entropy.
Models based on global semantic representations, such
as BERT(cls) and BERT-DPCNN, exhibit limited accu-
racy in identifying overlapping samples, resulting in many
non-overlapping samples being misclassified as overlapping.
Therefore, correction precision can be improved only when
the confusion threshold o is set within a relatively high
range, specifically o €[0.96, 1]. In contrast, service classifi-
cation models that rely on local semantic representations,
such as ServeNet-BERT and CARL-Net, demonstrate higher
accuracy in identifying overlapping data. Consequently, the
probability correction module is most effective when the
confusion threshold o is set to approximately 0.9.

To address the computational overhead and scalability of
NCOHA-WSC, a theoretical complexity analysis of its core
components is presented. The confidence learning module
primarily involves cross-validation prediction, threshold calcu-
lation, and joint distribution statistics, with an overall time
complexity of O(N x D) (where N denotes the number of sam-
ples and D represents the feature dimension), aligned with the
linear complexity of base classification models. The entropy
calculation module requires traversing the predicted probabil-
ity distribution of each sample, resulting in a time complexity
of O(N x C) (C is the number of categories); given that C is
a constant in Web service classification tasks, this complexity
can be simplified to O(N). The probability correction module
includes label prior statistics and probability adjustment, with
a time complexity of O(N) as it only involves linear traversal
and vector operations. All core components avoid exponen-
tial or polynomial overhead, ensuring that NCOHA-WSC
can efficiently scale to large-scale or real-time Web service
classification scenarios.
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5. Conclusion and Future Works

This paper proposes a Web service classification approach,
called NCOHA-WSC, to address the challenges of data noise
and class overlap in existing service classification. The approach
filters noisy data during the data preprocessing phase using con-
fidence learning and identifies high-confusion samples during the
testing phase of the classification model via information entropy.
Furthermore, based on the label prior distribution, it corrects
the predicted probability distributions of high-confusion samples.
Experimental results demonstrate that the proposed approach
effectively filters noisy data from the dataset and significantly
improves the overall classification performance of existing Web
service classification models. Notably, NCOHA-WSC exhibits
strong generalizability to other text classification and noisy-label
domains. Its model-agnostic design and core modules (confidence
learning—based noise filtering, label prior—driven probability cor-
rection) rely only on textual features and category labels, enabling
direct adaptation to document classification (filtering misla-
beled thematic documents), API tagging (resolving conflicting
tag assignments), and social media data classification (mitigating
noise from subjective annotations and multi-topic overlap). This
cross-domain adaptability extends the framework’s practical value
beyond Web service classification.

NCOHA-WSC currently requires manual hyperparameter
tuning across different datasets, which is time-consuming and
labor-intensive. Future work will focus on enhancing the proposed
approach by enabling self-adaptive hyperparameter optimization
across diverse datasets. In addition, in more realistic application
scenarios, datasets may be incremental rather than static and may
also be extremely large. Therefore, more advanced incremental
prediction techniques [32] and data sampling strategies [33, 34]
should be explored to ensure scalability and robustness in such
environments.
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