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Abstract: Smart-home systems built on Internet of Things (IoT) devices offer convenience, but they also introduce gaps in security and
privacy that are often overlooked. Traditional protective measures such as lightweight encryption, access control rules, and intrusion
alerts do help, but they do not fully address issues such as traceability, proof of device identity, or resistance to more adaptive attacks. In
response to this, the research proposes a blockchain-supported security model called Block—Internet of Things—Chain (BIoTC), designed
specifically for smart-home IoT networks. This work developed the setup using Cisco Packet Tracer to model a basic smart home. In this
environment, the study carried out on four forms of attacks: Man in the Middle (12 attempts), RFID cloning (6 attempts), unauthorized
access (1 case), and social engineering (1 case). Each attack was performed on a regular IoT configuration, and then the same test was
repeated after introducing the BIoTC layer. The blockchain component, implemented through a lightweight Python module, maintains
immutability and coordinates identity checks to confirm that a device should be allowed in the network. The distinct contribution of
research comes from grounding the evaluation in actual experimental observation rather than theoretical claims. The results show that
BIoTC is successful in the reduction of attack success rate with acceptable performance overhead for a smart-home environment. Using
a real-world example, the mathematical validation was performed. This research paper presents verified and statistical methods for the
security of IoT smart-home systems. The results demonstrate that integrating blockchains enhances defense against security threats in

the IoT environment.
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1. Introduction

The Internet of Things (IoT) has rapidly converted con-
ventional living homes into intelligent and automated environ-
ments [1, 2]. Within smart homes, everyday devices such as
Radio-Frequency Identification (RFID)-enabled locks, webcams,
motion detectors, smart fans, and sprinklers can now commu-
nicate and coordinate actions through a central gateway. IoT
brings connectivity, assistance, and automation. It directly gives
enhanced control to users. The negative side of this advancement
is that these electronic devices are facing a wide range of physical
and cyber threats [3, 4]. Due to the expansion of IoT environ-
ments, it is not easy to protect these devices from recent advanced
attacks.

1.1. Security challenges in smart homes

IoT-based smart homes are totally different from industry-
level automation systems. The major difference is the devices used
in both areas. In smart homes, smart devices have very limited
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memory and low processing power. They often rely on insecure
communication protocols. For these reasons, the system is not
very safe from outside attacks. They cannot run strong secu-
rity protocols because devices do not have good computational
power. The smart-home systems are always under external threats.
These threats include attacks such as RFID cloning [5], Man-in-
the-Middle (MITM) attacks [6], unauthorized access, and social
engineering attacks [7]. An MITM attack occurs when an unau-
thorized person secretly intercepts communication between two
entities. The person can then read and modify the communication
during the attack. Similarly, in RFID cloning, the attacker dupli-
cates the unique identifier or stored data from the original one. It
is a threat to physical security. Unauthorized access happens when
an individual or device gains entry into the system without proper
authorization. This can compromise the security and privacy of
the system and lead to potential attacks. Weak passwords and
compromised credentials are among the primary causes of this
vulnerability. Social engineering involves nontechnical attackers
who exploit and manipulate human psychology to impersonate
legitimate entities. Many times, this includes sensitive personal
information. There are many algorithms such as lightweight cryp-
tographic algorithms and intrusion detection that have made
valuable contribution in security of IoT devices. In the context of
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smart home [8], these algorithms are not up to the expectations.
They need additional computational power and extra memory for
resolving the security issues.

Except for these issues, this system follows the concept of
centralization [9]. In centralization, one major device controls all
other devices. Now this can lead to a big problem called a single
point of failure. In this study, the home gateway is the centralized
authority. The gateway manages all the devices and their authenti-
cation in the system. Except that it has the responsibility of packet
routing. Now, if the attacker gains control over this centralized
node, they can read, manipulate, and even block the communica-
tion. They have the authority to change the routing tables. They
can send wrong commands. This leads to the whole system fail-
ure. All these issues are really serious. A few minor things such as
the lack of forensic traceability and no transparency in the system
creates big problem during a mishappening. The current solution
addresses only some parts of the problem. They do not provide a
guarantee for fully secure smart-home systems.

1.2. Contribution and organization

The main contribution of this research is the introduction
of a security framework for IoT systems. The Block—Internet
of Things—Chain (BIoTC) framework is a blockchain-integrated
approach designed for IoT-enabled smart homes. The main
features of this research are:

1) Simulation of IoT-Based Smart Home: Cisco Packet
Tracer—generated simulation that includes two rooms and a
garage, inhabited with IoT devices, serves as the testbed.

2) Four Different Attacks: RFID cloning, MITM, unautho-
rized access, and social engineering are simulated to expose
vulnerabilities.

3) Lightweight Python Blockchain: Instead of relying on heavy
blockchain platforms, a custom blockchain is developed in
Python to enable efficient event logging, scan-based validation,
and rule enforcement. The framework applies a lightweight
Proof-of-Authority (PoA) mechanism in which all IoT devices
are predefined participants within the blockchain network,
while two trusted nodes—the home gateway and the legitimate
smartphone—operate as validators that authorize and append
verified transactions to the ledger.

4) Statistical and Mathematical Validation: Unlike prior works,
the evaluation is grounded in mathematical analysis. Metrics
such as Attack Success Probability (ASP), Blockchain Verifi-
cation Reliability (BVR), and Comparative Improvement (CI)
are derived from experimental logs.

The paper is organized as follows: Section 2 reviews related
work. Section 3 outlines the research methodology. Section 4
presents the mathematical and analytical validation. Section 5
details the results and discussion. Section 6 explains the con-
clusion and future scope. The novelty of this work lies in its
real-time empirical validation of IoT security through a lightweight
Python blockchain integrated with Cisco Packet Tracer, bridging
simulation and analytical evaluation.

1.3. Research objectives

The main reason for this study is to design and produce a
lightweight blockchain-based security framework that strengthens
IoT-enabled smart homes against different cyber threats, with a
focus on data-driven statistical standards. To achieve this goal, the
research is directed by the following objectives:
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Objective 1: Examine the security challenges of IoT in smart
homes and their constraints:

The first step is to carefully look into the main threats to
IoT-based smart homes. These threats include MITM attacks on
gateways, unauthorized access to devices, RFID card cloning, and
social engineering attempts.

The study deeply checks how well the current and proposed
system works. This study will show the need of decentralized
system.

Objective 2: Evaluate the existing framework for attack
prevention and detection:

The aim is to analyse current solutions and identify gaps in
those solutions. The objective is to evaluate the positive and nega-
tive aspects of each solution, such as cryptographic evaluations or
intrusion detection systems. This will help address the problems
associated with these traditional frameworks.

Objective 3: Propose the BIoTC framework: The introduc-
tion of the framework BIoTC, a blockchain lightweight in nature,
implemented using modular Python programs, is the unique fea-
ture of this solution. The framework also follows blockchain
features such as immutability, transparency, decentralized valida-
tion, and consensus algorithms such as PoA. Moreover, BIoTC
guarantees secure device authentication, immutable access logs,
and trustworthy IoT event validation.

BIoTC presumes that all authenticated IoT devices in the
smart-home network are preregistered and recognized as trusted
participants. Two reliable nodes—the home gateway and an
authorized smartphone—will function as validators under a
lightweight PoA mechanism to verify and record transactions.
The adversary is modeled as a local attacker capable of device
cloning, unauthorized access, or message interception but with-
out control over validator credentials. These assumptions define
the security boundary within which BIoTC ensures integrity and
decentralized validation of IoT events.

Objective 4: Validate and statistically analyze the BIoTC
framework: The final objective is to rigorously validate the
proposed framework against simulated attack scenarios. Com-
parative experiments are conducted before and after blockchain
integration, and the results are quantified using mathematical
and statistical metrics such as ASP, BVR, and CI. This ensures
that validation is evidence-based, reproducible, and analytically
sound.

The framework’s performance is evaluated using three quan-
titative metrics such as ASP, BVR, and CI as defined in the
Mathematical and Analytical Validation section. These metrics are
derived from experimental logs generated during multiple attack
scenarios (MITM = 12, RFID = 6, unauthorized = 1, social engi-
neering = 1), ensuring consistency between the statistical analysis
and the results discussed later in the paper.

2. Literature Review

In the paper “Statistical Analysis of Remote Health Monitor-
ing Based [oT Security Models & Deployments From a Pragmatic
Perspective,” Ashok and Gopikrishnan [10] assessed statistical
analysis of IoT security models in remote health monitoring sys-
tems. This work includes the identification of different attacks
and the comparison of different security methods and modules.
It is specifically designed for remote healthcare modeling. The
paper uses success rate and vulnerability scores to achieve its tar-
get. The study also includes advanced techniques and models such
as machine learning (ML), blockchain, and software-defined net-
working to show their effectiveness in scalability and latency in



Journal of Computational and Cognitive Engineering Vol. 00

Iss. 00 2026

the field of IoT healthcare. The study is now giving any new
technique but guiding researchers for future work. In a simi-
lar context, Almarri and Aljughaiman [11] conducted a deep
research work on IoT that includes blockchain-based trust and
security mechanisms. The main goal of the study is to demon-
strate the role of blockchain in preventing data manipulation, and
it shows positive results in various aspects such as authentica-
tion and transparent transactions, which are the main features
of blockchain. The study also emphasizes scalability, energy-
efficient consensus, and resilient trust protocols as key directions
for future research. In another work, Selvarajan et al. [12] pro-
posed the DIDLT-BC model, which integrates blockchain with
Rabin’s digital signature to enhance IoT security and privacy. The
model achieved 98 % secure-transaction validation accuracy under
simulated cloud-IoT conditions, with reduced execution time
(150 ms) and mining latency (0.98 s), thereby outperforming
existing approaches in security, cost, and throughput. It enables
protected data storage and retrieval in heterogeneous IoT—cloud
environments while mitigating scalability and processing con-
straints. Almugren et al. [13] evaluated their hybrid deep learning
intrusion detection system (IDS) using the NSL-KDD bench-
mark; we note that NSL-KDD is a general IDS dataset (widely
used for classifier comparisons) rather than an IoT-specific corpus,
so their results demonstrate classifier performance in benchmark
conditions but do not by themselves prove smart-home traffic
fidelity. Mathur S. et al. [14] compare various approaches, includ-
ing a private blockchain-based smart-home network with an IDS,
Unmanned Aerial Vehicles (UAVs) for surveillance, supply chain
and logistics, and ML-based framework for smart cities. The review
also references deep learning—based anomaly detection techniques,
which could be applied to analyze BIoTC event logs in future work
for identifying anomalous device behavior, as well as a permission-
based blockchain scheme to secure IoT devices. Other works cited
include distributed ML-oriented IDSs, a blockchain-enabled IDS
using a deep stacked network, and a hybrid optimization model
for detecting Distributed Denial-of-Service (DDoS) attacks. Over-
all, the reviewed literature points to the use of blockchain and
various ML and deep learning models to address the security and
privacy challenges in smart home and IoT environments. Overall,
the reviewed literature points to the use of blockchain and var-
ious ML and deep learning models to address the security and
privacy challenges in smart home and IoT environments; how-
ever, most prior studies remain conceptual and lack real-time
blockchain-based event validation and cross-device verification,
which this work addresses through the BIoTC framework. The
study “Generative Al, IoT, and Blockchain in Healthcare: Appli-
cation, Issues, and Solutions” by Mazhar et al. [15] demonstrates
how blockchain ensures secure data management, while Artifi-
cial Intelligence (AI) enhances decision-making within a sensitive
IoT environment. Although focused on healthcare, its architec-
tural insights—such as the integration of blockchain for data
integrity and Al for adaptive learning—are equally applicable
to smart-home security systems. These parallels underline that
cross-domain frameworks combining intelligence and immutabil-
ity can strengthen [oT ecosystems against data manipulation and
privacy breaches. Hizal et al. [16] proposed a blockchain-based
IDS research center that decentralizes security intelligence shar-
ing among research nodes using blockchain immutability. While
their focus is on collaborative DDoS detection in large-scale IoT
networks, the underlying architecture—where full nodes validate
IDS model updates and light nodes access validated security
data—illustrates a transferable mechanism of decentralized valida-
tion. In a smart-home context, similar principles can be adapted so

that the gateway and authorized devices act as validators, enabling
real-time detection sharing and immutable logging of anomaly
events. Similarly in “Privacy-Preserving Security of IoT Networks:
A Comparative Analysis of Methods and Applications” [17],
Wakili and Bakkali compare privacy-preserving security methods
for IoT networks, evaluating cryptography (symmetric such as
Advanced Encryption Standard (AES), asymmetric such as Ellip-
tic Curve Cryptography (ECC)/Rivest—-Shamir—Adleman (RSA),
lightweight options such as PRESENT, and emerging quantum-
resistant algorithms), blockchain (decentralized authentication,
smart contracts, consensus mechanisms such as PoW/PoS, and
advanced integrations such as Hyperledger Fabric), ML (super-
vised with SVM/RF/DT/Naive Bayes for intrusion/malware
detection, unsupervised with KNN/clustering for anomalies, rein-
forcement with Q-Learning for adaptive responses, and deep
learning with Convolutional Neural Network (CNN)/Recurrent
Neural Network (RNN) for pattern recognition), and fog/edge
computing (IDS systems, decentralized architectures, secure data
processing, and virtualization technologies) against metrics such
as scalability, efficiency, robustness, and usability. It highlights
cryptography’s strong security but high overhead, blockchain’s
decentralization but energy demands, ML’s adaptability with pri-
vacy risks, and fog/edge’s low latency with management challenges,
addressing [oT issues such as resource constraints, interoperability,
and threats like DDoS. The findings advocate for a hybrid approach
to leverage strengths, offering guidance for academia, industry, and
policymakers, with future research directed toward integrated and
quantum-resistant solutions. There is another research study done
by Bhatia and Charul [18]. The target of this work was to study IoT
security research published between 2017 and 2024. A dataset of
1881 Scopus-indexed papers was analyzed using Citespace and
VOS viewer. It basically focuses on new technologies such as Al,
ML, blockchain, etc. It also discussed major security approaches
such as cyber deception technology and Quantum-inspired secu-
rity. The study promoted the shift toward a decentralized approach
with an intelligent security framework. It says that there is a
need for scalability and lightweight models. In a similar man-
ner, Zrelli and Rejeb [19] conducted a bibliometric analysis of
2680 Scopus-indexed publications (2000-2023). It traverses differ-
ent IoT applications in the field of supply-chain management and
logistics. Their outcome shows how 10T, blockchain, and intelli-
gent systems can increase data integrity, transparency, and trust
across distributed environments. Although centered on logistics,
the mechanisms identified, such as blockchain-based traceability,
integrity, and Al-driven automation, are directly transferable to
smart-home IoT security, where similar decentralized validation
and data-integrity principles can strengthen trust among connected
devices.

3. Methodology and System Design

The proposed framework was simulated and validated with
two different environments. This involves Cisco Packet Tracer and
Python-based blockchain modules. This part explains the smart-
home simulation and the mapping of attacks on these simulations.
In addition, blockchain-based Python modules are described and
illustrated with supporting Figures.

3.1. Smart-home simulation in Cisco Packet Tracer
Figure 1 shows a smart-home simulation on Cisco Packet

Tracer. To enhance the reproducibility, an IoT-based smart home
is simulated on Cisco Packet Tracer [20]. It has two different rooms
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Figure 1
Smart-home simulation
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and one garage; all these parts have their own electronic devices
that are connected to a central IoT gateway. The description of
these devices is as follows:

Room 1 has RFID reader, smart lock, and air conditioner
smart lamp.

Room 2 has smart lock, fan, motion detector, and webcam.

Garage has loT-enabled cars, smoke detector, and lawn
sprinkler.

An authorized smartphone was also configured as the con-
troller, while an unauthorized smartphone with similar privileges
was introduced to simulate attack attempts. This setup pro-
vides a reproducible environment for both normal operations and
malicious activities.

3.2. Attack scenarios simulated

Figure 2 shows the vulnerabilities in smart homes. To evaluate
the security posture of the smart home, four representative attack
scenarios were executed:

1) RFID Cloning: Exploiting cloned RFID credentials to
unlock smart locks.

2) Man-in-the-Middle (MITM): Intercepting and altering
communication between devices and the gateway.

3) Unauthorized Access: Exploiting weak/default authenti-
cation credentials to bypass access control.

4) Social Engineering: Manipulating legitimate users to grant
malicious access or perform unsafe actions.

These scenarios were chosen because they reflect both tech-
nical vulnerabilities and human-centric threats, ensuring a holistic
coverage of the smart-home attack surface.

3.3. Lightweight blockchain integration (Python
modules)

Figure 3 shows one of the Python modules that is used
to integrate all components into one platform. The blockchain
integration [21, 22] for BIOoTC is realized through a lightweight
Python framework consisting of seven coordinated modules, each
responsible for a specific function in the simulation and validation
pipeline.

1) Smart-Home Simulation: Models IoT devices (locks, web-
cams, fans, AC) as Python classes with attributes such as IP,
MAUC, authentication, and state.

2) Attack Simulation: Recreates threats such as RFID
cloning, MITM, unauthorized access, and social engineering,
generating logs of successful and failed attempts.

Figure 2
Attack flow in smart homes
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Figure 3
Python module of the BIoTC framework

=== BIOT SMART HOME RESEARCH MENU ===
1 Smart Home Details > press 1

2 Attack Simulation > press 2

3 Blockchain Simulation > press 3

4 Testing & Validation > press 4

5 Visualization > press 5

6 Smart Home with Blockchain > press 6
Run All: press 7

Exit: press ©

Enter your choices:

3) Blockchain Simulation: Implements a Python-based
blockchain with block creation, nonce, mining, and SHA-256
hashing to demonstrate immutability and transparency.

4) Blockchain—Smart Home Integration: Links device
actions with blockchain validation. Unauthorized devices are
blocked, and validation uses PoA [23] with the smartphone and
gateway as validator nodes.

5) Validation and Metrics: Analyzes authentication logs
before and after blockchain integration, computing metrics such
as block creation time, security breach rates, and detection
accuracy.

6) Visualization: It produces bar charts, pie charts, and
line plots to illustrate access patterns, block times, and attack
mitigation effectiveness.

7) Automation: Orchestrates all modules sequentially, ensur-
ing reproducibility by simulation, attack (automatic), blockchain,
validation, and visualization stages.

This modular design ensures that BIoTC is lightweight,
reproducible, and adaptable. Each module directly contributes to
the overall workflow, enabling the framework to both simulate
real-world attacks and validate the blockchain’s security benefits.

Figure 4 illustrates the three operational layers—Simulation,
Blockchain, and Validation—where the Simulation Layer mod-
els IoT and attack behavior, the Blockchain Layer records and
verifies events through a lightweight Python blockchain, and the
Validation Layer performs metric analysis and visualization for
performance assessment.

Figure 4
Layered architecture of the BloTC framework
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3.4. Observation of events

This section explains how the attacks were managed with
or without blockchain. Multiple attack attempts were executed,
with each attack treated as an independent event. It has nothing
to do with previous outcomes and any previous state. Every trial
is totally independent. The reported sample sizes of attacks were
12 for MITM, 6 for RFID cloning, 1 for unauthorized access,
and 1 for social engineering [24]. These attacks were designed to
demonstrate the consistency of the framework. Even the events
were observed in the simulation output. The output includes the
number of attack attempts per scenario and the success or failure
status of each attempt. It was also checked by the system whether
the blockchain validation blocked or allowed each attempt.

These observations formed the primary dataset and were
subsequently translated into the statistical quantities defined in
Section 4 (Mathematical and Analytical Validation), namely,
ASP, BVR, and CI. By emphasizing direct observation rather
than synthetic collection, the methodology ensures that the
results are reproducible and faithfully represent the simulated [oT
environment.

4. Mathematical and Analytical Validation

There are different ways to evaluate the system. Some systems
are based only on qualitative analysis, but for a perfect and reliable
system, the process should also be quantitative. This part shows
that the security parameter is evaluated on both parameters. The
mathematical model of the framework validates its effectiveness.
It is directly mapped to the results produced by simulations. This
section defines the core metrics, explains how they are computed,
and demonstrates how blockchain integration changes the security
posture of the system.

4.1. Rationale for mathematical validation

Traditional IoT security studies often present attack—defense
scenarios without a rigorous statistical foundation. In such works,
it is unclear how much security has been improved or whether
improvements are consistent and reproducible. In contrast, the
BIoTC framework uses event logs as the basis for formulas that
measure attack success, detection probability, and blockchain reli-
ability. This approach ensures that every claim of improvement
is tied to observable quantities rather than assumptions. In other
words, the validation is not a theoretical exercise but a statistical
[25] reflection of experimental results.

4.2. Notation and data linkage

For each attack type (MITM, UNAUTH, RFID,
SOCENG), the following quantities are taken directly from the
simulation logs:

N, (A): total attempts of attack.

Niuce, raw((A): successful attempts in the baseline run (BIoTC
disabled).

Npik(A): attempts blocked by BIoTC in BloTC-enabled runs.

Niuce biotc(A): successful attempts under BIoTC.

Nyer(A): number of events sent to blockchain for verification.

Ni¢j(A): number of events rejected by blockchain rules.

Assumptions used here: (1) All events in BIoTC runs are ver-
ified on chain, so Ny, =N, and (2) blocked events are indicated
in red in the logs.
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1) Comparative Improvement (CI): CI is based on the
standard concept of relative performance improvement [25, 26].

Percentage reduction in attack success due to BIoTC:

CI(A)= ((ASP4y, (A)=ASPs(A)) *100)/ (ASPyayA))

2) Attack Success Probability (ASP): ASP is directly derived
from empirical probability [27], where each “attempt” corresponds
to an independent attack execution as described in Section 3.4.

Baseline (no blockchain):

ASP(A) =Nyee, r(A) / Ny (A) (¢ = division)

Observed with BIoTC:

ASPobS(A)stucc, biote(A) / Ny (A)

3) Blockchain Verification Reliability (BVR): It shows how
effective the blockchain policy is at filtering malicious inputs.

Fraction of verified events that are rejected by blockchain
policy:

BVR(A)= Nrej(A) / Nver(A)

With our assumption Nye, =N,

Numeric results after execution:

MITM (gateway):

Nattzlzstucc,raW: 10, Nb1k=12>Nsucc,bi0tc=0

Unauthorized access:

Natt =1 aNsucc,raW: 1, Nblk: 1, Nsucc,biotc =0

RFID cloning (Rooml):

Natt=6,Nsyceraw =2, Npx=2, Nsucc,biotc=0

Social engineering (Room 2):

Ny =1, Nsucc,raw=1> Npix=1, Nsucc,biotc=0

MITM:

ASP,,,,=10/12=83.3%.,ASP ,,=0/12=0%,CI=100%
BVR=12/12=1.00.

Unauthorized:

ASP,,,=1/1=100%,ASP ,,,s=0% CI=100%. BVR=1.00

RFID cloning:

ASP,,,,=2/6=33.3%.,ASP ;,,=0%ASP.CI=100%
BVR=2/6=33.3%

Social engineering:

ASP,,v=1/1=100%, ASP,,s=0%, CI=100% BVR=1.00BVR

4.3. Interpretation

Strong defensive effect: Across all simulated attack types,
BIoTC reduced observed success to zero in these runs. The effect is
strongest for MITM, where baseline vulnerability was high (83.3%
success), indicating that message anchoring and gateway valida-
tion are effective against interception and injection attacks in the
simulated topology.

RFID nuance: RFID cloning had a lower baseline success
rate (33.3%) because only a subset of attempted cards was valid,
yet BIoTC removed the residual risk by validating tag registrations
on chain. Note that BVR for RFID is 33.3% because only two of
six attempts were rejected—this reflects the composition of your
RFID tests.

Human factor: Social engineering and single unauthorized
attempts were successful in baseline runs. In the simula-
tion, BIoTC’s policy enforcement and audit logging prevented
those single attempts from completing, showing that combining
on-chain policy checks with forensics can help mitigate socio-
technical attacks. However, these attacks had small sample sizes
(N = 1); therefore, results must be presented with caution.

5. Results and Discussion

The current part explains the result of the simulation work.
It identifies the meaningful outcomes. Discussion around these
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outcomes will take the research to broader implications such as
security and privacy and scalability. All these things are executed
around those four attack scenarios that were discussed before.
These attacks were simulated on Cisco Packet Tracer and then
secured through the Python-based framework BIoTC.

The first performance parameter is the ASP. This measure-
ment directly relates to the vulnerabilities of the IoT smart-home
system. The result shows the clear difference between before and
after the integration of blockchain with the system. For the first
security issue, MITM, the ASP decreases from 83.3% to 0%.

The confidence interval was moderate and showed clear
improvement after blockchain integration. The other two issues—
unauthorized access and social engineering—both had ASP =
100% for single testing. Here, the sample size is small, but the
results are positive as the ASP dropped to 0% after blockchain
implementation. There was also an issue of cloning, so for RFID
cloning, ASP dropped from 33.3% to 0%. The baseline confidence
interval was broad due to six attempts, but after the blockchain
introduction, the system cloning issue was completely eliminated.
The confidence interval reached to 100% for all specified attacks.
This shows that blockchain is effective in neutralizing the attacks.
The attack success rate is zero in each attempt.

BVR evaluates the effectiveness of blockchain integration
in preventing unauthorised access. It indicates whether harm-
ful access attempts are successfully blocked. The matric is attack
specific and it reflects the frequency of attacks and ability to dis-
criminate legitimate and malicious activities. In this experiment,
the MITM, unauthorized, and social engineering achieved BVR
= 1.00. This means that all malicious attempts were rejected.
RFID achieved BVR = 0.333. It shows only two of the six total
attempts.

These result shows the reliability and effectiveness of the
system.

5.1. Practical implications

In practical terms, the BIoTC framework has shown notable
effectiveness across different layers of 10T security. This study uses
an event-driven simulation environment (Cisco Packet Tracer and
Python) focused on functional and logic-level validation; there-
fore, device-level resource profiling (CPU, RAM) and end-to-end
network latency measurements were not directly recorded in the
present experiments.

In the smart home simulation, the gateway provided strong
resilience against MITM attacks, underscoring how immutability
and blockchain anchoring can secure packet level communica-
tion. Beyond network-level threats, it also addressed human-factor
risks, as blockchain based validation and auditing mechanism
successfully mitigated social engineering attempts, offering foren-
sic traceability and deterrence. In addition, the RFID cloning
experiments highlighted the framework’s ability to preserve cre-
dential integrity by reliably distinguishing genuine identities from
cloned ones, even under the constraints of low-resource IoT
devices. In BIoTC, after merging blockchain with IoT, the frame-
work shows significant changes in security. The next two figure
shows few results after the blockchain was implemented. Both are
the results of different inputs but show flexibility accordingly.

Figure 5 explains the time taken to generate blocks. It shows
noticeable fluctuations across different block indices. The early
stages exhibit higher variability, with some blocks requiring signif-
icantly longer processing time than others, which can be attributed
to the computational overhead of handling initial transactions
and cryptographic hashing.
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Figure 5
Block creation time comparison
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Figure 6

Device authentication and energy consumption

Block 1 created in 0.00005 seconds
Device: AC [Authorized]
Energy Consumed: 39 units

Hash: 62718e07bdfc2e9eb6U3fuf221cddab3d9568e588ae3f2c037976a017c15dd05
Previous Hash: f814au0u417d5c3224d589e10f80cd82a3e36c8f18dfb3096b83bc3979c17c3U0

Block 2 created in 0.00004 seconds
Device: 1001(1) [Unauthorized]
Energy Consumed: 83 units

Hash: 582dc5bed7e5b878U3c67d613100a8felc5f8cb76fbef0ae5217d300aU82uf13
Previous Hash: 62718e07bdfc2e9eb6U3fuUf221cddab3d9568e588ae3f2c037976a017c15dd05

Block 3 created in 0.00004 seconds
Device: Home Gateway2 [Authorized]
Energy Consumed: 27 units

Hash: 15cfU7be331997c3Uaf85Uf15ff1f107406¥8235fd9ada300b9e91d60fd6elc9
Previous Hash: 582dc5bed7e5b878U3c67d613100a8felc5f8cb76fbef0ae5217d300au82uf13

Block 4 created in 0.00004 seconds
Device: Doorl [Authorized]
Energy Consumed: 13 units

Hash: 2791ad3u461f889c6ddf39facl6a6d6f7a2bcl292del183e5118UF3f01f746U69a
Previous Hash: 15cfd47be331997c34af85uf15ff1f107406f8235fd9ada300b9e91d60fd6elc9

Block 5 created in 0.00005 seconds
Device: Door2 [Authorized]
Energy Consumed: 25 units

Hash: u487u869782U8a6e06850590272249uU8U8fdee9Uec9221c9706f90d5b36a963a
Previous Hash: 2791ad3u461f889c6ddf39facli6ab6d6f7a2bc1292del183e5118uUf3f01f7U6U69a

Figure 6 illustrates how the blockchain responds to both
authorized and unauthorized device activities within the smart-
home network. Each block records critical parameters, including
the device identity, transaction legitimacy, energy consumed, and
the cryptographic hash linking it to the previous block. For
authorized devices such as the AC, home gateway, and door, the
block creation time is extremely low, and the energy consumption
remains within a consistent range, reflecting efficient validation
and seamless integration into the chain.

5.2. Limitations of the study

Current research work has some weak points that should be
kept in mind while interpreting the results. The main and first

problem is the number of tests. MITM and RFID cloning had
12 and 6 trials, respectively, but unauthorized access and social
engineering were tested only once. The study requires more exper-
iments to rely on the results and to achieve a better conclusion.
One more limitation is the lack of performance measurements. It
should have more quantitative evaluation methods and records of
resource utilization. For future work, it will definitely have param-
eters such as anomaly detection probability [28], detailed system
statistics, and computational cost. For better integrated perfor-
mance analysis, the collection of these parameters is important.
Lastly, there are a few factors one cannot simulate on virtual
world such as background noise and environmental inferences.
Even human mistakes or behavior may influence the system’s
outcomes.
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6. Conclusion and Future Scope

This work focuses mainly on security issues related to smart-
home automation systems. The study proposed a blockchain-
based framework, BIoTC, as a solution. The whole system
has two major parts: first, the smart-home simulation on
Cisco Packet Tracer, and second, blockchain-based Python mod-
ules. Four major threats were systematically simulated and
observed.

The result shows that IoT environments are highly inse-
cure, with the ASP being around 33-100%. The ASP totally
depends on the type of attack. But after introducing blockchain
as a possible best solution, the ASP drops to zero. The pro-
posed framework demonstrates a CI of 100% in all tested cases.
It shows complete mitigation of the target vulnerability. All
these results show that blockchain is the perfect solution for
10T security. Its features such as immutability, transparency, and
smart contact play an important role in providing privacy. The
solution is equally effective in technical [29] and nontechnical
attacks.

The main feature of this paper is its mathematical calcu-
lations and their validation. The utilization of concepts such
as ASP, BVR, and CI is helping to prove the effectiveness of
this framework quantitatively. The visual results show that the
blockchain integration provides better security for the system.
This approach shows that it is not only conceptually strong but
also more effective in real life. The proposed framework has some
limitations as well. Few attacks are tested with a small sample,
so this will have a reliability issue. Moreover, there is a lack of
advanced performance indicators. These issues will be fixed in our
future work.

This work is very useful for the future. First, the same solu-
tion can be tested with more diverse data for stronger validation
of the framework, which will support its real-life implementation.
Second, the introduction of smart algorithms, such as isolation
forest, can give external support to blockchain for analyzing
strange behavior. This framework is currently working only on
one area of IoT, but in the future, this idea can do wonders
beyond just smart homes.

In conclusion, this research work proposes BIoTC as the
best robust, blockchain-driven framework for IoT security. The
framework’s behavior is observed and validated through system-
atic simulation of the IoT environment andmathematical analysis.
By reducing the attack success rate and its probability, the frame-
work demonstrates its effectiveness and establishes foundation
for scalable, trust-enhancing architectures in next-generation IoT
deployments.
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