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Abstract: In today’s rapidly evolving digital landscape, the importance of data security cannot be overstated. Every day, vast amounts of 
information are generated and shared, with each data type (whether text, image, audio, or video) possessing its own unique characteristics and 
vulnerabilities. Among these, image data stand out due to their intricate structure and the sheer volume of sensitive information that they can 
contain. Images are different from text data. Text data are straightforward data and are easy to protect. Images are difficult to protect because 
they are not straightforward. Ways used for encryption have long been considered suitable for encrypting image data. However, currently, they 
are not. Criminals are developing techniques every day to defeat the right-spotting methods of the business world. Further, this prompts scientists 
and professionals to find effective solutions. This is where artificial intelligence (AI) comes into play. Techniques for securing images enhanced 
by AI have the potential to improve image encryption significantly in a manner that increases both protective security efficiency and processing 
efficiency. This paper discusses various image encryption techniques in detail, including both ancient and modern methods for protecting visual 
information. It also discusses AI that helps in enhancing the accuracy and efficacy of these encryption techniques. When it comes to encryption of 
images, AI makes it more powerful. It can also counter newer threats that are emerging. Therefore, security is more dependable and efficient. This 
paper gives a detailed review of state-of-the-art methods and their effectiveness over traditional methods. By delving into various AI techniques for 
image encryption, this paper shows that the incorporation of these techniques makes image encryption more secure and efficient.
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1. Introduction
Transforming an image into a ciphered form is called image 

encryption. The image encryption process converts the original 
image into a coded image (cipher image) that can only be decoded or 
deciphered by the intended recipient [1]. The concentration on image 
datasets has to do with the complexity of the images and their extensive 
use in real-life applications. To facilitate the encryption and decryption 
processes, a configuration key is required for the conversion from a 
plain image into an encrypted image [2]. The security of encryption 
relies heavily on these keys. There are two types of encryption methods 
based on keys: private or single key (symmetric key cryptography) 
and public keys (asymmetric key cryptography). In the private key [3] 
system, the same key is used for encryption and decryption. In the 
public key [4, 5] system, encryption and decryption keys are different; 
the encryption key is made public, and the decryption key is kept 
private. Figure 1 illustrates the block diagram of image encryption that 
explains the step-by-step operation of image encryption. It outlines 

the primary steps of the procedure in detail, starting with the original 
image, moving on to the encryption techniques, and concluding with a 
safe, encrypted image.

The terminologies used in encryption and decryption are the 
following [6]:

Plain image: the original and readable image (meaningful image).
Cipher image: the encrypted image and unreadable image (meaningless 

image).
Encryption: the process of transforming the original image into an 

encrypted image.
Decryption: the process of recovering and retrieving the cipher image 

back to the original image.
Key: the main configuration for the encryption and decryption 

processes.

This paper takes a closer look at diverse ways to encrypt images, 
covering both classic approaches and the latest advancements used to 
protect visual information. It also discusses how artificial intelligence 
(AI) is making a difference by improving the precision and effectiveness 
of these encryption methods. With the help of AI, image encryption 
becomes stronger and can better respond to new security threats, 
leading to more reliable and efficient protection overall.

© The Author(s) 2025. Published by BON VIEW PUBLISHING PTE. LTD. This is an open access article under the CC BY License (https://creativecommons.org/licenses/	
by/4.0/).
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1.1. Image encryption approaches
According to literature, there are many traditional image 

encryption approaches, and each one has several shortcomings. In the 
succeeding subsection, each one of these techniques will be covered in 
depth. Figure 2 shows the taxonomy of image encryption techniques. 
Various image encryption techniques are depicted in this figure, 
demonstrating how various approaches are applied to safeguard visual 
information and preserve images. It demonstrates both conventional 
and contemporary methods, making it simple to understand how each 
protects digital images.

Various image encryption methodologies have been developed 
using symmetric, asymmetric, steganographic, and hashing techniques. 
In the subsequent subsection, we detail various image encryption 
methodologies, accompanied by a comparative analysis of the 
techniques in a tabular format.

1.1.1. Image encryption based on symmetric methods
Symmetric encryption involves the use of the same secret key to 

perform both the encryption and decryption operations [7]. The form 
of cryptography in which both the encryption and decryption processes 
rely on the same binary key is referred to as single-key or private-key 
cryptography [8, 9]. There are numerous algorithms associated with this 
type of cipher, such as Blowfish [10], [11], data encryption standard 
(DES) [12], and advanced encryption standard (AES) [13]. All of 
the above methods use a specific approach that encrypts the plaintext 
(original message). Then, they convert it to unreadable text (encrypted) 
after decryption using a fixed size of data as a block and a fixed size of 
key. The process of symmetric cipher is explained as shown in Figure 3 
[14]. It demonstrates that the information is locked (encrypted) and 
unlocked (decrypted) using the same secret key. The steps are outlined 
in detail in the diagram, which begins with the original message, 
moves it through encryption using a shared key, and concludes with 
the message being safely recovered by someone who also has that key.

This type of cryptography has many pros: the key is short 
compared with other types, symmetric ciphers are simple and 

uncomplicated to use and analyzed, and symmetric-key ciphers 
can be effectively employed as basic components for constructing 
different mathematical functions such as digital signature schemes, 
hash functions, and pseudorandom number generators (PRNGs) that 
are efficient in computation. Conversely, the main cons of symmetric 
cipher are key distribution, which means that the key must be kept 
during communication between two parties, and the key management 
problem, which means that numerous key pairs necessitate meticulous 
management in large networks. Therefore, effective key management 
requires the involvement of an unconditionally trusted third party (TTP) 
[14, 15].

Many methods have been developed to achieve key security 
objectives such as integrity, confidentiality, nonrepudiation, and 
authentication. Encryption plays a crucial role in addressing these 
challenges, especially when data are transmitted over unsecured wired 
or wireless channels. In the study reported by Kuppuswamy et al. 
[16], a new hybrid encryption method was introduced, combining the 
widely known Rivest–Shamir–Adleman (RSA) algorithm with a newly 
developed symmetric key (SSK) algorithm. This approach enhances 
security and privacy, making it particularly well suited for communication 
and financial applications. The symmetric SSK algorithm is fast and 
efficient, requiring small memory and fast encryption. This is one of 
the major pros of their work. The study presents a significant decrease 
in encryption time and a remarkable improvement in performance. 
However, challenges arise from general hybrid systems. One beneficial 
aspect of the hybrid method is that it employs an efficient way in which 
a public key is used for key exchange (as RSA) and a symmetric key 
is used for efficient data encryption. Moreover, hybrid methods have 
drawbacks. We have to manage both keys; for instance, the indirectness 
of the complexity problem is added, and the RSA’s computational load 
in key generation is already something that we have to face.

In addition, Alemami et al. [17] proposed the Optimization 
Advanced Encryption Standard (OAES) algorithm, which is an 
enhanced version of the AES algorithm. The main problem in the 
proposed method is the key generation process. New keys will be 
generated using a random number and a sine map. Before undergoing 
five stages of coding cycles, the original message is multiplied with one 
more random matrix (4 × 4). A random substitution box is employed. 
The adopted model gives good security for encrypting any message. It 
makes it difficult to determine the original message. The main pros of 
the proposed method are enhanced security: the combination of AES 
and chaotic maps adds extra layers of complexity and makes it harder 
for hackers to break the encryption. The proposed method has potential 
for real-world use: because AES is already widely used, this method 
could be adapted for practical applications with additional security 
needs. However, the cons are increased complexity: adding chaotic 
maps to AES makes the system more complicated, which might make 
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 Figure 1
Structure of image encryption: (a) encryption process at the send-

er side and (b) decryption process at the receiver side

Figure 2
Taxonomy of image encryption techniques

 Figure 3
The symmetric cipher explanation process
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implementation and maintenance harder, and performance overhead. 
The extra steps involved could slow down encryption and decryption, 
especially for copious amounts of data or on devices with limited power.

Ge et al. [18] proposed a novel indistinguishable color image 
encryption method based on efficient scrambling–diffusion. This 
method is secured, and the encryption process is faster in a way. Our 
ciphertext is divided into vertical and horizontal pixels for an enhanced 
security level, followed by scrambling–diffusion to encrypt it. A change 
in any pixel, no matter how little, could cascade through all color planes 
and in the ciphered image. The structures of all dynamic systems that 
have been used are simple, but they are characterized in such a way that 
they can quickly generate high-quality pseudorandom sequences. The 
scrambling–diffusion technique will simultaneously process the pixels 
for execution efficiency. The approach is very efficient and is secured 
from attacks for real-life applications with good security. The main 
drawback of the process that they used is that the encryption technique 
is more complex than the basic way. Consequently, this might make it 
harder to implement or understand without technical knowledge. The 
proposed method may be slower due to the use of multiple mechanisms.

Duan and Li [19] presented an innovative verifiable dynamic 
encryption scheme (v-PADSSE) through a public key cryptosystem. 
It aims to prevent data retrieval issues caused by the cloud server’s 
backend limitations. The proposed scheme obtains verification 
information (VI) for each keyword and creates a verification list (VL) for 
its storage. In the cloud data during the dynamic updating process, the 
security index can be swiftly updated by acquiring fresh confirmation 
information from the VL. The assessment of the safety and performance 
of the v-PADSSE scheme shows that the scheme is safe and effective. 
However, storage overhead limitation due to storage for verification 
data: the VL stores verification metadata (e.g., update counts and flags), 
which adds storage requirements compared to simpler SSE schemes 
that omit such metadata, and linear growth in cost: performance (both 
time and storage) grows linearly with the number of documents and 
keywords. For very large-scale applications (where n and m are huge), 
this may become a bottleneck.

Lu et al. [20] proposed a new symmetric image encryption scheme 
by considering a new product trigonometric chaotic map. The proposed 
method relies on the features of the product trigonometric chaotic map 
such as the bifurcation diagram, Lyapunov exponent, approximate 
entropy, permutation entropy, time series diagrams, cobweb graphs, 
and NIST tests. The results demonstrate that the proposed technique 
provides a prominent level of security with a faster rate. However, 
complexity overhead is the core limitation of their work.

Many authors employed various multi-image encryption 
methods that were dependent on a new spatiotemporal chaotic system 
and fractal geometry to enhance the resistance of the proposed system. 
The suggested method was developed by creating another system called 
the Chebyshev improved coupled sine map lattice (CICSML), which 
was built on the coupled map lattice (CML) system for spatiotemporal 
chaos. The findings provide great defenses and resistance to attackers. 
However, chaotic systems are greatly affected by their initial conditions 
and parameters. Scientists found that if the map behaves in a predictable 
manner or if the key space is limited in some way, then chaos-based 
encryption schemes become weak. A smart hacker can take advantage 
of the way in which random numbers are made chaotic [21].

In addition, Rehman [22] suggested an image encryption 
mechanism that offers improved security using chaotic maps and 
quantum mechanics. This also deals with the limitation of a classic 
one-dimensional chaotic system, which is periodic and predictable. By 
tapping into the uncertainty of quantum theory, the plan employs 2D 
quantum coding and an algorithm from a one-dimensional sine-based 
chaotic map (1D SBCM) to produce high-entropy sequences for secure 
key generation. The results confirm that the proposed system is secured 

against attacks and intrusions. However, when things become complex, 
they can be impractical and sometimes even unpredictable. There 
are several investigators proposing new image encryption techniques 
to improve the security level and create effective techniques to resist 
potential attacks by utilizing symmetric cryptography. Researchers 
are constantly generating innovative ideas in this area of research to 
enhance image security.

1.1.2. Image encryption based on asymmetric methods
An asymmetric method is a type of cryptography that is based 

on two separated keys: one public key is used for encryption, and 
the other key is a private key used for decryption [23]. Asymmetric 
cryptography solves the key distribution and key management problems 
that are found in symmetric-key cryptography. This problem is one of 
the biggest challenges, which is securely sharing the secret key. If the 
key is intercepted during transmission, anyone can decrypt the data. 
This makes it crucial to find safe ways to share keys, which can be 
complicated [24].

Asymmetric image encryption has various applications that 
leverage its unique security features. Using asymmetric encryption, one 
can send images efficiently and securely over the internet. For instance, 
in messaging applications, users have the option to encrypt images to 
ensure that only the intended recipient can decrypt and view them [25]. 
Digital rights management technology helps in preventing unauthorized 
copying of copyright images [26]. In healthcare, images of the patient 
(such as X-rays and MRIs) can be encrypted in medical imaging. Only 
authorized personnel can view these images with asymmetric encryption 
[27]. Users have the option to encrypt their image data before uploading 
to the cloud. If someone somehow penetrates the storage, he or she 
cannot view any of the images without having the decryption key [28]. 
Asymmetric encryption is applied in E-commerce to secure images of 
products. This prevents tampering and assures customers of getting 
the right product and right visuals [29]. Users can encrypt images 
before posting them on social media platforms. This creates a barrier 
against infringement, enabling users to retain control over their private 
images [30]. Stored in a blockchain, image data can be secured using 
asymmetric encryption. Asymmetric encryption will ensure authenticity 
and prevention of modification [31]. Internet of Things (IoT) devices: 
asymmetric encryption can protect images captured by IoT devices, 
such as smart cameras, ensuring that only authorized users can access 
the visual data [32].

Figure 4 [14] explains how an asymmetric cipher works. It 
shows that two different keys are used: a public key to lock (encrypt) 
the message and a private key to unlock (decrypt) it. The diagram walks 
through each step, starting with the sender encrypting the information 
using the recipient’s public key and ending with the recipient safely 
unlocking the message using their private key.

Several works on this type of cryptography have been published. 
Al Saffar et al. [33] proposed a new encryption technique based on the 
asymmetric cryptosystem, which is called the Massey–Omura scheme. 
This method depends on a hard mathematical problem that is a discrete 
logarithm problem. The results prove that the technique is secure and 
fast, but it suffers from high complexity.

Furthermore, other authors developed a fresh asymmetric method 
based on a one-way crypto method, that is, SHA-3. This method is a 
hashing variant. Huang et al. [34] proposed a novel image-encryption 
scheme based on SHA-3, which enhances resistance to chosen-plaintext 
and known-plaintext attacks. In this method, the original image utilizes 
the hashing values that are generated by SHA-3, further creating a 
chaotic map. The given image is separated into blocks, which goes 
through sparse transformation, scrambling, and merging to provide an 
encrypted image. To return to its original size, zeros are padded to the 
encrypted image. The image pixel is extracted based on the placement 

3



Journal of Computational and Cognitive Engineering Vol. 00  Iss. 00  2025

of the number. The process continues with the application of an integer 
wavelet transform (IWT) onto the cover image, which gives out four 
coefficients. These coefficients contain the extracted figures, and the 
inverse IWT will recover the carrier image with the embedded data 
[34]. This paper’s primary benefit is its increased plaintext sensitivity 
and resistance to attacks. The scheme is designed to withstand KPA and 
CPA using the plaintext’s SHA-3 hash values to seed chaotic systems. 
By doing this, attackers cannot alter known inputs to determine the 
key. However, the approach incurs significant computational overhead 
due to the use of SHA-3 hashing, block-wise sparse transforms, 
two scrambling rounds, compressive sensing, and quantization. Its 
applicability in real-time or resource-constrained scenarios is uncertain 
in the absence of performance benchmarks.

According to other research, hashing methods can further 
enhance security. Chen and Ye [35] introduced an asymmetric image 
encryption technique against SHA-3, RSA, and compressive sensing. 
According to the experiments, the proposed method can reconstruct 
the original image well. The technique is resistant to known plaintext 
attacks and chosen plaintext attacks because the keystreams are linked 
to the original image [35]. The primary advantage of this paper RSA 
integration enables a public-key architecture for secure key distribution 
and asymmetric encryption by encrypting SHA-3-derived plaintext 
keys into ciphertext keys. The keystream is dynamically connected 
to the plaintext (by SHA-3 and MTM), strengthening resistance 
against known-plaintext and chosen-plaintext attacks as each plaintext 
modifies the keying material. In addition, combined compression 
and encryption by compressive sensing CS decreases data size while 
encrypting, resulting in improved transmission and storage efficiency. 
The combination of hashing (SHA-3), RSA operations, compressive 
sensing, DWT/IDWT transforms, and several scrambling phases may 
be computationally demanding, potentially inappropriate for real-time 
or resource-constrained circumstances.

In contrast, some authors use chaotic phase masks and vector 
light fields to enhance the encryption technique’s security level. The 
work of Rao et al. [36] elucidated a new scheme for image encryption 
for asymmetric crypto based on use chaotic phase masks and vectorial 
light. The proposed technique was processed under two layers. The first 
layer is performed by decomposing a binary image into two different 
chaotic phase masks in the fractional Fourier domain, followed by 
a method that truncates both phase and amplitude. At stage two, the 
truncated phase part is encoded into a vectorial light field. The two-
layer encryption, asymmetric technique, and vector field ensure that 
the design is quite secure and easily implementable as it depends on 
intensity. The proposed method is secure against potential attacks. 
However, low clarity on essential elements is restricted by the absence 
of full-text access, including the characteristics of the structured phase 
masks, key generation details, encryption/decryption procedures, and 
security proofs, and the lack of quantitative assessment numerical 
measures to support performance claims is not mentioned, including 
error rates, robustness to noise, encryption/decryption speed, and key 

space size. Although the scheme is labeled as “highly secure,” it offers 
low protection against wider attack surfaces and fails to consider threats 
such as optical-channel vulnerabilities, adaptive chosen-ciphertext 
attacks, side-channel attacks, and physical tampering.

Furthermore, a novel asymmetric image encryption technique 
with high security and quality was devised by a few [37]. In addition, 
Du and Ye [38] proposed a substantial image encryption asymmetric 
method based on the integer wavelet transformation (IWT) and RSA 
algorithm. In the first step, the two plain characteristic parameters (PCP) 
of an image are taken along with two random numbers. Subsequently, a 
new parameter transformation model (PTM) is developed to manipulate 
these parameters in a nonlinear way. After which, we can obtain three 
cipher characteristic parameters (CCP). RSA operations are applied to 
the abovementioned CCPs to generate three ciphertexts. Subsequently, 
an initial value obtaining model (IOM) is then constructed for plain 
and cipher messages, which generates initial values for a 3D chaotic 
system that produces three chaotic sequences. The results show that this 
algorithm quickly encrypts and efficiently protects against brute-force 
and noise attacks but suffers from complexity overhead [38].

Many researchers propose new image encryption techniques to 
increase security levels and build effective techniques to resist potential 
attacks using asymmetric cryptography. This area of research will  
generate more ideas to enhance image security.

1.1.3. Image encryption based on hashing methods
Hash is one-way cryptography with no key so that there is no 

need to worry regarding managing and exchanging the encryption 
key [39, 40]. This type of crypto (cipher) is useful for protecting the 
authenticity of information in telecommunication, computer networks, 
and blockchain [40].

There are many algorithms for text encryption, but not much 
research has been conducted on encryption of digital images or video files. 
Cheddad et al. [41] developed a new technique to encrypt a digital image 
using a 1D SHA-2 password-based algorithm and a compound forward 
transform. The main advantage of this algorithm is that it will narrow 
down a continuous tone payload (a steganographic term) to a balanced 
bit distribution sequence. This balance is significant for applications 
such as steganography and watermarking as it helps in maintaining a 
balanced perceptibility effect on the cover image. The use of SHA-2 
hashing to protect passwords and key material converts sensitive values 
into fixed-length, irreversible digests, thereby mitigating the risk of 
credential disclosure and weakening key-dependency exploits. A hash 
function ensures that the encryption is dependent on both the image data 
and the password, increasing resistance to certain attacks. Hash functions 
are thoroughly researched: although SHA‑2 has good preimage and 
collision resistance, among other things, their primary work limitation 
is secure key distribution because the algorithm is symmetric (based on 
password + SHA-2). The plan is completely broken if the password is 
compromised. There is no public key element [41].

Sheng and Li [42] developed an image encryption algorithm 
that incorporates the lattice hash function and privacy protection to 
address trust issues with cloud platforms. The algorithm proposes a 
new chaotic system based on the tent map and sine map through which 
random matrices can be generated for the lattice hash functions without 
considering periodic windows. A security key is generated by combining 
the image feature vector and the initial key. To increase security, the 
Paillier cryptosystem encrypts the feature vector to create a ciphertext 
image index. Furthermore, the enhanced 2D-line map randomizes the 
positions of the pixels, thereby avoiding storage of pixel subscripts. 
Private searching over encrypted data ensures strong security while 
allowing accurate searching of data. It is thought that using lattice-
based cryptographic structures (or hash functions) provides security 
against adversaries with quantum-capable resources because many 
lattice issues (such as shortest vector, SIS, etc.) are challenging even 
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in post-quantum environments. The significance of this is growing. 
However, the complexity overhead resulting from lattice hash functions 
is typically more computationally demanding (in terms of both time 
and memory) than that of lightweight chaotic maps or straightforward 
XOR/diffusion techniques. This could potentially be a bottleneck, 
particularly for large images, real-time videos, or devices with limited 
resources [42].

DNA computing has an immense potential for data encryption. 
This is because DNA computing can simultaneously perform many 
calculations. DNA computing also takes much less space. Finally, DNA 
computing is very secure and prevents adversaries from breaking the 
codes. Li et al. [43] designed a new DNA computing algorithm for 
encrypting high-dimensional images. The DNA hash encoding module 
is complementing it with the content-aware encryption module. The 
authors made multiple hash mappings of image pixels with DNA 
bases using the unique property of hashing functions. The mapper of 
the model uses the advantages of both hashing and DNA computing. 
The findings demonstrate that this technique has a clear edge over 
existing techniques in key space, histogram analysis, pixel correlation, 
information entropy, and sensitivity measurements [43].

To increase security against attacks, others presented a color 
image encryption technique using a hash table, Hilbert curve, and 
hyper-chaotic synchronization methods. The proposed method is based 
on the rearranging (permutation) and spreading (diffusion) of the 
image. In addition, secure key information transmission relies on the 
synchronization of hyper-chaotic systems. The first key is generated 
using the hash value of the original image while another structure 
utilizing a hyper-chaotic sequence aids in the re-organization of the 
pixels and bits. The encrypted data are used to accelerate the diffusion 
process via the implementation of the Hilbert curves. Tests done to 
evaluate the algorithm showed a strong ability for encryption. It may 
effectively resist a variety of attacks. This scheme was appropriate 
for secure image communication applications. However, complexity 
overhead is the main limitation of their method [44].

Hashing is utilized in blockchain image encryption. Chithra and 
Aparna [45] introduced a security scheme to enhance blockchain image 
security using spiral mapping and hashing techniques. Read more below. 
A new secure method is proposed in encryption using blockchain and 
steganography. It may scramble 2D image data in cipher blocks using 
random rearrangement and spiral mapping. In addition, a linking based 
on SHA-512 hashes may take place in cipher blocks. Furthermore, the 
audio signal of GSM may embed cipher blocks and hashing hash for 
additional security. The use of the least significant bit (LSB) method 
creates a strong correlation between images. The results indicate 
that the suggested method is effective and enhances performance by 
securely delivering cipher blocks embedded in audio signals. However, 
the embedding via LSB in audio tends to be vulnerable to many 
forms of manipulation or noise. For example, if the audio undergoes 
compression, re-sampling, and filtering or is played through systems 
that alter bits, the hidden cipher blocks may be damaged or lost. Thus, 
this hinders robustness [45].

1.1.4. Image encryption based on steganography methods
Steganography is one of the image encryption techniques 

that hide information inside images. It is often used in multimedia 
communication [46]. El-Khamy et al. [46] presented a method of hybrid 
DNA encoding that uses Choquet’s fuzzy integral sequences for security 
enhancement. The initial phase takes place through some distortion of 
the original image using a simple chaotic map, followed by encoding 
it. DNA bases (AT, CG, GC, and TA) are used to form four encoded 
images. A sequence of Choquet’s fuzzy integral is simultaneously 
generated, DNA-encoded, and transformed into four pseudorandom 
sequences. They use a complementary DNA XOR rule guided by a code 
to diffuse the DNA-encoded image sequences. The gained images are 

then fused together, followed by encryption, with the help of wavelet 
fusion. A new steganography technique is applied to enhance security 
further. It successfully merges encryption with steganography to ensure 
data security. However, the complexity overhead of the proposed 
method due to the multiple layers (chaotic map, DNA coding, fuzzy 
integral sequences, diffusion, wavelet fusion, splitting, embedding etc.) 
introduces significant computational cost in both time and memory. 
This might be nontrivial, especially for large images or high-throughput 
applications [46].

Image steganography refers to the technique that helps in resisting 
the statistical steganalysis attack. The steganalysis techniques question 
the safety of steganography. They do this by locating the disguised 
messages in the images, thereby revealing the message and estimating 
its size [47]. As image steganography becomes more popular for hiding 
secret data, image steganalysis has emerged as the countermeasure. 
This method uses a variety of image processing tools such as cropping, 
filtering, and blurring to detect and extract, neutralize, and destroy any 
hidden data in the image [48]. The deep learning techniques used for 
steganalysis change with the data type and set of tools that we use. Every 
data type has unique statistical properties, the author state, whereas 
every steganography technique hides secret information differently. 
Steganography refers to a method of concealing information in plain 
sight and enables information to be embedded in images, speech, or any 
other data. For using image steganography, one may use the approach 
of LSB embedding or spatial domain techniques. In the same way, 
one could use a spread spectrum or echo hiding techniques for speech 
steganography. Deep learning approaches must be calibrated for all data 
and cover type and fine-tuned accordingly to work effectively [49].

1.1.5. Image encryption using visual cryptography methods
Visual cryptography (VC) is a technique of encrypting images that 

relies on the principle of decomposing the secret image into encrypted 
images (shares) or shadows such that by overlapping a specified 
number of shares, the original image is recovered [50]. Numerous 
schemes are employed in this encryption, including but not limited to 
binary, color images, segment-based visual cryptography, extended 
visual cryptography, flip-based visual cryptography, hierarchical visual 
cryptography, and threshold visual cryptography [51]. The primary 
use of VeraCrypt in authentication systems is to verify users’ identities 
and limit unauthorized access to systems [51]. Many researchers have 
integrated visual cryptography with biometrics to improve the security 
and reliability of authentication systems [52–54].

1.2. Comparisons among image encryption techniques
In this section, a comparison among image encryption techniques 

will be covered. A comparison among hash, symmetric, and asymmetric 
ciphers is presented in Table 1.

As shown in Table 1, the comparison among these three ciphers 
shows that each cipher is useful and important in its application. Hash 
may be used in password storage and authentication [55], digital 
signatures [56], cryptographic protocols (e.g., TLS/SSL) [57], data 
fingerprinting [58], digital forensics [59], and load balancing and 
caching [60].

Symmetric ciphers may be used in real-life applications 
such as authentication [61], data storage protection [62], backup 
and disaster recovery [63], digital rights management (DRM) [64], 
wireless communication [65], and secure internet transactions [66, 
67]. Asymmetric ciphers may be used in real-life applications such as 
blockchain [68] and file encryption [69].

Table 2 shows a comparison between steganography and 
cryptography according to many factors.

As shown in Table 2, steganography and cryptography are 
important techniques in real-life applications. Steganography may be 
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used in data storage and protection [70], educational content protection 
[71], blockchain and cryptocurrency [72], embedded systems and IoT 
[73], medical data protection [74], banking and financial sector [75], 
and digital watermarking [76].

2. The Influence of AI on the Accuracy and the Effec-
tiveness of Image Encryption Techniques

In this section, many points will be covered.

2.1. AI in key generation
In this subsection, we will demonstrate how AI methods such 

as deep learning and neural networks are being applied to create or 
refine encryption keys, making encryption algorithms more efficient 
and secure.

Ananda Priya et al. [77] proposed a fresh Hill cipher variant that 
utilizes rhotrices and the corresponding algebra to encrypt feasible text 
and decipher ciphertext. The modernized Hill cipher technique employs 
an AI to generate its key matrices. It also uses matrix operations to 
encrypt the plaintext and decrypt the ciphertext. The enhanced edition 
of Hill cipher is more dependable and accurate compared to basic cipher 
that refers to the power of AI in key generation processes [77].

Ding et al. [78] used deep learning to improve stream ciphers for the 
encryption and decryption of medical images to protect patient privacy. 
The key generation system known as DeepKeyGen uses deep learning 
to generate a private key for stream cipher encryption. DeepKeyGen 
utilizes generated adversarial networks (GANs) to produce keys that 

are further improved through a transformation domain by tweaking the 
“style” of the keys. Therefore, the GAN produces effective private keys. 
The system transfers an input image to a secured key. The evaluation 
in this study uses three datasets: Montgomery County chest X-ray, 
ultrasonic brachial plexus, and BraTS18. According to the findings 
and security analysis, DeepKeyGen can be leveraged for generating 
secure private keys that function at a higher security level. However, 
the high overhead of training and computation due to DeepKeyGen 
learns the mapping and generates private keys using a GAN. It takes 
a lot of computational resources, training time, stability problems, 
and hyperparameter tuning to train GANs. This might get costly for 
medical photos, which can be huge, 3D, etc. When compared to more 
straightforward stream cipher- or PRNG-based key generators, the 
generation process’s runtime at inference may also be important.

In addition, Naipaul said that secure algorithms for key 
agreements such as public key cryptography, the Diffie–Hellman key 
exchange, and elliptic curve cryptography can be used for secure 
sharing of AI models. The presented technique is secure and efficient 
in its key generation and key replacement processes. Consequently, the 
proposed approach safeguards the confidentiality and integrity of the AI 
model during sharing. However, it introduces substantial computational 
overhead and implementation complexity, which may affect scalability 
and performance [79].

In addition, others have proposed a tactical option to save 
cryptographic keys to reduce the complex storage and distribution 
process. Kuznetsov et al. [80] studied different generation methods 
of biometric keys using deep learning models. They focused on the 
use of convolutional neural networks for extracting face features. 

6

Key point Steganography Cryptography
Supported security principles Authentication, confidentiality    Data integrity, confidentiality, authentication, and 

nonrepudiation 
Target Communication Data security and protection 
Methods Transform domain, spatial domain, model-based 

and ad-hoc
Substitution, transposition, block ciphers, stream 
ciphers

Basic Cover writing with multimedia Encryption 
Types of attacks Steg-analysis Cryptanalysis 
Relies in Key Not specific parameters 
Application Multimedia Text file 
Popularity Not frequent Widely used 

Table 2
A comparison between steganography and cryptography

Algorithm Hash Symmetric Asymmetric
No. of keys 0 1 2
Key length 256 bits 128 bits 2048 bits
Common algorithms SHA AES RSA
Key management N/A Big issue Easy and secure
Impact of key compromise N/A Loss for both sender and receiver Only loss for the owner of asymmetric
Speed Fast Fast Slow
Complexity Medium Medium High
Examples SHA-224, SHA-256, 

SHA-384, SHA-512
AES, Blowfish, RC4, 3DES RSA, ECC, DSA

Table 1
A comparison among hash, symmetric, and asymmetric ciphers
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Cryptographic extractors based on a code help in filtering out the 
extracted features. To evaluate the effectiveness of the models and 
extractors, researchers will look at type 1 and 2 errors. Studies show 
that by fine-tuning their algorithm, the error rate can be reduced. 
Consequently, the keys produced may have the potential to be used 
for biometric authentication. The effectiveness and performance 
assurance of the solution can be post-quantum secured by code-based 
cryptographic extractors. The study reveals that advanced biometric 
data and deep learning can help in designing secure, efficient, and user-
friendly authentication and encryption protocols. However, variability 
in biometric traits and the presence of noise in the biometric data (such 
as face images) can influence the efficacy of the systems. It is difficult 
to ensure reproducible cryptographic keys from the data. The paper 
reports error rates. However, if environmental or capture conditions 
change, performance can degrade rapidly.

As stated above, AI has affected cryptography key generation as 
it led to new and novel key generation techniques. Here is an overview 
of its impact.

Smarter feature extraction: neural networks, which are part of 
AI, can discover complex patterns in biometrics (such as facial images 
or fingerprints) to produce unique and secure keys.

1)  Better randomness: AI algorithms excel at creating cryptographic 
keys with a strong level of randomness and unpredictability, which 
makes them more difficult to break.

2)  Improved efficiency: by fine-tuning algorithms and parameters, AI 
makes the key generation process more efficient and reduces errors.

3)  Post-quantum security: AI supports the use of post-quantum 
cryptographic techniques, ensuring keys remain secure even against 
the power of quantum computing.

4)  Flexibility and scalability: AI-powered methods can scale and 
adapt to various needs, from securing IoT devices to enabling secure 
communication and AI model sharing.

AI-based cryptographically secure key generation has ushered in 
a new and future-ready era of smarter and stronger keys. Many case 
studies demonstrate the significance of AI in key generation such as the 
following:

Case study 1: using biometric AI keys to secure patient data in 
a Swedish hospital. 

Context: security of medical data was becoming a major concern 
at a contemporary hospital in Stockholm. Electronic health records 
needed to be instantly accessible to doctors, but password systems were 
cumbersome and frequently forgotten. The hospital’s IT security team 
was concerned regarding data breaches in the meantime.

AI-driven solution: to deploy a deep learning-based biometric 
key generation system, the hospital teamed up with a nearby AI 
business. Physicians used facial recognition to authenticate instead of 
passwords. A cryptographic key, a secure string used to encrypt and 
decrypt patient files, was created by an AI model using distinctive face 
traits. To preserve anonymity, the system included a “fuzzy extractor,” 
which produced the same key even when there were minor facial 
differences (such as changed lighting or glasses).

Result: 
No need to reset their passwords; doctors could log in in just 2 s.
Only helper data that could not rebuild faces were saved, not raw 

biometric data.
IT reported no security problems involving illegal access after 

six months.
Case study 2: voice biometrics and AI are used on college 

campuses to provide secure exam access.
Context: during online tests, impersonation increased at an 

Indian university. Students were utilizing credentials that had been 

stolen to log in as one another. Instead of using a password, the exam 
board sought a method to link access to a student’s true identity.

AI-powered solution: they implemented a speech biometric 
system powered by AI. Students read aloud a random statement prior to 
every exam. Vocal patterns were processed by a deep neural network, 
which produced a speaker-specific cryptographic key. Only the correct 
voice could access the exam because of this key, which encrypted 
the content and could only be decrypted if the student repeated the 
authentication.

Result:
The rate of impersonation decreased by 95%.
The students reported few disruptions.
Because of the model’s tolerance, the system functioned even 

when there were minor colds or accent changes.

2.2. AI in attacks
In this subsection, we will elaborate how AI is also being 

used to crack encryption systems. It will provide a detailed look at 
the constant battle between making strong encryption and making 
methods to crack it.

Recently, Olaniyan presented research focuses on the future of 
cryptography in the era of quantum computing and AI. The study delves 
into the threats that quantum computing and AI-driven cryptanalysis 
pose to encryption standards such as AES. Quantum algorithms, 
specifically Grover’s and Shor’s, can reduce the time to break 
encryption drastically, and AES can be compromised. Simultaneously, 
the advanced pattern recognition and anomaly detection capabilities 
of AI provide new opportunities to exploit the vulnerabilities of a 
cryptography algorithm, especially machine learning-based side-
channel attacks [81].

CAPTCHA is an authentication method that is used to distinguish 
humans from bots and prevent the bots from passing the systems. 
However, with an AI technique, it is easy to recognize the pattern and 
crack the systems. von Ahn et al. [82] introduced a new category of 
challenging problems that can enhance security measures. Similar to 
how cryptographic research has advanced algorithms for factoring and 
discrete logarithms, they aim to use difficult AI problems not only to 
improve security but also to drive progress in AI. They proposed two 
types of AI problems as the foundation for constructing CAPTCHAs 
and demonstrated that solving these problems can also enable 
steganographic communication. This creates a win–win scenario: either 
the problems remain unsolvable, providing a reliable way to distinguish 
humans from machines, or they are solved, unlocking new methods for 
covert communication in certain channels.

In addition, others presented a low-cost method for performing 
an AI-based chosen-plaintext attack that takes advantage of the open-
source nature of popular CAPTCHA libraries. Using a deep learning 
model trained on a standard personal computer, this method can 
effectively break CAPTCHAs generated by two libraries. This poses 
a serious security risk, especially for small businesses that depend on 
these open-source CAPTCHA solutions [83].

In brief, AI plays a dual role in encryption usage. This reinforcement 
is strengthening sturdier and more secure systems on one side. It turns 
out that Apple’s own software is being exploited to undermine this very 
strengthened apparatus as objective reinterpretation shows. The use of 
machine learning to run malware and malicious activity on encrypted 
data could locate flaws and patterns that other methods do not find. AI 
can simplify side-channel attacks by interpreting cues such as power 
consumption or electromagnetic signals to discern encryption keys. 
The use of deep learning to predict probable keys enhances brute-force 
techniques, making them faster and more effective in general.

7
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The constant tug-of-war:

1)  Improving encryption: developers are using AI to make encryption 
smarter and more adaptable, helping systems resist attacks by testing 
for vulnerabilities more thoroughly.

2)  Growing threats: as AI improves, attackers may use it to exploit 
weaknesses in legacy encryption schemes and even challenge next-
generation schemes such as quantum-resistant encryption.

3)  Ethical dilemmas: the use of AI to crack encryption raises 
fundamental questions, especially when governments, hackers, or 
surveillance programs misuse it.

This constant push-and-pull between hackers and engineers is 
creating new innovations in cryptography. It also highlights the need 
to balance it with ethical usage of AI. The following case study proves 
this:

Case study: UK CEO targeted by Deepfake voice attack.
Context: in 2023, a German-sounding CEO called a UK-based 

energy company and urgently requested a €220,000 money transfer 
for a covert transaction. The tone, accent, and urgency of the call all 
matched, making it plausible.

AI-driven attack: the CEO’s voice from YouTube appearances 
and public speeches was synthesized by hackers using AI voice cloning 
technologies. The finance officer was forced to comply by the AI-
generated voice, which provided precise instructions and even insisted 
on confidentiality.

Result: 
The money was transferred within an hour.
The real CEO knew nothing about it.
The attackers vanished, leaving only a Deepfake trail.

2.3. AI-driven optimization
First, we determine whether it is possible to improve and adapt 

existing encryption methods with the help of AI. Further, we will 
explain this point.

Yusuf et al. [84] recently highlighted the practical issues and 
benefits of introducing AI into current encryption systems. The study 
recommended expanding the system to accommodate the increase in 
operational activities and function with the older system. A blended 
approach is essentially a mix of conventional encryption and AI-
powered encryption methods. Small- and medium-sized businesses 
(SMBs) can ensure the security of their financial data with an adaptive 
digital transformation strategy. Findings show that basic encryption 
algorithms are still relevant today. If we just depend on those 
algorithms, there can be no security in the future. AI-based solutions 
help in detecting incidents in real time and can be scaled according to a 
threat’s intensity. In the future, secure financial transactions will depend 
on homomorphic encryption, quantum-resistant algorithms, and other 
advanced technologies [84].

Furthermore, various researchers studied encryption methods 
such as homomorphic encryption and secure multiparty computation 
to evaluate whether biometrics against new threats are safe enough. 
The research further illustrates how AI can enhance encryption and 
efficiency and how machine learning can assist in discovering and 
correcting security vulnerabilities. The paper looks at how different 
biometrics such as fingerprint scanning and facial recognition can 
enhance security in payment systems. It studies their impact using data 
and real-world cases. This study shows how encryption and AI can 
make financial exchanges safer and can protect consumers better [85].

AI enhances encryption by making algorithms efficient and 
enabling them to adapt to changing data patterns quickly. It can pinpoint 
vulnerabilities, foresee potential dangers, and modify encryption 

techniques on-the-fly to maintain robust and dependable security as 
data evolve. 

Case study: AI improves delivery paths for a Lisbon family-
owned bakery.

Context: Participant A and her two sons run a small bakery in 
the center of the city. Every morning, they begin their deliveries early, 
bringing fresh bread and pastries to more than 40 cafés. However, 
unpredictable traffic, last-minute orders, and increasing fuel costs made 
daily delivery management challenging. Participant B, the eldest son, 
often stayed up late each night planning the optimal delivery routes—a 
process that took him nearly 2 h.

AI-driven attack: looking for a smarter way, they teamed up 
with a local AI startup. The new system used past delivery data, live 
traffic updates, and café order trends to automatically calculate the most 
efficient delivery routes by doing in seconds what João used to spend 
hours on. It relied on advanced AI techniques such as reinforcement 
learning to keep improving the plan each day.

The impact:
Participant B’s planning time dropped from 2 h to just a couple 

of minutes.
Their vans drove 15% fewer kilometers, saving on fuel and wear-

and-tear.
Best of all, they could take on 10 new café clients without adding 

another vehicle.

3. Challenges and Future Perspectives
This section sheds light on various future methods for enhancing 

Solent’s pledge for developing a sustainable region.

3.1. Scalability and efficiency
Security and efficiency are issues when it comes to scaling 

encryption to large datasets or high-resolution images. We will discuss 
those challenges in this subsection.

Computational overhead: encrypting a large quantity of data can 
consume lots of computer power and memory. This can slow down a 
task such as real-time processing [86].

1)  Delays: the data sizes have been increasing, and it has become 
difficult to encrypt and decrypt without compromising on the delays, 
especially in delay-sensitive applications [87].

2)  Energy usage: the heavy processing needs can lead to higher energy 
consumption, posing challenges for battery-powered devices or 
large data centers [88].

3)  Security risks: encryption needs to scale without security weakening, 
or larger datasets will reveal patterns or weaknesses in the encryption 
[89].

4)  Flexibility issues: the variation in encryption suitable for various file 
types, resolution, and kind of data complicates standardization [90].

5)  Costs: when scaling, often there are extra hardware, software, and 
maintenance costs, which a smaller organization will not likely 
afford [91].

6)  Algorithm efficiency: a lot of traditional cryptographic techniques 
were never meant for immense overloads. Therefore, innovativeness 
is important to guarantee effectiveness and safety [92].

Encryption technology should be innovative and efficient enough 
to allow hardware acceleration and parallel processing.

3.2. Standardization and interoperability
Image encoding standardization is based on the interoperability 
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of techniques across platforms. We will present benchmarks for image 
encryption techniques in this direction. It is needed to standardize 
image encryption standards so that it can be compatible with anything 
and everything. It is easier to implant technology, and it works across 
devices. It helps in making it easier and keeps everything secure. By 
being thoroughly tested, these standards are approved to meet tough 
security requirements that help adoption. Through simple rules, it helps 
in creating a well-connected, safe, and user-friendly online community 
that can encourage better connections with technology [93].

3.3. Post-quantum security
In this direction, we will present some suggestions on how 

image encryption can evolve to deal with the threat posed by quantum 
computing and the threat to classical cryptographic methods. As quantum 
computing advances and poses challenges to traditional cryptographic 
methods, image encryption will evolve in several keyways [94–100]:

1)  Quantum-resistant algorithms: image encryption will increasingly 
rely on new algorithms that can resist quantum attacks, such as 
lattice-based or hash-based methods, which will either replace or 
supplement older techniques.

2)  Hybrid encryption approaches: we will see a smooth transition 
to hybrid systems combining classical and quantum-resistant 
encryption. Such a thinking will be compatible with the existing 
system and simultaneously prepare for a secure future with quantum.

3)  Lightweight encryption: as IoT sensors and smartphones manage 
more and larger images, encryption will have to be agile, lighter, 
and efficient but strong enough for safe transmission.

4)  AI-driven encryption: AI plays a key role in making encryption 
better by exposing vulnerabilities in encryption, optimizing security 
measures, and adapting encryption methods to counter new threats 
such as quantum computing.

5)  Quantum key distribution (QKD): quantum encryption algorithms 
(QKD) will be increasingly popular because they use “quantum 
mechanics” for the exchange of cryptographic keys.

6)  More layered encryption: to defend our sensitive data against both 
new quantum threats and the attacks on data that we have today, 
experts are using multilayered encryption systems, which add an 
extra layer or two for good measure.

7)  Global standards and cooperation: governments and organizations 
will focus on creating global standards for quantum-resistant 
encryption to ensure smooth integration, reliability, and broad 
adoption.

8)  Quantum-specific encryption: to mitigate risk and future-proof 
the latest encryption proposals against quantum attacks, advanced 
encryption methods are in the works. As quantum computing 
matures, encryption methods are created for quantum computing 
environments, facilitating the secure storage and transmission of 
images in quantum computing environments.

Image encryption will adapt to quantum attacks in the future to 
protect sensitive data and images through a variety of approaches, as 
discussed above.

4. Conclusion
This paper analyzes image encryption with the latest research and 

development related to image encryption in detail. To the best of our 
knowledge, it is the first comprehensive survey on image encryption 
from the perspective of AI. This paper compares encryption techniques 
in detail. It shows the strengths and weaknesses of each method with 
respect to several factors. As one investigates on how the encryption 
methods can be improved through AI, it will become obvious as to how 
efficiency and accuracy can be enhanced. The key generation, attack 

detection and defense, and optimization of encryption algorithms using 
AI enable them to operate better in the real world. Anyone interested in 
how AI could interact with image encryption researchers would benefit 
from the full study.

In addition to showing the current state of the affairs, this paper 
discusses the issues and future scope of image encryption, especially 
in the aspect of AI. Researchers can get useful information from such 
dialogues, which can assist the researchers toward deciding the course 
of their future research. The review considers the emerging threats to 
security and the need for new, better, efficient, and scalable encryption 
implementations to deal with them. Future research may involve 
utilizing AI for image encryption among other applications. In the 
future, a new encryption scheme will be more secure and flexible with 
real-time applications. This study will not only pave the way for future 
research, but it can also serve as a tool to address tomorrow’s challenges 
in image encryption.

Recommendations
The findings revealed that traditional image encryption methods 

are increasingly inadequate against evolving cyber threats, and AI inte-
gration offers significant security enhancements but faces implementa-
tion complexity and standardization challenges. Therefore, comprehen-
sive training programs on AI-enhanced cryptography for cybersecurity 
professionals and researchers are recommended. Because AI-driven en-
cryption systems demonstrate superior resistance to attacks and adapt-
ability to emerging threats, organizations are recommended to adopt 
hybrid approaches that gradually integrate AI components into exist-
ing encryption infrastructure. This study shows that AI-enhanced en-
cryption will be crucial for future security applications, particularly in 
post-quantum environments. Therefore, immediate investment in de-
veloping standardized frameworks for AI-enhanced image encryption 
and quantum-resistant algorithms is recommended to ensure long-term 
security viability across different platforms and applications.
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