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Abstract: As agriculture moves toward Agriculture 4.0, which uses Internet of Things (IoT) devices to collect data in real time and monitor things
from a distance, these networks are becoming increasingly vulnerable to cyberattacks. A common method used to protect against these kinds of
threats is the use of intrusion detection systems (IDS). However, the agricultural environment is often changing and has limited resources, which
makes cybersecurity challenging. Several available IDS tools are not designed to work properly in places with few resources, intermittent access,
and unpredictable network conditions. This paper investigates the performance of Zeek, an open-source IDS, in identifying potential threats in
agricultural IoT networks. We performed both offline and real-time experiments: offline analysis used pcap files from the Stratosphere Laboratory
dataset, and real-time evaluation involved simulated live attack scenarios, focusing on unauthorized access attempts and distributed denial-of-
service (DDoS) attacks. Zeek’s performance was assessed based on CPU and memory utilization, as well as quality of service (QoS) metrics.
From the experimental results, we found that Zeek was quite effective in protecting agricultural IoT networks against typical threats. Memory
usage remained stable around 5% during offline analysis and under 20% during active attacks. However, CPU usage was more volatile, peaking
at 120% during DDoS events. In terms of QoS, the system maintained a good throughput (1,375 kbits/s) with minimal packet loss (0.000186%).
Among the attack types that we tested, brute force attacks, which represent attempts at unauthorized access, had the strongest effect on network
performance, increasing delay to 2.159 ms and jitter to 0.793 ms. It seems clear that a heavier traffic load during such attacks can interfere with
QoS. On the basis of our observation, we recommend practical deployment strategies for agricultural IoT systems that take these limitations into
consideration, aiming to keep networks both secure and efficient under pressure.
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1. Introduction

The agricultural sector is undergoing a major transformation with
the integration of Internet of Things (IoT) technologies, a movement
commonly referred to as Agriculture 4.0 [1–3]. In support of this trend,
we previously developed an IoT-based application that is designed to
monitor plant agricultural systems [4]. This application helps farmers
track and manage critical environmental conditions that are essen-
tial for optimal plant growth. Our approach contributes to the United
Nations Sustainable Development Goal 2 (SDG 2), which seeks to end
hunger and promote sustainable agricultural practices [5].

The security problems affecting agricultural IoT networks are
shown in Figure 1. These systems are vulnerable from unauthorized
users who attempt to compromise critical agricultural infrastructure.
They can also interfere in wireless connections between environmental
sensors and central monitoring hubs using distributed denial of service
(DDoS). The risks in agriculture are especially high because sensor
data operate as the direct control mechanism for essential farm oper-
ations, including automated irrigation and pesticide application and
other vital farm tasks [6–8].

Agricultural IoT networks pose a different security challenge
because of their unique operational features. They are frequently work-
ing in isolated settings with inadequate IT infrastructure, poor network
connectivity, and limited technical capabilities [9, 10]. These networks
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typically consist of devices with limited resources, such as limited
processing power and memory, making traditional security solutions
impractical [11].

The compromise of these systems could have serious conse-
quences, including the following [12]:

1) Disruption of critical farming operations

2) Unauthorized access to sensitive agricultural data

3) Tampering with automated irrigation or fertilizer systems

4) Economic losses due to reduced yields or damaged equipment.

Theft of agricultural data, including yield predictions, soil composi-
tion analyses, and operational patterns, could give competitors unfair
advantages or enable market manipulation [13, 14]. Most existing work
focuses on securing data transmission, transaction, or authentication
protocols [15–18], with limited emphasis on real-time threat detection
and system performance in the agricultural case.

Intrusion detection systems (IDS) are promising solutions for
monitoring and protecting agricultural IoT networks [19]. IDS func-
tions to detect unauthorized access, unusual activity, and other potential
security threats. The protection of sensitive agricultural data through
IDS maintains the reliability of smart farming operations. Among the
numerous IDS options available, Zeek stands out as a powerful, flex-
ible, and open-source network analysis tool that can be customized
to fit specific environments [20]. The effectiveness of Zeek has been
proven in conventional IT environments. However, its performance and
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Figure 1
Agricultural IoT network security challenges

suitability for resource-constrained agricultural IoT networks remain
largely unexplored.

The research gap is essential because agricultural IoT net-
works need to maintain strong security monitoring and respect the
operational constraints of agricultural activities. The primary difficulty
lies in developing intrusion detection methods that do not overwhelm
IoT gateway computational capabilities or disrupt essential field oper-
ations.

The performance of Zeek IDS in an agricultural IoT envi-
ronment was thoroughly evaluated in this study. In particular, we
focused on Zeek’s ability to detect and stop unauthorized access
attempts and DDoS attacks while running within the confines of
the resource/bandwidth constraints characteristic of many agricultural
environments. In particular, in agriculture, these risks can be very real
since an interruption in the field or unauthorized access to control
systems may affect crop management and livestock monitoring.

In this study, we set up Zeek in a virtual environment to cre-
ate a safe and controlled environment. For the offline part, we used
pcap files from the Stratosphere Laboratory dataset, which included a
mix of normal and malicious traffic. To test active attack, we simu-
lated live attack scenarios using different open-source network tools.
By analyzing both types of traffic offline and in real time, we obtained
clearer results regarding Zeek’s performance and resource requirements
in various situations. These results help in informing how network
security monitoring can be effectively implemented in an agricultural
environment.

Our research contributions include the following:

1) A comprehensive performance evaluation of Zeek IDS under
resource-constrained agricultural IoT networks, considering
both offline analysis and real-time operation.

2) Quantitative analysis of resource utilization (CPU and memory)
patterns during normal operations and attack scenarios.

3) Assessment of the impacts of quality of service (QoS) on agri-
cultural network communications, including throughput, packet
loss, delay, and jitter.

4) Practical deployment recommendations for implementing Zeek
in resource-constrained farming environments.

The remainder of this paper is organized as follows. Section 2
reviews related work on IoT security in agricultural settings, compares
open-source IDS solutions, and offers a comparative analysis of current
approaches. Section 3 explains experimental details such as the setup
of the test environment and performance metrics. Section 4 describes
our experimental results from offline and real-time analyses, key per-
formance, and security efficacy. Section 5 provides the discussion of
the results and deployment recommendations for agricultural setups.
Finally, Section 6 summarizes the paper and outlines future work.

2. Review of IoT Security and Intrusion Detection in
Agriculture

The following section reviews multiple relevant studies on IoT
security in agriculture and open-source IDS and evaluates existing
works against our current experiment.

2.1. IoT security in agriculture

Security concerns in agricultural IoT are very different from
those in other domains. Vangala et al. [21] pointed out that agricul-
tural IoT has some unique (aspects-related field) challenges, outdoor
deployment, and wide coverage. Weathering is another key challenge.
According to Mahlous [22], environmental factors such as humid-
ity, temperature variations, and dust might deteriorate the mechanical
properties of the components of security supply chains for farming
equipment. Therefore, it is important to work on hardening robust
hardware that can survive hard circumstances in the field.

This vulnerability exposes IoT agricultural farms to multiple
potential cyber threats. In their study, Elijah et al. [23] highlighted
common threats such as unauthorized access, data tampering, and DoS
attacks. They emphasized the importance of strong security to secure
these systems. Meanwhile, Ali et al. [24] pointed out that one major
challenge is the resource-constrained nature of farming devices because
several security software tools demand more speed and computational
power than these devices can accommodate.
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To prevent such attacks, the protection of agricultural IoT systems
against unauthorized access requires robust authentication protocols.
Fathy and Ali [25] created an IoT-based smart irrigation system
that implemented secure communication protocols together with the
expeditious cipher algorithm. Although the system protected MQTT
protocol communications according to their approach, it lacked essen-
tial advanced intrusion detection capabilities to identify and respond to
emerging cyber threats effectively.

Similarly, Chaganti et al. [26] proposed a secure IoT-based agri-
cultural monitoring system architecture that employs blockchain tech-
nology. They used blockchain’s decentralized and immutable features
to protect data integrity and prevent unauthorized access. Their main
focus was on data security, but they did not address the detection and
mitigation of network-based threats that are crucial for complete system
protection.

The need for IDS becomes essential because of these limitations
to improve agricultural IoT network cybersecurity. IDS operates as a
network traffic monitoring system that detects abnormal patterns that
could signal unauthorized access or DDoS attacks.

2.2. Intrusion detection system for IoT

IDS has an essential role at IoT deployment level, detecting
cyber threats. There are a number of open-source IDS tools, such as
Zeek, Snort, and Suricata. These tools allow real-time network traffic
monitoring and detection of anomalies and suspicious activities. The
integration of IDS into IoT environments enhances security visibility
and enables proactive threat mitigation. A comparison of some major
open-source IDS according to features essential for agricultural IoT
deployments is provided in Table 1 [27–29].

1) Detection approach: Zeek is not a signature-based tool like
Snort and Suricata that relies mostly on known threats defined
by regular expression patterns. Zeek offers more comprehen-
sive behavioral-based capabilities. The agricultural environment
requires systems that can detect abnormal behavior because the
known threats in this setting are not well established.

2) Resource requirements: The implementation of agricultural IoT
requires resource-constrained devices to perform monitoring and
control operations. Snort generally demonstrated lower resource
utilization compared to both Zeek and Suricata. Zeek handles
memory better than the other two tools. Therefore, it is best
suited for environments where memory is more limited than
processing power.

Abdulganiyu et al. [30] performed a detailed study of some IDS
methods and emphasized the benefits of Zeek IDS, such as its abil-
ity to perform deep packet inspection, support for custom scripting,
and extensibility. They noted that Zeek IDS is well suited for detect-
ing network-based attacks and can be customized to specific network
environments. Aligned with their observations, Nguyen et al. [31]
utilized Zeek IDS to detect and mitigate IoT-based anomaly pack-
ets in smart home environments with machine learning models. They
demonstrated the effectiveness of Zeek IDS in identifying anomalous
malicious traffic patterns and implementing countermeasures to protect
IoT devices.

Our study fills an important gap in existing literature by offering
an empirical performance study of Zeek in the context of agricultural
IoT. We measure both resources (CPU and memory) and QoS variables
to provide a detailed understanding of network behavior during cyber-
attacks targeting agricultural systems. Our study includes both offline
analysis using public pcap datasets and real-time evaluation in a rep-
resentative deployment, highlighting performance differences between
these two approaches. We also investigate the operational difficulties

Table 1
Comparative analysis of major open-source IDS

Components Zeek Snort Suricata

Detection Behavior analysis
and protocol
validation

Signature-
based

Signature-
based

Analytics Strong (statistical
anomaly detection)

Limited Moderate

Customization High
(Zeek scripting)

Moderate
(rule)

Moderate
(rule)

Performance Moderate
(CPU intensive)

Good Poor

Community
support

Academic and
research focus

Large
enterprise

Growing
enterprise

Agricultural
suitability

High Moderate Moderate

of implementing Zeek in limited-resource networks while providing
specific guidelines to optimize security performance.

3. Experimental Methodology

Our study contributes to filling the gap in IDS research by focus-
ing on agricultural IoT networks that are often characterized by spotty
internet, constrained level of computing power, and a set of different
devices. What makes our work unique is that we focus on how well
open-access Zeek IDS performs in these kinds of environments, which
are not usually covered in existing research. This section presents
our comprehensive experimental approach for evaluating Zeek IDS
effectiveness in agricultural IoT networks. We begin by describing
the experimental setup, followed by the test scenarios designed to
assess both offline and real-time performance. We then outline the per-
formance metrics used to measure resource utilization and network
impact.

3.1. Experimental setup

Our experiments were conducted in both controlled and isolated
conditions. To accomplish this, a virtual setup of Zeek replicated
Raspberry Pi system operations through its deployment. VirtualBox
on host PC enabled us to create a dependable framework that pro-
duced consistent results.1 This configuration allowed us to compare
offline and real time. This virtualized approach eliminated the need for
physical Raspberry Pi hardware while maintaining similar performance
characteristics. As a result, through this approach, we achieved exact
control of experimental conditions, which enhanced the reliability of
our performance comparison results.

Figure 2 presents the experimental design implemented in our vir-
tual environment. The setup was designed to support the analysis of
both live network traffic and precaptured traffic from pcap files. Zeek
IDS was deployed in a virtualized instance of Raspbian 11 (Bullseye),
running on a configuration of 4 processor cores, 10,240 MB of RAM,

1https://www.virtualbox.org/
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Figure 2
Experimental design within virtual environment

and 20 GB of storage. To ensure compatibility and customization,
we compiled Zeek version 7 from source. Required dependencies,
including libpcap and CMake, were installed and configured prior to
deployment.

To avoid any inference by the host system, we set up a virtual
machine with a dedicated network interface. This isolation enabled us
to separate Zeek traffic analysis from anything else and had a clean,
controlled testing environment. With that environment, we can simulate
different attack scenarios and network conditions that are typical of
agricultural IoT systems, ensuring that the results were both reliable
and reproducible. In the next section, we will talk about the various
threats that we examined, such as efforts to get in without permission
and DDoS attacks.

3.2. Agricultural IoT security scenarios

In this subsection, we present the detailed test scenarios and threat
types that we simulated in the virtualized agricultural IoT environment.

3.2.1. Unauthorized access attempts
This scenario simulated unauthorized access attempts targeting

the agricultural IoT network. These attempts were designed to test
the effectiveness of Zeek IDS in detecting and preventing intrusions.
These attacks target sensitive agricultural systems such as central
databases containing crop yield data or management platforms con-
trolling farm operations. We focused on the detection of unauthorized
access behaviors such as the following:

1) Unusual login patterns: In agricultural IoT, farmers and operators
typically log in at specific times to check crops and adjust other
operations. Here, we monitored for multiple failed login attempts
because these could indicate brute force. Moreover, logins that
happened at strange times were noted because they could mean
that someone who should not have access was trying to get into
important systems.

2) Suspicious IP addresses: Agricultural IoT generally has certain
devices and users that access from trusted locations to control
operations. During our analysis, we identified login attempts
originating from unfamiliar or blacklisted IP addresses. This
kind of activity is often a red flag, indicating potential external
attackers attempting to infiltrate farm management systems or
gain access to sensitive data.

3) Unusual data access requests: In farming operations, access to
sensitive data such as crop yield, irrigation schedules, and soil
health is typically restricted to specific users or systems. We
focused on identifying patterns where large volumes of this
critical data were accessed by unauthorized users or from
untrusted sources. This kind of activity could mean that someone
was trying to steal or change important farming information.

The rules in Zeek for detecting unauthorized access attempts
are shown in Figure 3, which focuses on monitoring unusual

login patterns, suspicious IP addresses, and atypical data access
requests. These detection methods were specifically designed to pro-
tect sensitive agricultural systems, ensuring that critical operations,
such as irrigation, fertilization, and pest control, remain secure.
We monitored these common access patterns to prevent poten-
tial data breaches and operational disruptions in agricultural IoT
networks.

3.2.2. Distributed denial of service (DDoS) attacks
In addition to unauthorized access, we simulated DDoS attacks

targeting agricultural IoT systems to evaluate their resilience under
resource-constrained conditions. Our DDoS detection approach
focused on identifying sudden spikes in traffic volume and connec-
tion attempts, which are typical signs of DDoS attacks that could
disrupt agricultural IoT operations. Specifically, we monitored unusual
patterns of volumetric attacks, including the following:

1) UDP floods: In agricultural IoT networks, devices such as sen-
sors and controllers rely on consistent communication. We mon-
itored for high traffic volume from UDP packets sent to random
ports, which could overwhelm network resources and interfere
with the real-time transmission of agricultural data, such as soil
moisture levels or weather updates.

2) ICMP floods: Large-scale ping requests (ICMP packets) can
flood network devices, consuming bandwidth and causing delays
in the communication between IoT devices on farms. This type
of attack could disrupt time-sensitive operations such as irriga-
tion or pest control systems that rely on immediate responses.

3) SYN floods: A high volume of SYN requests aimed at initiating
TCP connections can overload farm management systems and
prevent legitimate users from accessing critical platforms, such
as those used for crop management or environmental monitoring.

The rules for detecting these DDoS attack patterns are shown in
Figure 4. These simulations were designed to test the ability of Zeek
IDS to detect and mitigate threats that could disrupt the operations of
agricultural IoT networks. We evaluated Zeek’s effectiveness in main-
taining the continuity of critical agricultural operations, such as crop
monitoring, irrigation, and pest control, even during network stress
caused by DDoS attacks by detecting traffic anomalies in real time.

3.3. Performance evaluation

We tested Zeek’s behavior in both offline and real-time environ-
ments to understand its behavior under different operational conditions.
We measured CPU usage, memory consumption, and service quality in
both conditions. The same metrics allowed us to directly compare how
each mode affected Zeek’s efficiency and resource usage.

3.3.1. Offline analysis
The offline analysis used pcap files from the Stratosphere

Laboratory dataset. The dataset contains harmless agricultural IoT
transmissions together with different attack scenarios. We selected
this dataset because it demonstrates network behavior while pro-
viding valuable labeled traffic samples that match agricultural IoT
requirements.

In the offline scenario, we measured the performance of Zeek
by processing pcap files under two different traffic conditions: mixed
traffic, which included both normal and malicious activities, and nor-
mal traffic, which represented typical agricultural IoT communications.
The use of Zeek to analyze these pcap files allowed us to examine
network traffic in depth without the constraints of real-time pressure.
This way allowed for multi-instance dynamic traffic pattern analysis,
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Figure 3
Zeek rule for detecting unauthorized access

detection rule testing in a controlled environment, and detailed analysis
of individual events.

During the evaluation, we observed CPU and memory con-
sumption to study Zeek resource consumption under different traffic
conditions. We also collected QoS metrics to evaluate performance
under normal and attack conditions. These measurements provided us
a great deal of information about how effectively and consistently Zeek
processes a range of network events when not connected to the internet.

3.3.2. Real-time analysis
The real-time analysis evaluated Zeek’s performance in live

network monitoring across three representative scenarios typical of
agricultural IoT environments:

1) Normal agricultural IoT traffic: We recorded baseline perfor-
mance during normal sensor operations that involved regular

data exchanges, command and control messages, and standard
operational activities.

2) DDoS attack scenario: We evaluated Zeek’s performance in
detecting and responding to DDoS attacks that target essential
IoT infrastructure.

3) Unauthorized access scenario: We evaluated Zeek’s ability to
identify brute-force authentication attempts that targeted gate-
way devices.

To replicate the unpredictable and dynamic nature of real-world
agricultural networks, a live traffic generation setup was implemented
using open-source tools that are capable of producing both legitimate
and malicious traffic. Specifically:

1) Hydra was used to simulate unauthorized access through brute-
force attacks on SSH logins.

Figure 4
Zeek rule for detecting DDoS attacks
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2) Hping3 produced high-volume traffic that simulated different
DDoS attack types, including SYN floods, UDP floods, and
ICMP floods.

The real-time analysis setup is shown in Figure 5. Three virtual
machines were deployed: one running Zeek IDS on Raspbian and two
Kali Linux VMs. One Kali VM generates normal, legitimate traffic,
and the other simulates attacks as a malicious user. This configura-
tion allows us to create realistic mixed traffic scenarios that combine
benign and malicious activities that closely mirror real agricultural IoT
network conditions.

We utilized Zeekctl to control Zeek, which allowed us to keep an
eye on network traffic all the time and in real time. This configuration
allowed us to test how successfully Zeek found and reacted to differ-
ent kinds of traffic. We kept an eye on CPU and memory use during
the tests to see how Zeek used resources when the network was busy.
These measurements together give us a clear image of how well and
how stable Zeek is in real-time situations.

4. Experimental Results

In this section, we present the experimental results from our evalu-
ation of Zeek IDS in the agricultural IoT environment. This evaluation
focuses on resource usage and QoS to determine how Zeek performs
under different traffic conditions.

4.1. Offline analysis

4.1.1. CPU and memory usage
Figure 6 and Figure 7 illustrate the pattern of Zeek resource

utilization when processing two different offline scenarios: normal
agricultural IoT traffic and mixed traffic containing both normal and
malicious activities. The initial 40 s of normal traffic shows CPU uti-
lization that ranges between 50% and 120%. After Zeek identifies
typical patterns of agricultural IoT communications, the CPU utiliza-
tion becomes stable. The adaptation period shows how Zeek improves
its processing efficiency by learning normal traffic characteristics.

The mixed traffic scenario shows that Zeek requires an ini-
tial adaptation period of approximately 20 s before CPU usage
stabilizes at 100%–120%. We observed significant periodic drops
in CPU usage at the 20 and 90 s marks, which are associated
with transitions between different traffic patterns in the dataset. This
variability indicates Zeek’s dynamic resource allocation based on traf-
fic complexity, with a higher CPU demand during periods containing
signs of an attack.

Memory usage stayed at a steady 5% level throughout the entire
process in both scenarios. The stable memory usage proves that Zeek
can effectively process big historical datasets without memory waste,
which makes it appropriate for farming environments with restricted
resources and memory.

Figure 5
Real-time analysis setup

Figure 6
CPU and memory usage during offline analysis of normal traffic

4.1.2. QoS metrics
The QoS measures of our offline analysis are shown in Table 2.

During this study, we processed more than 1.4 million packets from a
dataset that was 852 MB in size. The throughput was 30.26 kbits/s.
Although the packet loss rate of 0.5753% is modest, it still shows
that there are some problems with processing vast amounts of histor-
ical data. In addition, the delay of 156.24 ms and jitter of 296.32 ms
are much higher than what is needed for real-time performance. This
means that offline analysis has different performance trade-offs than
live monitoring.

The results indicate that Zeek can handle historical agricultural
IoT data for security analysis, but performance characteristics need
to be considered. The evaluation of old farm data in resource-limited
farming environments requires careful consideration of these factors to
prevent bottlenecks during review or analysis.

4.2. Real-time analysis

4.2.1. CPU and memory usage
Figure 8, Figure 9, and Figure 10 show the dynamic resource uti-

lization behaviors of Zeek in three real-time cases, including a normal
agricultural IoT operation scenario, an unauthorized access detection
scenario, and a DDoS attack response scenario.

Figure 7
CPU and memory usage during offline analysis of mixed traffic
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Table 2
QoS results from offline analysis

Metric Value

Total packets 1,437,980
Capture time 224,83 s
Throughput 30.26 kbits/s
Packet loss 0.5753 %
Delay 156.24 ms
Jitter 296.32 ms

Under normal traffic, Zeek consumes very little resources, remain-
ing below 10% of both CPU and memory while it is being monitored.
This low resource utilization demonstrates how well Zeek handles
everyday farming operations such as sensor data delivery and network
management. Its consistent and low utilization also shows that Zeek is
a good choice for gateway devices that do not have a lot of resources,
which is often the case in agricultural settings.

When unauthorized access attempts occur, Zeek shows a dis-
tinct CPU usage pattern, with spikes of 12%–14%, followed by
quiet periods of low activity. These spikes happen each time
an authentication attempt is made because Zeek processes and
checks the credentials against its detection rules. Throughout this,
memory usage stays steady at 6%, suggesting that Zeek handles the
authentication process efficiently without overloading memory.

Our results of DDoS attack show how Zeek uses its resources the
most. In 30–40 s, when the attack detection algorithms are on, CPU
usage goes up to 120%. After the first detection, CPU usage goes down,
but it stays high at 10%-–20% because Zeek processes the attack traffic
that is still going on. After an attack is detected, memory consumption
goes up from 5% to 20% and stays there. This is because of the storage
needs for logging data and status information connected to the attack.
Memory utilization stays higher even after the attack finishes, unlike
CPU usage. This suggests that Zeek maintains an expanded state or
cache so that it can quickly respond to any follow-up attacks.

4.2.2. QoS metrics
Table 3 presents the QoS metrics for all real-time scenarios, mak-

ing it easy to compare how network performance holds up under
varying operational conditions.

The DDoS attack scenario shows how Zeek can handle high
throughput (1,375 kbits/s) and process more than one million packets

Figure 8
CPU and memory consumption during real-time analysis of

normal traffic

Figure 9
CPU and memory usage during real-time analysis of

unauthorized access attempts

with only 0.000186% packet loss. The performance of Zeek is very
important for agricultural IoT networks because it ensures data integrity
during attacks, which is necessary for agricultural operations to con-
tinue. The minimal latency (0.043 ms) and zero jitter show that
legitimate agricultural traffic continues to flow efficiently even under
attack conditions.

Real-time data show that unauthorized access attempts cause the
highest disruption across the network, with delay reaching 2.159 ms
and jitter at 0.793 ms. The increased latency is due to the computational
overhead of authentication processing and security rule evaluation dur-
ing login attempts. However, zero packet loss demonstrates Zeek’s
reliability in maintaining complete traffic visibility during security
incidents, ensuring no critical agricultural data are lost.

The system maintains optimal performance through normal traf-
fic monitoring, which shows moderate throughput (246.5 kbits/s), zero
packet loss, reasonable delay (1.806 ms), and minimal jitter (0.007 ms)
during extended periods. The measured metrics demonstrate that Zeek
operates effectively for agricultural IoT monitoring while preserving
fundamental network operations.

Such different real-time QoS profiles can serve as special detec-
tion signatures, based on which the Zeek IDS rules could be defined to
detect some attack attacks in the agricultural IoT scenarios.

Figure 10
CPU and memory usage during real-time analysis of DDoS attacks
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Table 3
QoS results from real-time analysis

Scenario Total
packets

Throughput
(kbits/s)

Packet loss
(%)

Delay
(ms)

Jitter
(ms)

DDoS
attack

1,072,554 1,375.0 0.000186 0.043 0

Brute force 9,049 401.6 0 2.159 0.793
Normal
traffic

45,034 246.5 0 1.806 0.007

5. Discussion and Deployment Recommendations

5.1. Discussion

Our performance analysis illustrates that the behaviour of Zeek
differs considerably between offline and real-time monitoring. Real-
time monitoring performs better in terms of QoS, with much
lower delays. Nevertheless, offline analysis can handle large scale
dataset. Therefore, it is more appropriate for in-depth historical
analysis.

Data show that real-time monitoring adjusts dynamically to traffic,
whereas offline processing maintains stable resource consumption. In
both cases, Zeek uses memory efficiently, with usage staying below
20%, which is ideal for devices with limited memory in agriculture.

The CPU usage remains stable until DDoS attacks occur, which
cause spikes reaching 120% and potentially overload gateway devices
with lower processing power. The discussion in Section 2.2 confirms
that CPU usage stands as a major obstacle for Zeek operation in
limited-resource settings. The high CPU usage of Zeek during attacks
does not result in significant packet loss, which remains crucial for
agricultural systems that need uninterrupted sensor data.

The virtualized Pi in VirtualBox provides an effective approxi-
mation of physical Raspberry Pi performance, but it does not fully
capture the thermal and power constraints encountered in real-world
deployments. The devices deployed in outdoor or rural agricultural
environments may be exposed to elevated temperatures and limited
power availability, which could potentially lead to thermal throttling
or degraded performance. These factors could influence the effective-
ness of the IDS, especially in real-time scenarios. Future work should
include experiments on physical Raspberry Pi hardware under con-
trolled thermal and power conditions to validate and extend the results
presented.

5.2. Deployment recommendations for agricultural
environments

On the basis of our experimental findings, we present recom-
mendations for the deployment of Zeek IDS in agricultural IoT
networks:

1) Hierarchical deployment. The recommended deployment
model configuration for Zeek resource management should use
hierarchical deployment to distribute network resources effec-
tively. The main analysis will be performed by advanced gateway
devices that will utilize all capabilities of Zeek. The edge devices
will operate with basic filtering and anomaly detection through
lightweight agents. The system will experience reduced pro-
cessing demands. The monitoring station will receive suspicious
traffic from the edge for detailed analysis. The system distributes
computational tasks similarly to the work by HaddadPajouh et

al. [32] while maintaining complete security coverage through-
out the system.

The system can be expanded by adding more gateway devices
in areas with high activity or complex operations if the farm is
large or has many different areas. Edge devices can be placed in
key locations to manage smaller sections of the network. These
devices help in sorting data and finding unusual patterns, and
their functions can be customized based on the size and diver-
sity of the environment. This keeps the system running smoothly,
even as the network expands.

2) Offline online hybrid analysis. The system should operate in
two modes where light monitoring runs continuously in real
time. The system performs detailed traffic analysis of recorded
data during periods when resource usage remains low out-
side peak hours. The proposed method enables the resolution
of performance issues that occur when analyzing big datasets
offline.

3) Resource-aware scheduling. The monitoring intensity of Zeek
can be reduced during critical agricultural operations such as
coordinated irrigation or harvesting by adopting a dynamic
scheduling mechanism when maximum network performance
is required. This strategy can help in ensuring that security
monitoring does not interfere with time-sensitive agricultural
activities.

4) Resource optimization. The system should filter packets based
on agricultural protocols to reduce data processing needs while
maintaining detection performance. The sampling rate needs
to be adjusted according to operational needs by increasing
monitoring during critical times such as irrigation periods.

5) Selective script activation. The Zeek system should be config-
ured to run only the essential detection scripts that align with
the farm’s threat model while focusing on unauthorized access
detection during regular operations. The system can automat-
ically activate additional detection features when a suspicious
activity occurs to optimize resource usage during normal opera-
tions.

6. Conclusion

In this paper, we analyze the effectiveness of Zeek IDS in secur-
ing IoT-based agricultural networks against unauthorized access and
DDoS attacks in both offline and real time. Our experimental results
show that Zeek can still work with such elements, but the performance
is not very satisfactory for both CPU computation and network band-
width in the attack stage. In contrast, memory stays consistent, and it is
processing power not memory that prevents deployment of Zeek in AG
networks. The clear performance gains on network level (throughput,
packet loss, latency, and jitter) prove the point that secure deployment
planning should be considered for an especially resource-constrained
edge device. Because of the high CPU utilization that such attacks
reveal, we provide deployment suggestions that provide strong security
while accounting for the limited resources found in agricultural IoT.
Future work will investigate machine learning methods in improving
Zeek’s detection abilities, especially in identifying sophisticated attack
behaviors in agricultural fields.
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