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Abstract: The transition from product-centric to service-driven paradigms in cloud computing has enabled the on-demand provisioning of scalable 
resources. However, the extensive operational complexity and interdependent infrastructure of cloud environments make them highly susceptible 
to failures, posing significant challenges to ensuring robust fault tolerance in dynamic and distributed systems. This study introduces a novel 
Hybrid Value-Policy Double Deep Q-Learning (DDQL) Scheduling approach, integrating value-based DDQL with policy-based reinforcement 
learning techniques, which are Proximal Policy Optimization and Soft Actor-Critic, to enhance fault-tolerant scheduling dynamically. Combining 
the advantages of both learning paradigms, the proposed method improves decision-making efficiency, enhances system resilience against failures, 
and optimizes scheduling performance in real-time cloud environments. Improved mean time between failures, mean time to recovery, failure 
recovery time, and fault tolerance success rate are guaranteed by the Hybrid DDQL scheduler's dynamic adjustments to scheduling and resource 
allocation algorithms. Also, it reduces the ratio of task deadline miss, energy consumption, and response time and maximizes the throughput. These 
results confirm the flexibility and strength of the model in dynamic and unreliable real-time cloud computing systems.

Keywords: fault tolerance, real-time cloud computing, hybrid reinforcement learning, Double Deep Q-Learning (DDQL), Proximal Policy 
Optimization (PPO), Soft Actor-Critic (SAC)

1. Introduction
Cloud computing has essentially changed the resource and service 

allocation of computer products to service-based distribution. With the 
aid of cloud systems, consumers can acquire elastic, expandable, and 
affordable computing power without the need to own any infrastructure. 
Demand for computational efficiency and high availability, and 
dependability drives this trend, which has accelerated the fast acceptance 
of cloud solutions across numerous industries, including healthcare, 
banking, education, and manufacturing [1]. However, the likelihood 
of system failures rises as the complexity and dynamism of cloud 
systems develop—particularly in light of heterogeneous, multi-tenant 
workloads and real-time service delivery. Among cloud systems, the 
main sources of job interruptions include hardware failures, software 
problems, network outages, and resource congestion. 

These failures could compromise application performance and 
break service-level agreements (SLAs) in mission-critical systems 
depending on real-time data processing and decision-making [2]. 
Fault-tolerant scheduling systems have been investigated extensively 
in order to solve these problems and guarantee service continuity 
even in the event of breakdowns. Under both static and somewhat 
dynamic environments, conventional fault tolerance methods such 
as redundancy-based solutions, checkpointing, and replication have 
proven successful. However, because of too high overhead, resource 
inefficiencies, and limited flexibility, their relevance reduces in 
highly dynamic, large-scale, real-time cloud systems [3]. More 
intelligent and flexible fault-tolerant systems are needed, given the 
increasing interdependence of jobs, varying execution durations, and 
nondeterministic behaviour of workloads. Reinforcement learning 
(RL), a subfield of machine learning, has lately become a powerful tool 

for real-time decision-making in complex environments. RL agents 
acquire optimal strategies by interaction with their surroundings; 
hence, RL is ideal for cloud computing's adaptive scheduling and 
resource allocation [4]. Common in real-world cloud systems, classic 
RL approaches such as Q-Learning or Deep Q-Networks (DQNs) 
generally suffer from sluggish convergence, large volatility, and inferior 
performance in continuous action environments. This work suggests a 
hybrid value-policy Double Deep Q-Learning (DDQL) model to solve 
these challenges by combining the capabilities of value-based RL (e.g., 
DDQL) with policy-based techniques such Soft Actor-Critic (SAC) 
and Proximal Policy Optimization (PPO).  The combination of these 
paradigms will ensure robust, elastic and smart scheduling through 
flexibility to real-time variations in workload and infrastructure state. 
Fault tolerance in cloud system deals with the entire  

lifetime of fault prediction, isolation, mitigating, and adaptive 
rescheduling, as opposed to seeing and fixing faults. There are a 
number of issues preventing successful use of fault-tolerant scheduling 
in dynamic clouds:

Cloud platforms typically handle compute-intensive, latency-
sensitive, and data-heavy tasks, each with different QoS requirements 
and fault sensitivity. Scheduling in such an environment must be 
responsive to workload dynamics, user priorities, and resource 
availability in real time, such as follows [5]:

1)  The stochastic nature of cloud failures complicates prediction and 
diagnosis. Failure types (e.g., transient and permanent), durations, 
and root causes often remain unknown until service degradation 
occurs. Delayed or inaccurate failure detection may result in 
deadline violations or data loss [6].

2)  Conventional fault tolerance strategies like checkpointing or 
replication introduce computational and storage overhead. In real-
time systems with tight latency constraints, such overheads may 
violate performance goals or inflate operational costs [7].
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3)  Deterministic scheduling is necessary for real-time applications 
(such as online gaming, video conferencing, and autonomous 
control) to fulfill deadlines. Any delay caused by task re-execution, 
recovery, or rescheduling must be minimal to avoid SLA penalties 
and user dissatisfaction [8].

4)  Cloud environments are nonstationary, with unpredictable network 
conditions, user demand, and node health changes. Fixed or rule-
based scheduling algorithms cannot effectively adapt to these 
fluctuations, leading to inefficient resource use and poor fault 
resilience [9].

5)  The state-action space expands exponentially with the number of 
tasks and virtual machines (VMs). Many RL approaches suffer from 
scalability issues or fail to generalize learned policies to new or 
unseen system configurations [10].

To address these multifaceted challenges, a hybrid RL approach 
leverages DDQL's decision efficiency, PPO's stability and sample 
efficiency, and SAC's continuous control capabilities. The hybrid 
method dynamically learns from the environment, reduces overhead, 
and supports robust scheduling even under high variability and failure 
conditions.

This article presents a new hybrid RL architecture to address 
these issues and significantly improve fault-tolerant scheduling in real-
time cloud computing settings. The key contributions are as follows:

1)	 A new Hybrid Value-Policy model is developed that integrates 
DDQL, PPO, and SAC. This fusion addresses the limitations of 
individual RL models by combining the stable convergence of 
policy-based methods with the precision of value-based strategies, 
enabling more adaptive and robust scheduling decisions [11].

2)	 The study develops a scheduling architecture based on real-time 
input, system conditions, and failure signals that dynamically 
reallots resources and modifies execution plans. By learning ideal 
policies through constant environment interaction, the framework 
provides quick recovery and proactive fault handling.

3)	 In many important criteria, including fault tolerance success rate 
(FTSR), mean time to recovery (MTTR), mean time between failures 
(MTBF), task deadline miss ratio (DMR), energy consumption (EC), 
and system throughput, comprehensive experimental evaluation 
shows that the proposed hybrid scheduler beats conventional 
scheduling techniques. These developments point to increased 
resilience and dependability of services in dynamic changes in 
workload and infrastructure flaws.

4)	 The proposed approach is simulated in a real-time environment, 
simulated on the CloudSim and OpenStack benchmark datasets and 
technologies, and performed in a simulated cloud environment with 
real-time tasks.  The baseline models, such as First-Come-First-
Serve (FCFS), Round Robin, and standard DDQL, have been found 
to be scalable and effective, as comparative studies help validate the 
scalability and effectiveness of the hybrid strategy.

5)	 Apart from the empirical improvements, the hybrid approach 
presents a learning-based decision model that spans several cloud 
workloads and system conditions. This qualifies for incorporation 
into real-world cloud management systems trying to reduce service 
outages and improve operational continuity.

Here is the outline for the rest of the paper: Section 2 looks at 
some of the more established methods for fault-tolerant scheduling 
and more modern hybrid techniques, including RL for cloud resource 
management. Section 3 formulates the scheduling problem and 
outlines key system objectives. Section 4 details the proposed hybrid 
scheduling methodology, including integrating the DDQL model and 
PPO and SAC techniques. Section 5 describes the system architecture 
and workflow. Section 6 presents the experimental setup, simulation 
tools, and performance metrics. Section 7 discusses the results and 

comparative analysis. The study and its implications for future research 
are summarized in Section 8.

2. Related Works
Efficient resource allocation, robust fault tolerance, and 

adequate load balancing are crucial for optimizing resource utilization 
in distributed computing environments. The degree to which fault 
tolerance impacts resource usage largely depends on the specific 
allocation strategy employed. By applying well-structured resource 
management techniques, systems can achieve higher performance and 
reliability. Most of the current fault tolerance solutions, however, tend to 
compromise resource availability and system efficiency when they fail 
unexpectedly. Other parameters, such as the mean use of resources and 
throughput, play a great role in the performance of the entire system. 
The dynamic nature of cloud systems and their unreliable nature of 
resources may make operations unstable, thus exposing them to faults, 
and can even frustrate load balancing and application execution. Fault 
tolerance mechanisms are supposed to continue service delivery despite 
faults or failures of a system. It involves the early detection of a defect 
to minimize risks, system enableability to enable it to continue with 
the activities to completion. Although different methods have been 
suggested to deal with these issues, more efficient and improved 
measures can still be developed to improve the use of resources after 
failure recovery.

A number of time management techniques have been suggested to 
enhance performance in the cloud environment. A multi-objective model 
using an enhanced differential evolution algorithm was introduced to 
optimize time and cost in cloud systems, though it lacks the adaptability 
to dynamic task variations. Their framework demonstrated that RL can 
effectively adapt task allocation strategies to minimize failures under 
varying workload conditions. However, the method primarily relied on a 
single value-based learning paradigm [12]. Framework applied a GNN-
based approach for fault tolerance and load balancing in cloud computing. 
By modelling task dependencies as graph structures, DMQOS effectively 
improved resource utilization and reduced task failures under dynamic 
workloads [13]. FCFS remains a basic approach [14] but lacks job 
elimination mechanisms. More advanced methods include heuristic-
based scheduling [15], combining the Modified Analytic Hierarchy 
Process, bandwidth-aware scheduling, and divide-and-conquer strategies. 
Although these methods aim to optimize allocation, resource efficiency 
is not fully addressed. The QL-Heterogeneous Earliest Finish Time 
(HEFT) model, which integrates Q-learning and the HEFT algorithm 
[16], seeks to reduce makespan but neglects resource utilization. 
Algorithms, such as Minimum Completion Time, propose how cloud 
approaches can hybridize for efficient data storage and security [17, 18]. 
Using precedence graphs and Johnson's algorithm, a dynamic three-step 
sequencing method was also proposed to reduce makespan [19]. Cloud 
platforms such as AWS have supported task scheduling strategies such as 
the Periodic Min-Max Algorithm for multi-robot applications [20]. More 
recently, scheduling improvements have included Priority-Based Fair 
Scheduling (PBFS) [21], which uses the Earliest Gap Shortest Job First 
strategy, and its variant, SG-PBFS [22], designed to optimize scheduling 
by targeting available time gaps in cloud systems.

Reactive, proactive, and resilient fault-tolerance methods 
are the three main categories used to describe them in the literature. 
Proactive approaches proactively monitor for mistakes and reroute 
execution pathways to avoid failures, in contrast to reactive methods 
that handle faults after they have occurred. Resilient approaches go 
further by incorporating intelligent learning mechanisms to avoid faults 
proactively. Task resubmission, a reactive strategy, was employed in the 
article by Yao et al. [23], but repeated reassignments led to inefficient 
resource usage. Software rejuvenation, involving periodic system 
restarts, was suggested in the article by Rezaei Kalantari et al. [24] as 
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a proactive measure. Resilient strategies that adaptively monitor and 
address faults were applied in the article by Shahid et al. [25] and 
extended in the article by Liu et al. [26] using system response-based 
assertions. A fault-aware scheduling technique, the checkpointed League 
Championship Algorithm (CPLCA), was introduced in the article by 
Liakath et al. [27], enabling task migration and checkpointing, though 
lacking load-balancing capabilities. In the article by Chen et al. [28], 
the DBSA heuristic was proposed for job scheduling in heterogeneous 
environments. The Dynamic Clustering League Championship 
Algorithm was introduced in the article by Sheeba and Uma Maheswari 
[29] to reduce premature task failure. Additionally, Mushtaq et al. [30] 
proposed a reservation method that pre-allocates VMs to tasks for a fixed 
time window to ensure completion. Key challenges in cloud computing 
include balancing workloads across VMs and optimizing makespan and 
resource utilization. Several strategies have been developed to address 
these issues. HBLBA, a heuristic-based load-balancing algorithm for 
IaaS clouds, organizes servers based on task size and count for efficient 
VM selection. A clustering and Bayes theorem-based heuristic model 
was introduced in the article by Negi et al. [31], though resource 
utilization remains a limitation. In the article by Mani and Kaur [32], a 
cloud partitioning method using game theory was proposed for public 
cloud environments. HEFT was enhanced into E-HEFT and LB-HEFT 
to incorporate load balancing for improved scheduling. The PTAL 
algorithm was introduced in the article by Shiekh et al. [33] to enable 
better resource allocation and QoS, while WAMLB in the article by 
Singh and Prakash [34] used active monitoring to boost utilization. 
However, both lacked dynamic adaptability to changing tasks and VM 
conditions. OLB maintains load equilibrium but struggles with making 
a span when handling multiple objectives. MELISA, an improvement 
of ELISA, addresses resource heterogeneity and migration cost, making 
it suitable for large-scale systems. More recently, LDRA was proposed 
to optimize resource allocation and reduce task execution time in 
distributed settings.

In the article by Radojević and Žagar [35], a centralized load-
balancing decision model was developed for cloud systems use. This 
method eliminates the need for human administrators to oversee 
scheduling by automating the process. However, the model does not 
effectively address detecting or managing system faults. In unexpected 
failures, existing fault tolerance strategies often compromise system 
reliability and reduce resource management efficiency. The inherently 
dynamic nature of VMs in cloud environments contributes to instability 
and fault-proneness, potentially leading to interrupted task execution and 
uneven workload distribution. Even when faults or system anomalies 
are detected, ensuring the timely delivery of services is essential to 
avoid premature task termination, which defines the core goal of fault-
tolerant cloud systems. Comprehensive surveys have been conducted 
to evaluate scheduling techniques, load balancing algorithms, and 
fault tolerance mechanisms, as compiled in the article by Poola et al. 
[36]. They investigated the integration of machine learning with fault-
tolerance strategies in cloud infrastructures.  Their study highlighted how 
predictive models can identify potential system failures in advance and 
enable proactive fault-handling mechanisms. Kalaskar and Thangam 
[37] examined different fault-tolerant strategies. It was found that 
these techniques are crucial for optimizing overall cloud infrastructure 
performance. These insights have inspired continued research into 
fault-tolerant task scheduling and load-balancing strategies. A model 
named FTHRM was proposed in the article by Sheikh et al. [38], which 
introduced the concept of reservation-based fault tolerance. Although 
the concept of reservation was outlined, it was not implemented in 
the model. For problems when some nodes are heavily loaded and 
others are idle or weakly loaded, the Proactive and Reactive Fault 
Tolerance Framework was introduced in the article by Tamilvizhi and 
Parvathavarthini [39] and integrated with the Elastic Cloud Balancer. 
Like PLBFT, which suggests in the article by Attallah et al. [40], 

proactive fault handling combined with efficient load balancing, there 
is also PLBFT. To improve availability, Mohmmed and Abdalrahman 
[41] presented a hybrid strategy integrating load balancing and fault 
tolerance strategies.  Moreover, Shahid et al. [42] introduced a robust 
fault-tolerant load balancing model called FTLB, which directly 
includes fault tolerance into the load balancing mechanism, thereby 
allowing the system to dynamically manage problems throughout the 
load distribution process.

Although numerous heuristic, RL, and hybrid RL approaches 
have been proposed for task scheduling and fault tolerance in cloud 
systems, critical gaps remain unaddressed. Traditional heuristic 
and rule-based models are simple but fail to adapt effectively under 
dynamic workloads or unpredictable failures [16, 24, 34, 35]. Single-
agent RL methods such as DQL, PPO, and SAC [19], Mnih et al. [43], 
Schulman et al. [44] and Haarnoja et al. [45] improve adaptability 
by learning from experience; however, they generally optimize 
only one performance metric, leading to inefficiencies in balancing 
throughput, latency, energy, and fault tolerance simultaneously. Hybrid 
RL approaches attempt to combine the strengths of value-based and 
policy-based methods, yet most suffer from limited scalability, high 
computational overhead, or incomplete recovery mechanisms under 
dynamic failure conditions [12, 14, 23, 37]. These limitations highlight 
the absence of a comprehensive solution that simultaneously ensures 
adaptability, efficiency, and resilience in large-scale cloud systems. To 
bridge this gap, the proposed Hybrid DDQL scheduler integrates value-
based and policy-based learning to provide dynamic fault tolerance, 
robust multi-objective optimization, and efficient resource utilization, 
thereby advancing beyond the capabilities of existing methods. 

3. Problem Formulation
This section formulates the scheduling problem addressed in this 

study, particularly fault-tolerant scheduling in real-time cloud systems. 
The problem involves dynamically allocating resources and scheduling 
tasks to ensure high availability, minimize the impact of failures, and 
maximize overall system performance.

3.1. A representation of the planned system
Take into consideration an N-task cloud system  

that needs to be scheduled across M available VMs . 
Each task  has the following attributes:
1)  Arrival time at: Time at which the task arrives in the system.
2)  Execution time : Time required to complete the task.
3)  Deadline : Time by which the task must be completed.
4)  Resource requirements  : A vector representing the resources 

(e.g., CPU, memory, and bandwidth) required by the task.
5)  Priority : A numerical value indicating the importance of the task 

relative to others.

Similarly, each VM  has the following attributes:

1)  Processing capacity : Number of million instructions per second 
(MIPS) that a VM can execute.

2)  Available resources : A vector representing the current availability 
of resources on the VM.

3)  Failure probability : The likelihood of failure occurring for each 
VM over a given period.

3.2. Objectives and constraints
Dynamically allocating work to VMs while retaining good 

system performance and tolerance to failures is the core aim of the fault-
tolerant scheduling problem in real-time cloud computing systems. The 
following key objectives are considered:
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1)  Maximize FTSR by completing failure-affected tasks through 
effective recovery and reassignment.

2)  Maximize MTBF to improve system reliability by extending the 
interval between consecutive failures.

3)  Minimize MTTR to reduce the duration required for system 
restoration following a failure.

4)  Minimize DMR by reducing the number of tasks that miss their 
specified deadlines.

5)  Minimize EC by decreasing the total power usage of active VMs 
during execution.

Raise the amount of work done per unit of time to improve 
system efficiency, which is known as throughput (TH). To ensure 
that the scheduling algorithm operates effectively and within system 
limitations, the following constraints are enforced:

1)  Resource constraints: Each task must be assigned to a VM with 
sufficient available resources. The total amount of resources allotted 
must not exceed the VM's limit.

2)  Task dependency constraints: If task  depends on the completion 
of task , the scheduler must ensure that  is completed before  
begins.

3)  Failure resilience constraints: If VM  fails at time , the affected 
task must be reassigned to a functioning VM and recovered within 
the defined MTTR without violating the task's deadline.

4)  Deadline constraints: Each task must be executed before its 
specified deadline.

3.3. Mathematical formulation
Let  be a binary decision variable representing the allocation 

of task  to VM vj, where

The objective function seeks to optimize a weighted combination 
of the selected performance metrics. The goal is to maximize FTSR, 
MTBF, and TH while minimizing MTTR, DMR, and EC. This multi-
objective optimization is represented as follows:

Where  to  coefficients indicate how each measure is weighted 
over the others according to the application's needs.

1)  Resource capacity constraint:

2)  Processing capacity constraint:

3)  Failure recovery timing constraint:
If a failure occurs at time , recovery and reassignment must be 

completed by the following:

In the event of failure, the task reassignment must occur before 
the deadline. If failure occurs at time , task reassignment occurs 
within MTTR and ends by .

In the context of this problem, a Hybrid DDQL framework is 
employed to solve the fault-tolerant scheduling problem. The agent 
learns the following:

1)  Dynamically allocate tasks to VMs based on real-time system 
feedback.

2)  React to system failures by adjusting task allocations while ensuring 
the objectives are met.

3)  Optimize system functioning regarding EC, fault tolerance, and 
scheduling efficiency.

For decisions grounded in values, the hybrid DDQL model uses 
DDQL; for decisions grounded in policies, it combines PPO with SAC. 
This combination ensures that the scheduler can react to dynamic 
cloud settings with different workloads and failure events, therefore 
addressing the complicated, high-dimensional character of the problem.  
The cloud computing solutions offered in real-time make it possible 
to solve the problem of scheduling by applying a systematic approach 
with the help of hybrid RL methods. This issue formulation is actually 
the heart of dynamic fault-tolerant scheduling.

4. Proposed Methodology
This part details the suggested hybridization mechanism of 

scheduling that integrates value-based as well as policy-oriented RL 
to enhance resilience to faults, flexibility, and efficiency of dynamic 
cloud systems. The architecture of the framework, learning elements, 
and allocation strategies of resources are presented to illustrate how the 
model comes up with resilient and smart scheduling.

4.1. Overview of the hybrid scheduling framework
The proposed hybrid scheduling system is used to address 

the complex, dynamic, and fault-prone nature of the real-time cloud 
computing systems. Integrating value-based and policy-based learning 
with a hybrid reinforcement learning strategy is aimed at ensuring 
effective resource allocation and task scheduling. This will assist the 
system to maintain operational resiliency during times of failure, 
explore and exploit, and accommodate the changing conditions.

(1)

(2)

(3)

(4)

(5)

(6)

(7)

(8)
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 Figure 1
Review of the suggested model 

Note: DDQL = Double Deep Q-Learning, PPO = Proximal Policy Optimization, 
VM = virtual machine.
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4.1.1. Architecture of the proposed system
Several necessary modules included in the proposed hybrid 

scheduling architecture run in concert to raise the fault tolerance and 
performance of real-time cloud computing systems. Figure 1 gives a 
general picture of the proposed model. Fundamentally, the Environment 
Interface Layer—which uses OpenStack or CloudSim to replicate the 
cloud infrastructure—is. By always giving the agent real-time data on 
job arrivals and completions, resource availability and consumption, 
system failures, recovery events, and critical performance indicators, 
including throughput, EC, MTTR, and MTBF, this layer offers the 
operational context.

Using a dynamic, multidimensional feature vector, the State 
Representation Module catches the cloud system's state. Task-level 
characteristics such as arrival time, execution length, deadline, priority, 
and resource needs comprise this vector. It also combines system-wide 
parameters, including total workload, energy use, continuous failure 
events, and recovery progress, with VM-level characteristics such as 
available processing capability and failure probability. By use of this 
complete state encoding, the scheduling agent may make educated 
judgments depending on the present situation of the system. The 
intelligent scheduling decisions are pushed by the hybrid learning agent 
in the centre of the system, which combines multiple methods of RL. It 
particularly applies the SAC to determine the policy robustness through 
entropy-regularized exploration, PPO to optimize a stable policy, but 
making use of clipped surrogate goals, and DDQL in determining 
the precise estimate of value of the task-to-VM assignments. These 
components work in tandem to have the agent realise the long-term 
value and optimum ways of job allocation in dynamic and possibly 
flawed environments. The Action Selection Mechanism arranges the 
decision-making process in each scheduling cycle. It takes policy 
distributions generated by PPO and SAC and evaluates Q-values 
generated by DDQL. The final scheduling step is determined based on a 
weighted ensemble decision method in which the weight of each method 
is dynamically varied based on environmental variables and more 
recent performance indicators. This allows the dynamically balanced 
exploration and exploitation of the framework to adapt to changes in 
the stability of the system and changes in the cloud workload. Based 
on failure probability estimation to ensure resilience, the fault-tolerant 
scheduling module detects failures of VMs and predicts potential 
hazards.  It is reallocating failed or high-risk node jobs to healthy 
VMs within the permitted recovery time (MTTR) and the high-priority 
tasks in aggressive migration or replicas to maintain the target FTSR. 
This module is important in maintaining the operation of the system 
in the case of partial outages.  The flowchart of the proposed model is 
presented in Figure 2.

A Reward Shaping Function guides the agent's learning, which 
defines the reinforcement signals based on multiple performance 
objectives. Positive rewards are assigned for achieving timely task 
completions, efficient energy use, and high throughput, whereas 
penalties are imposed for missing deadlines, excessive response 
times, or failed recovery attempts. This reward design enables the 
agent to learn strategies that balance reliability, efficiency, and 
performance. Lastly, the Experience Replay and Policy Update 
Mechanism facilitates continuous learning by storing past interactions 
in a replay buffer. Prioritized experience replay is employed to 
update the DDQL networks more effectively, whereas policy/value 
updates for PPO and SAC are performed through batch gradient 
ascent and descent. Target networks are updated periodically to 
stabilize training and mitigate oscillations in learning. This iterative 
refinement process enables the agent to evolve its scheduling 
strategies over time, achieving ideal performance in dynamic cloud 
environments. The pseudocode of the hybrid scheduling frame is 
given in Table 1.

5

Figure 2
Diagram depicting the proposed model's flow 

  Initialize environment and agents (DDQL, PPO, SAC)
  Initialize replay buffers
  Loop while the system is running:
      Get the current system state
      // Select action using a hybrid agent
      Use DDQL to estimate Q-values
      Use PPO to get policy probabilities
      Use SAC to sample entropy-regularized action
      Combine outputs from DDQL, PPO, and SAC
      Select the best task-VM assignment
      // Check for VM failures
      If VM is at high risk of failure:
          Reassign or migrate task to healthy VM
      Execute selected action (schedule task to VM)
      Observe new state and compute reward:
          - Reward for on-time task completion, low energy, high 
Throughput
          - Penalty for delays, deadline misses, failures
      Store experience in replay buffers
      // Periodically update agent models
      If it is time to update:
          Update DDQL Q-network
          Update PPO policy
          Update SAC actor-critic models
  End Loop

Note: DDQL = Double Deep Q-Learning, PPO = Proximal Policy Optimization, 
SAC = Soft Actor-Critic, VM = virtual machine.

Table 1
Pseudocode: hybrid scheduling framework
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4.2. DDQL model
Figure 3 shows the results of DDQL. This strong RL method 

aims to fix the problems with regular DQNs, namely their tendency to 
overestimate Q-values. In DQNs, the Q-value update relies on selecting 
and evaluating the best action using the same network, which can lead 
to an optimistic value bias. This overestimation significantly affects 
performance in highly dynamic or partially observable environments, 
such as real-time systems with task deadlines, uncertain resource 
availability, and potential node failures.

To address this, DDQL decouples the action selection and action 
evaluation processes by utilizing the following two separate neural 
networks:

1)  Primary Q-network (s, a;θ): Used to select action with the 
highest estimated value.

2)  Target Q-network (s, a;θ−): Used to compute the target 
-value for learning updates.

The key innovation of DDQL lies in the way it calculates the 
following target -value:

Where:

1)  : Immediate reward received after taking action ‘ ’ in state ‘ ’
2)  ‘ ’: Next state
3)  : Discount factor representing the importance of future rewards
4)  : Parameters of the primary network
5)  : Parameters of the target network (updated periodically from )

Decoupling the networks in this way guarantees that the 
assessment of the chosen action is more stable and less prone to bias, 
thereby producing more accurate Q-value estimations.

DDQL acts as an intelligent, learning-based scheduler in real-
time cloud settings when timely execution and fault resilience are 
vital. Unlike conventional rule-based methods, the DDQL agent learns 
appropriate scheduling rules dynamically depending on system changes 
via constant interaction with the surroundings.  At every decision point, 
the agent notes the present system state, which consists of several 
elements, including task-specific criteria, including deadlines, projected 
execution durations, and priority levels. Besides the nature of the job, 
the agent monitors the health of the available VMs in the areas of 
historical reliability, CPU load, memory utilization, and availability.  
Such realizations will inform the decision of a VM to run specific 
activities at current load levels.

In addition, real-time network factors such as latency and 
bandwidth available are also considered, which influence the overall 
delays in communication and performance. Of paramount importance 
in causing the agent to make more regular scheduling decisions are 
fault-related indicators such as past failure rates and predicted fault 
probability. All the potential scheduling options are evaluated according 
to the anticipated long-term utility. Minimizing the number of deadline 
misses, minimizing energy use, preventing problems with task 
execution, and maintaining a balanced load balance across VMs are the 
key objectives of the system that the given reward signal is particularly 
intended to represent.  DDQL assists in developing robust scheduling 
strategies that enhance the performance and resilience of the system in 
the long-term by incorporating the following several and sometimes 
conflicting goals into the process of learning.

The DDQL-based scheduler undergoes the following iterative 
learning process:

1)  State encoding: The current system status is converted into a high-
dimensional state vector representing all relevant metrics.

2)  Action selection: An action (task-to-VM assignment) is selected 
using an ε-greedy policy, where:
a.  With probability ‘ϵ’, a random action is chosen (exploration).
b.  Probability 1−ϵ1 selects the action with the highest estimated 

-value (exploitation).
3)  Environment transition: The selected task is scheduled to the 

chosen VM, resulting in a new state and a reward that reflects the 
success or failure of that decision (e.g., timely execution, failure 
recovery, and resource utilization efficiency).

4)  Experience replay: The tuple (s, a, r, s′) is stored in a replay buffer, 
and mini-batches are randomly sampled for training, breaking 
the correlation between sequential updates and improving data 
efficiency.

5)  Network update: The primary network is updated to minimize 
the loss between predicted and target Q-values. Periodically, the 
target network is synchronized with the primary network to stabilize 
learning.

6)  Policy improvement: Over time, the DDQL agent learns to 
prioritize scheduling actions that yield long-term system benefits, 
achieving adaptive and resilient scheduling behaviour even in task 
bursts, resource contention, or hardware failures.

4.3. PPO integration
Figure 4 shows the state-of-the-art policy gradient approach 

in RL called PPO, which strikes a compromise between stable and 
reliable learning requirements and the necessity for effective learning. 
In contrast to value-based approaches, such as -learning, that seek to 
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determine the best values for actions, PPO is a policy-based method 
that optimizes the policy that links states to actions. Its integration into 
real-time scheduling systems enhances the ability of the learning agent 
to make nuanced, stable decisions in highly dynamic environments.

Policy gradient approaches aim to determine the best policy 
πθ(a|s), where θ is a parameter that maximizes the predicted cumulative 
reward. Generally, one should move the policy parameters toward the 
expected return's gradient while updating the policy. However, altering 
the policy in big chunks might result in disastrous policy deterioration if 
you are not careful. A clipped surrogate goal, introduced by PPO, limits 
the policy update size, making learning more stable and preventing this 
issue.

The clipped objective function in PPO is as follows:

Where:

1)   is the probability ratio.
2)   is the estimated advantage function.
3)  ϵ is a hyperparameter (typically 0.1 to 0.3) that controls the extent 

of clipping.
4)  Et denotes the expectation over timesteps (t) during sampled 

trajectories in RL.

This goal keeps the new policy from straying too far from the 
previous one by lowering the chance ratio. The outcome is a more 
cautious but steady rise in policy performance. In real-time systems, 
PPO is a policy optimizer that improves the scheduling agent's ability 
to choose actions. PPO uses stochastic policies, which let the agent 
respond more flexibly to changing system conditions. This is different 
from deterministic policies, which may not work as well in uncertain or 
random situations. This flexibility is helpful when the rate at which tasks 
come in changes, the way resources are used changes, or the system fails 
in an unexpected way. The agent's decision-making process is guided 
by a state vector that contains all the knowledge about the system. This 
vector usually has task-related parameters like execution time, deadline, 
and priority. It also includes important information from VMs, such as 
their availability, current workload, and past reliability. Also considered 
are outside factors such as network slowness and the chance of failure, 
which gives a complete picture of how the system is working. PPO uses 
this input to learn the probability distribution of possible actions, where 
each action represents a possible task-to-VM assignment. The agent does 
not choose the most likely action deterministically; instead, it samples 
actions from this learned distribution. This random quality makes people 
want to look into alternative options, which stops local optima and 
makes the system more resilient. PPO also ensures that policy changes 
are consistent and gradual by using a clipped surrogate objective. This 
stops scheduling behavior changes from becoming unstable.

4.4. SAC module
SAC is a new RL algorithm based on the maximum entropy 

framework. It promotes both high reward and high entropy (exploration). 
This makes SAC especially useful in changing and unpredictable 
places, such as real-time cloud systems, where job scheduling and fault 
tolerance need to be flexible and strong.

The SAC architecture shown in Figure 5 comprises the following 
three neural networks:

1)  Actor-network: Produces a stochastic policy by outputting a 
probability distribution over actions for a given state.

2)  Critic networks (Q1 and Q2): Estimate Q-values for given state-
action pairs. Having two critics reduces overestimation bias.

3)  Temperature parameter (α): Governs the compromise between 
discovery (entropy) and profit maximization (exploitation).

The core objective of SAC is to maximize the following entropy-
augmented expected return:

 ℋ 

Where:

1)  ℋ  stays the entropy of the policy at state 
2)  α adjusts the importance of the entropy term .

SAC helps the system keep different decision paths open in 
real-time scheduling. This lowers the chance of deterministic policies 
locking into bad strategies. It is very good for situations where workload 
patterns and failure conditions change, because it can handle continuous 
action spaces and keep exploring even after convergence.

4.5. Hybrid DDQL scheduler design
The Hybrid DDQL Scheduler is the main part of the proposed 

smart real-time scheduling system that makes decisions. It combines 
three cutting-edge RL algorithms—DDQL, PPO, and SAC—into a single 
framework to get around the problems with each of them on their own. 
Every method adds its own benefits that help the system make decisions 
that are fault-tolerant, adaptable, and reliable in the very dynamic and 
unpredictable circumstances that are common in cloud computing.

The hybrid DDQL scheduler has three complementary RL 
modules. Each module has a different but nonetheless important role 
in making real-time task scheduling better. The DDQL module is in 
charge of value-based learning. It also uses a dual-network design to 
guess Q-values for state-action pairs. This means that there is an online 
network and a target network. This distinction leads to more consistent 
convergence by lowering the bias that makes people overestimate 
what they learn in regular Q-learning. Its power lies in optimizing 
cumulative incentives to learn optimal task-to-VM allocations. On the 
other hand, the PPO module uses a policy gradient method to make 
stochastic policies that work better in situations with a lot of noise or 
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parameters that change quickly. It uses a clipped surrogate goal function 
to make sure that policy updates stay within a stable range, which keeps 
training from becoming random. This module is especially useful for 
scheduling problems where the system state is only partially visible or 
not predictable.

The SAC module, on the other hand, encourages a deeper 
investigation of the action space, which makes the system better at making 
decisions. Entropy regularization in SAC makes sure that the agent does 
not commit to any strategy too soon in the learning process. This makes 
people more flexible and adaptable, which is especially useful in places 
where things can go wrong or get too busy all of a sudden. SAC makes 
the scheduler better able to deal with uncertainty and changing system 
needs by letting it choose from a wide range of actions.

State acquisition: The system collects comprehensive real-
time data, including task specifications (e.g., deadline, length, and 
criticality), VM states (e.g., CPU utilization, memory availability, and 
reliability score), and environmental metrics (e.g., bandwidth, latency, 
and failure rate).

1)  Individual policy inference:
a.  The DDQL module evaluates the Q-values and selects the action 

with the highest expected return.
b.  The PPO module computes a probability distribution over the 

action space and samples a policy-compliant action.
c.  The SAC module produces an action by balancing the reward 

expectation with entropy to maintain exploratory flexibility.

2)  Weighted ensemble decision mechanism:
a.  A fusion function integrates the three modules' output actions or 

action values.
b.  Weights are not static; instead, they are dynamically adjusted 

based on real-time scheduling context, such as the following:
•  Historical success rates (reward trend history)
•  System-level performance metrics (Throughput, task failure 

rates)
•  Task-specific urgency (approaching deadlines or high priority)
•  Detected fault likelihood (predicted or historical failures on 

VMs)

3)  Action execution and feedback:
a.  The selected action (i.e., task-to-VM assignment) is executed.
b.  The environment responds with a reward and updated system 

state.
c.  All three modules update their internal models using the 

experience, enabling continued learning.

Combining these learning techniques guarantees that no one 
model dominates decision-making across all scenarios in the hybrid 
DDQL scheduler. Rather, it constantly responds to changing system 
circumstances and performance requirements, providing a robust, fault-
tolerant, and performance-efficient scheduling mechanism for cloud-
based real-time contexts.

4.5.1. Weighted ensemble decision mechanism
The outputs of DDQL, PPO, and SAC are integrated through a 

weighted ensemble decision mechanism. The weights are not static; 
instead, they are dynamically updated based on real-time scheduling 
performance. Let i∈{D,P,S} denote DDQL, PPO, and SAC, respectively. 
At each scheduling cycle t, each algorithm produces action-value 
estimates Qi(st,a) or policy distributions.

1)  Performance scoring

For each algorithm, performance indicators such as throughput 
(TH), DMR, EC, and FTSR are monitored over a sliding window. A 
normalized performance score is computed as follows:

Where  is the normalized metric value and  are predefined 
importance weights (∑αk = 1).

2)  Weight calculation

Dynamic weights are obtained using a softmax function with 
sensitivity parameter β.

3)  Ensemble decision

The final decision is derived from the weighted -value 
aggregation:

The action is then chosen as follows:

If at time t, the normalized scores yield  = 0.75,  = 0.55, 
 = 0.60, and β = 10, the resulting weights are  = 0.70,  = 

0.08, and  = 0.22. In this case, DDQL contributes most to the final 
scheduling action due to its higher performance score. This mechanism 
ensures that the scheduler adapts weights according to the current 
system context, favouring the algorithm most effective under prevailing 
workload and fault conditions.

4.6. Planning and allocation of resources
The proposed hybrid RL system guarantees intelligent, dynamic, 

and fault-tolerant work management in real-time cloud settings through 
its scheduling and resource allocation techniques. The approach aims 
to achieve multiple system objectives concurrently: reducing task 
deadline violations, optimizing resource utilization, decreasing EC, and 
enhancing the overall FTSR. At the start of each scheduling cycle, the 
agent talks to the cloud environment to find a high-dimensional status 
vector that shows important system information. This includes things 
such as task-specific features, such as deadline, execution time, and 
priority level; VM-related metrics like CPU load, memory availability, 
and historical dependability; and environmental factors such as 
network delay, energy utilization, and expected failure rate. The hybrid 
scheduling agent looks at all the alternative task-to-VM allocations 
based on this composite state and chooses the best one using a weighted 
combination of DDQL, PPO, and SAC decision outputs. The basis 
of the method is to find a balance between different system goals by 
making trade-offs.   For a high-priority task with a short deadline, a 
lightly loaded VM with a high-reliability score may be allocated, even 
if it uses more energy, because timeliness and availability are more 
important than energy economy. To save electricity, lower-priority 
tasks could be put off or planned on nodes that use less energy. This 
prioritization is possible because the agent's learned reward function 
takes into consideration numerous goals.

R = λ_1 Throughput −λ_2 DeadlineMissRate −λ_3 
EnergyConsumption −λ_4⋅FaultPenalty may be written generally as 
follows: System-tuneable weights that specify the value of every objective 
define λ1, λ2, λ3, and λ4. The approach also includes fault condition 
adaptive scheduling. Based on real-time fault prediction data, the agent 
proactively moves or replicates important activities to healthier VMs when 
it sees the probability of a VM failure. To guarantee that rescheduling 
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activities may still be finished without SLA breaches, the agent values 
MTTR and task deadlines. Furthermore, the scheduler adjusts its policies 
to improve next judgments by always learning from prior events. In this 
sense, resource allocation is not fixed; it changes based on feedback. The 
system modifies the VM state, task queue dynamics, and energy profiles 
as work is done. The learning model may change how it schedules things 
in real time based on these modifications. This cycle makes sure that the 
system is always aware of changes in workload and is powerful enough 
to handle overloads or faults. In the end, the suggested approach makes 
it possible to manage resources effectively and securely, which lets the 
cloud system meet rigorous real-time needs while also maximizing long-
term operating efficiency. The hybrid learning model is a good fit for 
modern distributed computing environments that need high availability 
and smart automation because it can combine fault prediction, dynamic 
prioritization, and multi-objective optimization.

5. System Architecture and Workflow
This section covers the proposed hybrid DDQL-based fault-

tolerant scheduler for real-time cloud computing systems, along with 
its methodology and architecture. By combining learning models with 
monitoring, scheduling, and fault recovery aspects, the architecture 
makes sure that the system can respond to faults and changing 
workloads in real time.

5.1. Cloud environment configuration
The system works in a simulated real-time cloud computing 

environment that is meant to seem like the way real cloud infrastructures 
work, with all their changes and unknowns. The key parameters and 
component specifications of this simulated cloud setup are summarized 
in Table 2.

There is a pool of VMs in this simulated environment, each with 
its own set of capabilities and behaviours. There is also a steady stream 

of different jobs that need to be done quickly with limited resources.  
Each VM has a certain amount of processing power, measured in 
MIPS, which is a measure of how powerful the VM is.  Also, VMs 
have variable amounts of resources available to them, like CPU cores, 
memory (RAM), and bandwidth. These resources affect how well they 
can host and perform different kinds of operations.  Additionally, the 
failure probability of each VM is incorporated to replicate real-world 
scenarios where hardware or software malfunctions can impede job 
performance. This probabilistic failure model is very important for 
figuring out how well the system can handle faults. Tasks that come 
into the system are jobs that users or apps have sent in and are defined 
by a number of different parameters. These include the following:

1)  Arrival time (aᵢ): The time a task is submitted to the cloud system.
2)  Execution time (eᵢ): The estimated time required to complete the 

task.
3)  Deadline (dᵢ): The latest allowable time for completing the task 

without violating SLAs.
4)  Priority (pᵢ): An importance level assigned to each task, influencing 

scheduling decisions—especially under overloaded or failure 
conditions.

5)  Resource requirements (rᵢ): The CPU, memory, and bandwidth 
needed to execute the task effectively. Tasks may be CPU-intensive, 
memory-bound, or I/O-intensive, and their placement on appropriate 
VMs is crucial for system performance.

This rich and dynamic environment provides a challenging 
testbed for evaluating intelligent, learning-based scheduling and fault 
recovery strategies.

5.2. Real-time scheduling flow
The scheduling process is orchestrated in three key phases: An 

overview of these workflow stages, their corresponding components, 
and functional roles is summarized in Table 3.
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Component Parameter Description
Virtual 
machines

Processing capacity (MIPS) Defines the computational speed of a VM (e.g., 1000 to 3000 MIPS), which affects how quickly 
it can process tasks.

Available resources Specifies the VM's available CPU cores, memory (e.g., 2GB–8GB), and bandwidth (e.g., 
100–1000 Mbps).

Failure probability Represents the likelihood of a VM encountering a failure during execution, typically modelled 
between 0.01 and 0.1.

Tasks Arrival time (aᵢ) The timestamp when a task enters the cloud system for scheduling.
Execution time (eᵢ) The estimated time required to complete the task on a given VM.
Deadline (dᵢ) The task must be completed by the cutoff time to avoid SLA violations.
Priority (pᵢ) A numerical value (1 to 5) indicates the importance of the task, influencing its scheduling order.
Resource requirements (rᵢ) Specifies the task's demand for CPU cycles, RAM, and network bandwidth.

Note: MIPS = Million Instructions Per Second, SLA = service-level agreement, VM = virtual machine.

Table 2
Cloud environment configuration

Stage Component Description
1. State observation Monitoring module Captures current VM/task status and failures
2. Decision making Hybrid DDQL scheduler Integrates DDQL + PPO + SAC for action selection
3. Execution Task executor Allocates tasks to selected VMs and initiates execution
4. Feedback and learning RL agent trainer Updates the RL model based on rewards and outcomes

Note: DDQL = Double Deep Q-Learning, RL = reinforcement learning, SAC = Soft Actor-Critic, SLA = service-level agreement.

Table 3
Workflow stages and components
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1)  Task monitoring and state observation:

The system monitors incoming tasks and VM states (resource 
utilization, queue lengths, failures, etc.). The state space is updated in 
real time and fed into the Hybrid DDQL agent.

2)  Action selection and resource allocation:

Based on the observed state, the agent selects actions (e.g., VM-
task mappings) using the hybrid RL strategy. The value-based DDQL 
helps estimate the long-term reward of actions, whereas the PPO and 
SAC components ensure policy robustness and stability.

3)  Execution and feedback update:

Once a decision is made, the selected VM executes the task. The 
scheduler receives feedback on execution success, time, EC, and fault 
status. This feedback updates the learning model to improve future 
scheduling decisions.

5.3. Fault detection and recovery process
The system includes a proactive fault management layer. It 

detects hardware/software failures using log analysis, heartbeat 
signals, and threshold-based monitoring. The major components and 
their respective roles in the fault-handling process are summarized in 
Table 4. Upon detection, tasks assigned to the failed VM are reassigned 
to another available VM within the defined MTTR using the trained 
policy network.

6. Experimental Setup
This section outlines the simulation platform, datasets, 

performance metrics, and comparative models used to evaluate the 
effectiveness of the proposed hybrid scheduling approach.

6.1. Dataset and simulation tools
The experimental setup was deployed within a controlled, 

simulated cloud environment to validate the proposed fault-tolerant 
scheduling mechanism. The evaluation leverages benchmark 
workloads from real-world cloud data centre traces to ensure realistic 
and representative task patterns. The simulation framework is designed 
to replicate the dynamics of actual cloud computing environments, 
including resource heterogeneity, task unpredictability, and fault 
occurrences. 

The complete simulation environment configuration, including 
tools, platforms, and datasets used for modelling and validation, 
is summarized in Table 5. The simulation environment integrates 
multiple platforms and tools, each tailored to a specific layer of cloud 
infrastructure modelling and learning-based optimization: A widely used 
discrete event simulation toolkit that allows researchers to model cloud 
data centres, VM provisioning, scheduling algorithms, and resource 
allocation policies. CloudSim simulates various IaaS-level components, 
including hosts, VMs, and tasks (cloudlets). It provides detailed control 
over system parameters such as bandwidth, memory, processing power 
(MIPS), and task workloads. The configuration doesn't employ a live 
deployment of OpenStack, but it does use a simulated middleware 
layer to emulate OpenStack-like features like creating and moving 
VMs dynamically and injecting faults. This abstraction enables the 
assessment of dynamic resource adaptation in reaction to VM failures 
or resource saturation, together with fault recovery mechanisms. To 
make intelligent scheduling and fault tolerance possible, we apply deep 
reinforcement learning (DRL) methods as DDQL, PPO, and SAC. 
TensorFlow and PyTorch are two Python-based RL programs that 
speed up training by using GPUs and let you change hyperparameters 
easily. These are the tools that are used to build and train these models. 
In trace-driven simulations that try to show how tasks really behave, 
workloads from the Google Cluster and PlanetLab datasets are used. 
These databases have information about task arrival rates, resource 
use, task length, and failure records. This makes it possible to model 
workloads that are different, change over time, and come in bursts. The 
infrastructure setup shows a range of VM types, such as small, medium, 
and large instances. These VMs have varying CPU cores (1–8), memory 
sizes (512MB–8GB), and processing speeds (100–1000 MIPS). This 
variety helps you test load balancing, resource-aware scheduling, and 
DRL agent adaptation across several VM setups.

6.2. Performance metrics 
When evaluating the suggested Hybrid DDQL-based fault-

tolerant scheduling method in real-time cloud settings, significant 
performance metrics considered were system resilience, scheduling 
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Component Function
Fault detector Identifies anomalies or missed heartbeats
Fault responder Triggers task reassignment within MTTR
Reinforcement agent Selects the optimal VM for the reassigned 

task
Recovery validator Confirms successful task migration and 

resumption
Note: MTTR = mean time to recovery, VM = virtual machine.

Table 4
Fault handling components

Tool/platform Purpose Configuration details
CloudSim Cloud infrastructure simulation Simulates data centres, hosts, VMs, task scheduling, energy con-

sumption, and fault modelling
OpenStack (simulated) Middleware abstraction fault modelling Emulates OpenStack APIs for VM creation, deletion, dynamic scal-

ing, and controlled fault injection
RL libraries DRL agent implementation in Python TensorFlow 2.x and PyTorch were used to build and train DDQL, 

PPO, and SAC models
Dataset Task behaviour modelling Uses Google Cluster and PlanetLab workload traces (task duration, 

arrival rate, failure logs)
Environment specs Infrastructure diversity modelling VM types: Small (1 core, 512MB, 100 MIPS), Medium (4 cores, 

4GB, 500 MIPS), Large (8 cores, 8GB, 1000 MIPS)
Note: DQL = Double Deep Q-Learning, DRL = deep reinforcement learning, MIPS = Million Instructions Per Second, PPO = Proximal Policy Optimization, SAC = 
Soft Actor-Critic, VM = virtual machine.

Table 5
Simulation environment setup
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efficiency, and energy awareness. The FTSR tells you how well the 
system can recover from mistakes and remain working without any 
problems with services. To find it, divide the total number of affected 
tasks by the number of jobs that were successfully finished once the 
error was fixed. A higher FTSR means that you are better at handling 
problems.

MTBF quantifies the system's reliability by measuring the 
average duration between two consecutive failures. It is defined as 
follows:

A longer MTBF implies fewer interruptions and a more stable 
cloud infrastructure.

Complementing MTBF, MTTR indicates how quickly the system 
recovers from faults. It is calculated using the following:

Lower MTTR values reflect faster recovery, which is essential 
for real-time applications requiring minimal service delays.

The DMR evaluates scheduling efficiency by measuring the 
proportion of tasks that fail to be completed within their deadline 
constraints. It is given by the following:

A lower DMR signifies better real-time responsiveness and task 
management. To emphasize the scheduler's energy efficiency, we also 
looked at how much energy it used to figure out how much power 
all the VMs used while they were doing their tasks. To keep clouds 
running, they need to use as little energy as possible. Lastly, throughput 
shows how many jobs the system can do at once by demonstrating 
how many jobs were done well in a certain amount of time.   Higher 
throughput statistics mean that tasks are being handled better and 
resources are being used as efficiently as feasible. These performance 
indicators together show that the proposed hybrid RL strategy has 
advantages over traditional fault-tolerant scheduling methods by 
showing improvements in system resilience, scheduling accuracy, and 
operational sustainability. 

6.3. Comparative model and baseline
Using many well-recognized baseline and RL-based scheduling 

models in real-time cloud computing, a comparative study was done 
to validate the performance of the proposed hybrid value-policy-
based DDQL scheduler. The Static Priority-Based Scheduling (SPS) 
method is the initial baseline model as it provides fixed priorities to 
activities and arranges them depending on stationary criteria. SPS is 
computationally efficient and simple, but it cannot manage errors 
properly and lacks the flexibility to fit changing workloads. Based on 
their deadlines, the second reference model—the Earliest Deadline First 
(EDF) scheduling method dynamically organizes jobs [46]. EDF lacks 
fault-tolerant techniques and fails under overload scenarios, even if it 
provides superior 

real-time responsiveness than stationary models. Value-based 
RL was represented using the Deep Q-Learning (DQL) algorithm with 
respect to learning-based baselines [47]. DQL selects behaviors that 
maximize long-term rewards after estimating Q-values using a neural 
network. DQL suffers in high-dimensional continuous action contexts 
common to cloud systems, even if it is efficient in discrete environments. 
Included as an additional baseline was the state-of-the-art policy 

gradient technique PPO. PPO presents trimmed substitute goals for 
consistent policy updates under stability. On the other hand, employed 
alone, it might converge to poor rules in fast-changing or fault-prone 
settings. Selected for its entropy-based regularization—which balances 
exploration and exploitation in continuous control tasks—the SAC 
model. Although SAC has been demonstrated to function effectively 
under uncertainty, it requires careful hyperparameter tweaking and 
large computing resources. The proposed hybrid DDQL Scheduler 
provides a robust scheduling agent capable of fault recovery, deadline 
management, and adaptive decision-making by means of value-based 
DQL coupled with policy-based PPO and SAC. This hybridization helps 
the system to balance the stability and generality of policy optimization 
with quick learning from value estimation, thereby outperforming all 
individual baselines for response time, fault recovery, throughput, and 
energy economy.

7. Results and Discussion
The complete findings of the hybrid DDQL-based fault-tolerant 

scheduler in real-time cloud computing systems are presented in this 
part, together with a thorough analysis of the system's performance 
over several important criteria. The proposed method is compared to 
a number of baseline methods based on fault tolerance, recovery time, 
throughput, energy efficiency, and job completion efficiency.

7.1. FTSR
One of the most important ways to judge how well fault recovery 

methods work in cloud computing systems is by looking at the FTSR. 
It tells you how many tasks were finished following a fault recovery 
event. This shows how well the system can manage failures and get 
back to work.

As expected, the Hybrid DDQL-based scheduler works better 
than standard baseline methods such as SPS and EDF scheduling. Both 
SPS and EDF have set ways to manage tasks, but they do not have 
any built-in ways to recover from faults, which makes them especially 
vulnerable to problems caused by VM failures. This leads to low 
FTSR readings, especially when there are more faults. The Hybrid 
DDQL scheduler, on the other hand, can change how it works when 
anything goes wrong because it uses RL algorithms like DDQL, PPO, 
and SAC. The learning model continuously optimizes the task-to-VM 
mappings, reassigning tasks promptly to available VMs with the least 
penalty to completion time. This dynamic, adaptive behavior allows 
the Hybrid DDQL scheduler to achieve consistently high FTSR values, 
demonstrating robust fault tolerance.

Table 6 and Figure 6 show that the Hybrid DDQL scheduler 
exhibits significantly higher FTSR values than all baseline methods, 
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Number 
of Nodes

SPS 
(%)

EDF 
(%)

DQL 
(%)

PPO 
(%)

SAC 
(%)

Hybrid 
DDQL 

(%)
100 35 45 55 60 65 90
200 30 40 50 58 63 87
300 25 37 45 53 58 85
400 20 35 42 51 56 82
500 18 33 40 48 54 80

Note: DDQL = Double Deep Q-Learning, DQL = Deep Q-Learning, EDF = Ear-
liest Deadline First, FTSR = fault tolerance success rate, PPO = Proximal Policy 
Optimization, SAC = Soft Actor-Critic, SPS = Static Priority-Based Scheduling.

Table 6
FTSR comparison
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with steady performance across different node counts. The FTSR drops 
with increased nodes but remains consistently higher than the other 
models, confirming its superior fault tolerance.

7.2. Failure recovery time and MTTR
The MTTR is a key performance metric that evaluates how 

quickly the system can recover from a failure event and resume task 
execution. A lower MTTR indicates a faster recovery, which is crucial 
for maintaining system performance and minimizing task delays in real-
time cloud computing environments. The baseline models, including 
SPS and EDF, suffer from slow fault recovery times due to their lack 
of adaptive failure handling. For instance, in both SPS and EDF, tasks 
are either dropped or queued for manual reassignment, resulting in 
prolonged recovery times. On the other hand, the Hybrid DDQL 
scheduler, leveraging RL, not only detects faults but also determines 
the most suitable VM for task reassignment, drastically reducing 
recovery time. The hybrid nature of the learning approach enhances 
the system's ability to recover quickly. DDQL provides effective 
value-based decision-making, while PPO and SAC contribute to faster 
convergence by handling the exploration-exploitation trade-off. This 
synergy allows the system to minimize downtime between task failure 
and reassignment.

As shown in Table 7 and Figure 7, the Hybrid DDQL scheduler 
demonstrates a remarkable reduction in MTTR compared to all baseline 
models. The recovery times are significantly lower, highlighting the 
scheduler's fault detection and recovery efficiency. As the number of 

nodes increases, the MTTR for Hybrid DDQL increases slightly, but it 
remains far superior to other methods.

7.3. MTBF
MTBF measures the average time between two consecutive 

failures in the system. A higher MTBF indicates a more reliable system 
with fewer failures.

Compared to the baseline models, the Hybrid DDQL scheduler 
excels in extending the MTBF. The scheduler's ability to proactively 
handle failures and redistribute tasks ensures that VM failures are less 
frequent and have minimal impact on the system's overall reliability. 
This is due to the dynamic task-to-VM mapping and adaptive scheduling 
based on real-time conditions.

In contrast, with their static scheduling methods, SPS and EDF 
are more prone to cascading failures as tasks are either dropped or stuck 
in overloaded VMs, leading to increased failure rates. The DQL, PPO, 
and SAC models show moderate improvements over SPS and EDF due 
to their ability to adapt to task load variations. However, they still fall 
short of ensuring fault tolerance over prolonged periods.

The Hybrid DDQL scheduler shows the highest MTBF across all 
node configurations, indicating the most reliable fault-tolerant system 
shown in Table 8 and Figure 8.

7.4. Task DMR
The DMR quantifies the number of tasks that fail to meet their 

deadlines relative to the total number of tasks submitted. A lower DMR 
signifies a better ability of the system to manage task execution within 
the specified time constraints. The Hybrid DDQL scheduler maintains 
a significantly lower DMR across all node configurations than the 
baseline models. This is a direct result of the scheduler's dynamic nature, 
which allows it to make real-time decisions based on task priority, VM 
availability, and failure status. The learning-based approach allows the 
scheduler to balance the trade-off between task completion time and 
system load, ensuring minimal violations of deadlines. In comparison, 
traditional methods like SPS and EDF struggle to handle deadline 
management effectively in dynamic environments. With its static nature, 
SPS often causes significant delays in task execution, whereas EDF, 
although deadline-sensitive, is not resilient to failures and overloads, 
which causes higher DMR.

As seen in Table 9 and Figure 9, the Hybrid DDQL scheduler 
demonstrates the lowest DMR and achieves superior task management 
under real-time conditions.

7.5. Throughput and energy efficiency
Throughput refers to the number of tasks successfully executed 

within a given period, whereas energy efficiency reflects the amount 
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 Figure 6
FTSR comparison 

Note: DDQL = Double Deep Q-Learning, DQL = Deep Q-Learning, EDF = Ear-
liest Deadline First, FTSR = fault tolerance success rate, PPO = Proximal Policy 
Optimization, SAC = Soft Actor-Critic, SPS = Static Priority-Based Scheduling.

Number of nodes SPS (seconds) EDF (seconds) DQL (seconds) PPO (seconds) SAC (seconds)
Hybrid DDQL 

(seconds)
100 120 110 80 70 65 30
200 130 120 85 75 70 35
300 140 130 90 80 75 40
400 150 140 100 90 85 45
500 160 150 110 100 95 50

Note: DDQL = Double Deep Q-Learning, DQL = Deep Q-Learning, EDF = Earliest Deadline First, MTTR = mean time to recovery, PPO = Proximal Policy Opti-
mization, SAC = Soft Actor-Critic, SPS = Static Priority-Based Scheduling.

Table 7
MTTR comparison
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of power consumed during task execution. These two metrics are 
essential for assessing the overall operational efficiency of cloud 
computing systems. As shown in Table 10 and Figure 10, the proposed 
Hybrid DDQL scheduler consistently achieves the highest throughput 
across different node configurations compared to SPS, EDF, DQL, 
PPO, and SAC models. Although baseline approaches demonstrate 
gradual improvements over SPS and EDF, their performance still lags 
significantly behind Hybrid DDQL. The proposed model completes 
more tasks per unit time due to its adaptive task-to-VM allocation and 
efficient fault recovery, thereby enhancing system responsiveness under 
dynamic conditions.

In terms of energy efficiency, Hybrid DDQL again outperforms all 
baselines, consuming the least energy across all node scales. Traditional 
models such as SPS and EDF exhibit the highest energy usage, 
attributed to their static nature and inability to adapt resource allocation 
dynamically. Learning-based models (DQL, PPO, and SAC) improve 
upon these baselines by reducing overhead through adaptive scheduling; 
however, their EC remains higher than Hybrid DDQL. By proactively 
balancing task deadlines, system load, and energy constraints, Hybrid 
DDQL minimizes wasted resources and ensures sustainable cloud 
operations. Overall, the comparative analysis highlights that the Hybrid 
DDQL scheduler not only maximizes throughput but also achieves 
superior energy efficiency, clearly distinguishing its performance from 
both traditional and single-algorithm RL approaches.
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Number 
of nodes

SPS 
(hours)

EDF 
(hours)

DQL 
(hours)

PPO 
(hours)

SAC 
(hours)

Hybrid 
DDQL 
(hours)

100 24 30 45 50 55 120
200 22 28 42 47 52 115
300 20 25 40 45 50 110
400 18 23 38 43 48 105
500 16 20 35 40 45 100

Note: DDQL = Double Deep Q-Learning, DQL = Deep Q-Learning, EDF = 
Earliest Deadline First, MTBF = mean time between failures, PPO = Proximal 
Policy Optimization, SAC = Soft Actor-Critic, SPS = Static Priority-Based 
Scheduling.

Table 8
MTBF comparison

Number 
of Nodes

SPS 
(%)

EDF 
(%)

DQL 
(%)

PPO 
(%)

SAC 
(%)

Hybrid 
DDQL 

(%)
100 25 20 15 13 10 5
200 28 23 18 16 12 7
300 30 25 20 18 14 10
400 32 27 22 20 16 12
500 34 30 24 22 18 15

Note: DDQL = Double Deep Q-Learning, DMR = deadline miss ratio, DQL = 
Deep Q-Learning, EDF = Earliest Deadline First, PPO = Proximal Policy Op-
timization, SAC = Soft Actor-Critic, SPS = Static Priority-Based Scheduling.

Table 9
DMR comparison

 Figure 7
MTTR comparison 

Note: DDQL = Double Deep Q-Learning, DQL = Deep Q-Learning, EDF = 
Earliest Deadline First, MTTR = mean time to recovery, PPO = Proximal Policy 
Optimization, SAC = Soft Actor-Critic, SPS = Static Priority-Based Scheduling.

 Figure 8
MTBF comparison 

Note: DDQL = Double Deep Q-Learning, DQL = Deep Q-Learning, EDF = 
Earliest Deadline First, MTBF = mean time between failures, PPO = Proximal 
Policy Optimization, SAC = Soft Actor-Critic, SPS = Static Priority-Based 
Scheduling.

 Figure 9
DMR comparisons 

Note: DDQL = Double Deep Q-Learning, DMR = deadline miss ratio, DQL = 
Deep Q-Learning, EDF = Earliest Deadline First, PPO = Proximal Policy Op-
timization, SAC = Soft Actor-Critic, SPS = Static Priority-Based Scheduling.
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7.6. Comparative analysis with conventional mode 
A comprehensive comparative analysis of the Hybrid DDQL 

scheduler versus traditional fault-tolerant scheduling models is 
necessary to demonstrate the supplementary benefits of employing RL 
methodologies in cloud computing environments. The hybrid DDQL 
approach combines DDQL, PPO, and SAC to give a powerful solution to 
the changing nature of resource management, task scheduling, and fault 
tolerance. The hybrid DDQL scheduler generally trumps all other models 
when the FTSR is 90%. This is far more than SPS and EDF, which do 
not work well when things go wrong, because they do not move. DQL, 
PPO, and SAC all show improvements, but none are as strong as the 
Hybrid DDQL scheduler. The hybrid DDQL scheduler has the smallest 
MTTR (30 seconds), which suggests that it is good at swiftly fixing 
mistakes and moving work around. The baseline techniques, especially 
SPS, take a lot longer to recover, which shows that they can not respond 

quickly to mistakes. You need to know MTBF in order to understand 
how reliable a system is. The hybrid DDQL scheduler suggests that 
there would be fewer failures over time, with the highest MTBF (120 
hours). On the other hand, SPS and EDF fail more often, which lowers 
their MTBF values. The Hybrid DDQL scheduler has a low DMR (5%), 
which shows that it can meet deadlines. It does better than all the other 
models, such as PPO and SAC, which also do well but still miss more 
deadlines than the Hybrid DDQL strategy. The Hybrid DDQL scheduler 
has the highest throughput (250 tasks/time), which is the same as the RL 
approaches' ability to manage tasks well and recover quickly. Because 
they are immobile and can not handle changing workloads, traditional 
models such as SPS and EDF have lower throughput. Energy efficiency 
is a key consideration in contemporary cloud settings. The Hybrid 
DDQL scheduler is the most energy-efficient, using only 15 kWh. This 
is less than the baseline models, which use more energy since they do 
not handle tasks and recover from failures as well.
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Number 
of nodes

SPS_
Throughput

EDF_
Throughput

DQL_
Through-

put

PPO_
Through-

put

SAC_
Through-

put

Hybrid_
DDQL_

Through-
put

SPS_
Energy

EDF_
Energy

DQL_
Energy

PPO_
Energy

SAC_
Energy

Hybrid_
DDQL_
Energy

100 150 160 180 190 200 250 30 28 25 23 21 15
200 140 150 170 180 190 240 33 31 28 26 24 18
300 130 140 160 170 180 230 36 34 31 29 27 21
400 120 130 150 160 170 220 39 37 34 32 30 24
500 110 120 140 150 160 210 42 40 37 35 33 27
Note: DDQL = Double Deep Q-Learning, DQL = Deep Q-Learning, EDF = Earliest Deadline First, PPO = Proximal Policy Optimization, SAC = Soft Actor-Critic, 
SPS = Static Priority-Based Scheduling.

Table 10
Throughput and energy efficiency comparison

 Figure 10
Throughput and energy efficiency versus number of nodes 

Note: DDQL = Double Deep Q-Learning, DQL = Deep Q-Learning, EDF = Earliest Deadline First, PPO = Proximal Policy Optimization, SAC = Soft Actor-Critic, 
SPS = Static Priority-Based Scheduling.
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7.7. Practical deployment considerations
Although simulation-based evaluations demonstrate the 

efficiency of the proposed Hybrid DDQL scheduler, several practical 
deployment aspects require consideration. First, the hybrid integration 
of DDQL, PPO, and SAC inevitably increases computational overhead 
compared to single-algorithm schedulers. However, the majority of 
the training process is performed offline, and lightweight inference 
combined with model compression ensures that runtime scheduling 
decisions can still be made within near real-time constraints. 
Second, the proposed scheduler can be integrated into existing cloud 
management platforms such as OpenStack or Kubernetes by deploying 
it as an external scheduling module, leveraging existing APIs for 
VM placement and task assignment. This allows compatibility with 
widely used cloud infrastructures without significant architectural 
modifications. Finally, although the experiments were limited to 500 
nodes, the ensemble mechanism scales effectively to larger systems 
since the computational complexity of weight updates and decision 
aggregation grows linearly with the number of actions rather than the 
number of nodes. Nevertheless, extending the framework to extremely 
large-scale infrastructures (e.g., thousands of nodes) will benefit from 
distributed training and hierarchical scheduling strategies, which are 
outlined as a future direction.

8. Conclusion
This study proposed a Hybrid DDQL scheduler for adaptive 

fault-tolerant scheduling in real-time cloud systems. By integrating 
value-based DDQL with policy-based RL methods such as SAC, 
the framework leverages the strengths of both paradigms to enhance 
adaptability, efficiency, and resilience against failures. Experimental 
results demonstrate that the proposed scheduler consistently outperforms 
conventional methods, including EDF, SPS, and single-algorithm 
RL models, by achieving higher FTSRs, faster recovery times, and 
improved performance metrics such as deadline adherence, energy 
efficiency, and system throughput. Practical deployment considerations 
were also addressed. Although hybrid integration increases training 
complexity, runtime inference remains lightweight through offline 
training and model compression. The scheduler is compatible with 
platforms such as OpenStack and Kubernetes, enabling integration 
through existing APIs. Furthermore, the ensemble mechanism scales 
linearly with task assignments, supporting larger infrastructures beyond 
the 500 nodes evaluated in this study. Future research will focus on 
validating the framework in real-world cloud testbeds, extending it to 
multi-cloud and edge environments, incorporating federated learning, 
and improving explain explainability of decision-making. Overall, the 
Hybrid DDQL scheduler represents a practical and effective solution 
for reliable, efficient, and adaptive cloud operations.
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