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Abstract: Cloud service providers may accidentally damage or delete user data in cloud storage, leading to data loss without user notifica-
tion. To mitigate this, public auditing mechanisms are becoming increasingly crucial. However, many existing systems rely on third-party
auditors (TPAs), which provide efficiency and fairness but remain vulnerable to malicious behavior. This risk stems from reliance on a
centralized third party, highlighting the need for more secure methods. Blockchain technology offers a viable solution to mitigate this risk.
By decentralizing the auditing process, blockchain eliminates reliance on a TPA, ensuring that data integrity validation is distributed and
secure. Blockchain’s transparency and immutability make it ideal for strengthening data auditing in cloud storage. In this enhanced auditing
approach, cloud providers collaborate to validate data, establishing a decentralized framework. The process begins with the collection of
data from traditional databases and its division into blocks for encryption. The adaptive EI-GAMAL algorithm, enhanced by the Enhanced
Predator Success Rate of Gazelle Optimization, encrypts the data. The encrypted blocks are then stored in the cloud using the divide and
conquer table (D&CT) concept, ensuring continuous updates to the location and metadata associated with the data. Each block contains a
file ID, user ID, file data, and version number, which updates upon data modification or deletion. The location table keeps track of the file’s
location, which is also updated during the D&CT operation. This mechanism safeguards sensitive data and ensures its integrity through
decentralized auditing. The performance of this blockchain-based auditing approach is validated against traditional methods, demonstrating
greater effectiveness and security.

Keywords: decentralized big data auditing, blockchain, key optimization, divide and conquer table, adaptive EI-GAMAL, enhanced
predator success rate of gazelle optimization

1. Introduction

Cloud computing has gained significant popularity among indi-
vidual users and businesses due to its ability to provide services as
general utilities, such as water and electricity [1]. It serves as an
efficient mechanism for managing and delivering information and
communication technology resources toremote users [2]. By leverag-
ing virtualization techniques, cloud computing enables the efficient
utilization of a vast pool of connected computing assets, including
services, computing power, and storage [3]. As a rapidly emerging
organizational computing approach, it offers several advantages, such
as scalability, cost efficiency, and ample storage capacity [4]. Many
organizations choose to outsource their data to cloud servers for pro-
cessing and storage [ 5]. However, ensuring data integrity and security
in cloud environments is a critical challenge, particularly given the
increasing reliance on big data analytics [6].

*Corresponding author: Prasanna Kumar Rangarajan, Department of
Computer Science and Engineering, Amrita Vishwa Vidyapeetham, India. Email:
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Verifying the integrity of data stored on cloud servers is a
complex and urgent challenge in cloud computing [7]. Data audit-
ing mechanisms allow users to ensure the integrity of their data
on remote cloud servers without needing to retrieve it [8]. Based
on the role of the verifier, data auditing approaches can be clas-
sified into public and private auditing [9]. Enhancing blockchain
methodologies presents a promising solution by offering an append-
only distributed database model that supports the development of
a decentralized, transparent, and secure platform for cloud stor-
age [10]. A blockchain consists of multiple interconnected nodes
managed through distributed ledger technology, making it highly
resistant to tampering and forgery [11]. Once data is recorded
on the blockchain, it cannot be modified, ensuring strong data
integrity [12]. This feature makes blockchain a more secure alterna-
tive to conventional data verification methods. However, blockchain
technology cannot be directly integrated into traditional auditing
mechanisms due to its inefficiency in handling large volumes of
data [13]. Additionally, incorporating third-party auditors (TPAs)
into a decentralized blockchain system is challenging due to the
centralized nature of TPAs [14].

© The Author(s) 2025. Published by BON VIEW PUBLISHING PTE. LTD. This is an open access article under the CC BY License (https://creativecommons.org/
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Significant security challenges hinder the effectiveness of con-
ventional cloud-based big data auditing mechanisms [15]. One of
the primary concerns is ensuring data integrity for users operating
on untrusted platforms provided by cloud service providers (CSPs)
[16]. Since outsourced data is stored remotely, users lose direct con-
trol over their information, raising concerns about data security and
ownership [17]. Moreover, the integration of data in cloud stor-
age is closely linked to veracity, one of the four key characteristics
of big data—velocity, volume, veracity, and variety [18]. Veracity,
which refers to the accuracy and reliability of data, is difficult to
maintain in cloud environments [19]. Furthermore, securing large
volumes of information in cloud storage presents additional secu-
rity risks [20]. To address these challenges, this study explores the
integration of blockchain and data auditing mechanisms, leading to
the development of a blockchain-based data auditing framework for
cloud storage. The key objectives of the proposed decentralized big
data auditing strategy for cloud storage based on blockchain are as
follows:

1) To design a decentralized big data auditing mechanism that
enhances the reliability and integrity of the auditing process.

2) To encrypt data using the adaptive EI-GAMAL (AEI-GAMAL)
encryption scheme, with key optimization achieved through
the Enhanced Predator Success Rate of Gazelle Optimization
(EPSRGO) algorithm.

3) To develop the EPSRGO algorithm by improving the traditional
Gazelle Optimization Algorithm (GOA) for key optimization,
thereby enhancing performance.

4) To store encrypted data in the cloud using the divide and conquer
table (D&CT) approach, which updates the information table
and location array to facilitate the data auditing process.

5) To evaluate the proposed decentralized big data auditing mech-
anism by comparing it with traditional optimization algorithms
and cryptographic approaches across various performance
metrics.

The decentralized big data auditing strategy for cloud storage
based on blockchain includes the upcoming sections. Section 2 pro-
vides an overview of existing data auditing mechanisms. Section 3
presents the decentralized framework for big data auditing in cloud
storage, focusing on adaptive encryption and enhanced optimization
techniques. Section 4 details the AEI-GAMAL encryption approach
and the enhanced optimization strategy for secure cloud storage
over a blockchain network. Section 5 introduces an intelligent data
auditing scheme for big data in the cloud using the D&CT model.
Section 6 discusses the solutions offered by the proposed decen-
tralized big data auditing mechanism based on blockchain. Finally,
Section 7 concludes the study by summarizing key findings and
future research directions.

2. Existing Works

2.1. Related works

In 2020, Mohan et al. [21] presented a cloud data audit-
ing method using Merkle trees and blockchain. Merkle trees
enable efficient data integrity verification, while blockchain ensures
secure, immutable audit logs. The proposed model improves secu-
rity and reduces computational overhead compared to traditional
methods.
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In 2019, Yu et al. [22] proposed a decentralized big data
auditing framework for smart city environments using blockchain
technology. By leveraging smart contracts, the system ensures
secure, transparent, and automated data auditing without relying on
third-party auditors (TPAs). The approach enhances data integrity
and privacy but faces challenges related to blockchain scalability
and computational overhead.

In 2025, Liu et al. [23] presented a blockchain-assisted
framework for fine-grained data deduplication and integrity audit-
ing in cloud storage. By combining deduplication techniques
with blockchain technology, the model enhances storage effi-
ciency while ensuring data integrity and security. The approach
effectively reduces redundancy and computational overhead but
faces challenges related to blockchain scalability and transaction
delays.

In 2015, Liu et al. [24] proposed MuR-DPA, a secure pub-
lic auditing framework for dynamic big data storage in cloud
environments. By using a multi-replica Merkle hash tree (MHT)
with a top-down leveled structure, the model efficiently verifies
data integrity while supporting dynamic data operations such as
updates and deletions. The approach enhances audit efficiency
but introduces computational overhead in managing multiple data
replicas.

In 2020, Lekshmi et al. [25] proposed a blockchain-based data
auditing system using smart contracts to automate and secure the
audit process in cloud storage. The approach enhances data integrity,
reduces reliance on TPAs, and ensures transparent, tamper-proof
audit logs. However, challenges like smart contract vulnerabilities
and deployment costs are identified.

In 2022, Shu et al. [26] proposed a blockchain-based decen-
tralized public auditing framework for cloud storage. By integrating
smart contracts, the system automates the audit process, ensur-
ing secure, transparent, and tamper-proof data verification without
relying on TPAs. While enhancing trust and security, the method
faces challenges such as blockchain scalability and transaction
costs.

In 2019, Fan et al. [27] presented Dredas, a blockchain-based
decentralized data auditing scheme designed for Industrial IoT envi-
ronments. By leveraging smart contracts, the system automates and
enhances the reliability of data auditing while ensuring security and
transparency. The approach efficiently handles large-scale IoT data
but may face challenges such as network latency and smart contract
vulnerabilities.

In 2020, Li et al. [28] proposed a blockchain-based pub-
lic auditing framework for big data in cloud storage. The system
ensures secure, transparent, and tamper-proof audit logs while
enabling TPAs to verify data integrity without compromising user
privacy. Although effective for large-scale data environments,
it faces challenges related to blockchain scalability and storage
overhead.

In 2025, Zhang et al. [29] presented a blockchain-based
framework for privacy-preserving deduplication and integrity audit-
ing in cloud storage. The proposed system ensures data pri-
vacy and integrity by leveraging blockchain’s decentralized and
immutable features. It incorporates privacy-preserving techniques
to deduplicate data efficiently while enabling secure auditing,
reducing the risks associated with unauthorized access or data
tampering. The approach addresses challenges such as maintain-
ing data confidentiality, scalability, and performance in cloud
environments.
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2.2. Research gaps and challenges

The concept of big data has gained significant attention
from both academic and governmental sectors worldwide. Big
data is generated from various sensor networks and computational
technologies and is stored in cloud environments. Ensuring the
auditability and integrity of big data is essential for maintaining
its analytical functionality. The cloud environment offers flexible
services, allowing data owners to access high-performance comput-
ing resources anytime and anywhere. Additionally, data auditing
enables data owners to detect malicious activities by CSPs that
may compromise data integrity. Numerous studies have been con-
ducted to develop decentralized big data auditing schemes for cloud

storage, addressing key merits and limitations, as illustrated in
Table 1. Blockchain technology [30] minimizes cost utilization and
enhances data security. However, it consumes a significant amount
of power and faces scalability limitations due to its restricted block
size. The MHT [31] is widely used to verify data integrity with
minimal disk space requirements. However, it has high time com-
plexity and security vulnerabilities. Blockchain technology [32]
also improves transparency and trust, ensuring data fidelity. Yet, it
is prone to private key management issues and makes data mod-
ification difficult. The fair trade mechanism [24] enhances data
security and ensures fair transactions while enabling asset tokeniza-
tion. However, it is costly and time-consuming, making it unsuitable
for real-time applications. Blockchain [33] effectively prevents

Table 1
Features and challenges of conventional decentralized big data auditing scheme for cloud storage
Author [citation] Methodology Features Challenges
Mohan et al. [21] Utilizes Merkle trees for data integrity « Efficient data * Potential latency in
verification and blockchain for secure, integrity checks blockchain transactions
immutable audit logs. » Enhanced security * Storage overhead due to
through blockchain blockchain data growth
immutability

Yu et al. [22] Blockchain-based decentralized auditing

framework using smart contracts for big

data in smart cities.

Liu et al. [23] Blockchain-based framework combin-

ing fine-grained data deduplication and
integrity auditing for cloud storage.

Liu et al. [24]

of dynamic big data in cloud storage.

MuR-DPA framework using a multi-replica .
Merkle hash tree for secure public auditing

Reduced compu-
tational overhead

 Eliminates the * Blockchain scalability
need for third-party issues in large-scale data
auditors environments

Ensures data integrity
via blockchain
immutability

Smart contracts auto-
mate auditing tasks

Potential computa-
tional overhead for smart
contract execution

« Efficient data dedu- * Potential scalability issues
plication for storage with blockchain growth
optimization  Latency concerns during

Blockchain ensures blockchain transactions
secure and immutable

audit logs

Reduces compu-

tational overhead

during audits

Efficient
multi-replica auditing
Supports dynamic
data operations
(insertion, deletion,
updates)

Reduces audit

Increased computation
overhead for managing
multiple data replicas
Potential scalability con-
cerns for extremely large
data sets

complexity with a
top-down leveled
structure

(Continued)
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Table 1
(Continued)
Author [citation] Methodology Features Challenges

Lekshmi et al. [25]

data verification in cloud storage.

Shu et al. [26]

cloud data verification.

Fan et al. [27]

Industrial IoT environments.

Blockchain-based auditing system using
smart contracts for secure and automated

Blockchain-based decentralized public audit-
ing framework with smart contracts for

Dredas: Blockchain-based decentralized data
auditing scheme using smart contracts for

Automated audit pro-  * Potential vulnerabilities in
cess through smart smart contract code
contracts Deployment costs asso-
ciated with blockchain
integration

Ensures secure,
tamper-proof audit
logs

Reduces reliance on
third-party auditors

« Eliminates reliance * Blockchain scalabil-
on third-party ity issues for large data
auditors volumes

Ensures transparent, Transaction costs may
tamper-proof audit increase with frequent
logs audits

Improves secu-

rity against data

tampering

Decentralized, reduc-  * Potential network latency
ing reliance on in large IoT systems
central auditors Smart contract vulnera-
Automated audit bilities may pose security

processes via smart risks
contracts
« Efficiently handles
large-scale Industrial
IoT data
Lietal. [28] Blockchain-based public auditing framework  * Ensures secure, * Blockchain scalability
for big data in cloud storage. tamper-proof audit issues with large data
logs volumes
 Enables public * Increased storage over-
auditing without head due to audit log
compromising user growth
privacy
* Optimized for large-
scale cloud data
environments
Zhang et al. [29] Blockchain-based framework for secure * Protects data con- « Efficiency and per-
cloud storage, focusing on privacy- fidentiality during formance in large
preserving deduplication and integrity deduplication and datasets
auditing. auditing » Blockchain operations
« Efficiently elimi- and cryptographic tech-

nates redundant data,
saving storage space

niques can increase
computational costs

third-party intervention in transactions. However, it encounters
challenges in data updates and is complex to implement. The
MHT [34] provides efficient data verification and prevents dupli-
cate transactions. However, it has high CPU consumption and is
computationally inefficient. Similarly, the MHT [35] can securely
encrypt and fragment data blocks, ensuring data integrity. How-
ever, it is computationally intensive and difficult to implement in
new systems. The integrity verification scheme [36] protects against
malicious attacks and ensures data privacy. However, it fails to
address data quality concerns and exhibits poor performance effi-
ciency. To address these challenges, a novel decentralized big data
auditing scheme for cloud storage based on blockchain technology
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is proposed. This approach aims to enhance data security, trans-
parency, and auditability while mitigating the limitations of existing
methodologies.

3. Decentralized Framework of Big Data Auditing
Scheme for Cloud Storage: Adaptive Encryption
and Enhanced Optimization

3.1 Description of proposed system

The increasing popularity of cloud computing and the rapid
advancement of high-speed internet have significantly enhanced
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collaborative work environments and data-sharing capabilities, par-
ticularly in the fields of artificial intelligence and big data. The
evolution of cloud computing has led to substantial advancements
in technology and computer science [37, 38]. As a result, many
organizations are adopting cloud services, which allow data owners
to access high-performance computing resources remotely at any
time [39]. This capability reduces the reliance on local computing
infrastructure, thereby minimizing costs associated with resource
management. Additionally, cloud consumers are relieved from the
burden of managing complex computing systems and local data
storage [40].

Despite these advantages, cloud storage introduces several
security challenges, including malicious modifications, data cor-
ruption, unauthorized access, and potential data loss [41]. As data
volumes continue to grow in the big data sector, numerous research
efforts have focused on improving security and integrity mech-
anisms. Ensuring data integrity is crucial for extracting accurate
insights from big data while maintaining security [42]. Traditional
data auditing mechanisms rely on the Merkle Hash Tree (MHT)
to verify data integrity by comparing its root hash with the cloud-
stored data [43]. However, these conventional approaches fail to
provide robust security and integrity guarantees.

An enhanced blockchain-based mechanism offers a decentral-
ized, transparent, and trust-enhancing framework for cloud storage
security. However, blockchain technology cannot be directly
integrated into traditional data auditing mechanisms due to its
inefficiency in handling large-scale data records. The proposed
decentralized big data auditing mechanism for cloud storage using
blockchain technology is diagrammatically illustrated in Figure 1.

An enhanced data auditing strategy for cloud storage is devel-
oped based on blockchain technology to maximize the reliability
and scalability of data auditing results. Unlike traditional methods,
this approach eliminates the need for a TPA, as CSPs collaborate to
verify data integrity, forming a decentralized blockchain network.
Initially, data is collected from classical data sources and partitioned
into blocks for encryption. The encryption process is performed
using the AEI-GAMAL algorithm, optimized with the EPSRGO
algorithm. Once encrypted, the data is securely stored in the cloud
using the D&CT framework. Within this framework, both the data
table and the data array are continuously updated to facilitate the
data auditing process.

The data array includes key attributes such as the file ID, ver-
sion number, file data, and user ID, which remain consistent across
all blocks. The version number updates dynamically based on dele-
tion or modification operations. Additionally, each file’s region
contains a location table that records its storage location, which
is also updated whenever D&CT operations modify the data. This
process ensures that sensitive data integrity is preserved within the
cloud environment.

The performance of the proposed decentralized public auditing
strategy for data storage is evaluated against conventional mecha-
nisms across various performance metrics to assess its effectiveness
and efficiency.

The decentralized public auditing strategy designed for data
storage was validated against traditional mechanisms, using vari-
ous performance factors to ensure its effectiveness, reliability, and
efficiency.

3.1.1. Benchmarking against established methods

Traditional mechanisms, such as TPAs and cryptographic
integrity checks, provide well-known performance benchmarks.
Comparing the decentralized approach against these ensures that it
meets or exceeds existing standards.

Figure 1
The diagrammatic representation of recommended
decentralized big data auditing mechanism for cloud storage
based on blockchain

Utilized to
encrypt
the data

Require optimal key
for encryption

——

Suggested AEI-GAMAL based
data encryption

Input data I

Suggested
EPSRGO

4}

To minimize the time and
memory size

Optimal key is selected
to encrypt the data

Securely uploading
and transferring the
data

Blockchain
technology

Decryption of data with
same optimal key

‘ Data audition by TPA

< Audited data output >

3.1.2. Security and integrity assurance

Traditional auditing techniques rely on cryptographic proofs
like message authentication codes, homomorphic authenticators, or
Merkle trees. Evaluating the decentralized strategy against these
methods ensures that it provides equivalent or improved data
integrity verification.

3.1.3. Performance metrics evaluation

Computational Overhead: Ensuring that the decentralized
auditing does not introduce excessive computation compared to
centralized or traditional methods.

Storage Overhead: Comparing how much additional metadata
or cryptographic proofs the new system requires.

Verification Time: Checking if the decentralized auditing
process is efficient and does not introduce delays.

3.1.4. Scalability and latency analysis

Traditional approaches may face bottlenecks when dealing
with large-scale cloud storage. Testing the decentralized method
under similar conditions helps assess its scalability and latency in
real-world applications.

3.1.5. Eliminating single points of failure

Traditional auditing often relies on a central entity (e.g., a
trusted TPA). The decentralized approach must prove that it reduces
central points of failure while maintaining or improving verification
accuracy.
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3.1.6. User privacy and trust

Some traditional methods require users to expose their data to
TPAs, posing privacy concerns. The decentralized strategy should
demonstrate that it provides equivalent or better privacy protection
while maintaining transparency.

3.2. Auditing mechanism in cloud sector

The cloud auditing mechanism is used to generate hash values
for encrypted data retrieved from cloud servers and to create digi-
tal signatures, ensuring data integrity verification. However, many
existing mechanisms fail to protect user privacy, making data acces-
sible to external auditors. Users do not require an auditing technique
that introduces new data leakage risks, especially when external
auditors are only responsible for validating data accuracy as per
contractual agreements.

Additionally, auditing is resource-intensive, as data owners
often have limited computational resources while managing large
volumes of data. To address this challenge, the auditing process is
delegated to multiple designated auditors responsible for verifying
the accuracy of cloud-stored data. The cloud auditing mechanism is
illustrated in Figure 2.

Figure 2
The illustration of auditing mechanism in the cloud sector

Cloud service provider

Proof

i
Challenge E
i

TPA

Audit request

Generating key

Public key generation

4. Adaptive EI-GAMAL for Data Encryption and
Enhanced Optimization for Cloud Storage over the
Blockchain Network

4.1 Enhanced predator success rate of gazelle
optimization

The EPSRGO algorithm is an improved version of the tradi-
tional GOA, which is inspired by the behavioral characteristics of
gazelles. The conventional GOA models both the grazing behavior
of gazelles and their ability to evade predators. It is effective in
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solving real-time optimization problems and producing high-quality
results.

However, in the traditional GOA, the predator success rate
(PSR) is fixed at 0.34, limiting the model’s adaptability and
flexibility. To address this limitation, the EPSRGO algorithm
dynamically estimates the PSR based on the fitness values of the
GOA, enhancing its overall performance. The GOA formulation
is provided in Equation (1).
%J{i’; % bst fit (1)

Here, the worst and mean fitness measures of the GOA are
specified. Next, the best fitness of the GOA is defined. The working
process of the conventional GOA is given as follows:

The traditional GOA [44] is inspired by the survival capabilities
of gazelles. Gazelles are among the primary food sources for various
predators. They are social animals and have a strong instinct for
escaping predators. Gazelles possess a keen sense of smell, sight, and
hearing. These traits inspired the design of the GOA algorithm. The
modeling of the GOA is presented in this section.

The first stage of the GOA is the initialization of the member
population, as defined in Equation (2).

PSR =

42,1 922 0 92e—1 92,
9jk : 2

dm,1 9m2 " 9me—1 9m,e

The present member population is denoted as Q. The variable g;
points to the place of the j population in the & dimension, and the
issue dimension is denoted as e. The overall member populations
are specified as m.

The population of the GOA is created arbitrarily utilizing
Equation (3).

qjk = rd X (ubk - lbk) + lbk (3)

The factor rd denotes the arbitrary integer. The issue’s upper and
lower bounds are indicated as ub;, and [b; correspondingly.

The fittest or strongest gazelles excel at evading predators,
detecting threats, and alerting others. Thus, the optimal solution is
represented as the top gazelle to generate an Elite matrix. The Elite
matrix is used to determine and search for the gazelle’s next position.
The Elite matrix is formulated in Equation (4).

10 C12  Cle—1 Qe
q2,1 92,2 q2,e—1 4’2,
Elite = o ¢ 4)
qjk :
q’m,l q’m,2 q,m,e—l q’m,e

The top gazelle vector is indicated as ¢’; 4, and that is copied times
to create the matrix.

The exploitation stage models gazelles grazing in the absence
of predators. At this stage, gazelles move in Brownian motion.
Equation (5) defines this phase.

gazelle, | = gazelle, + 1.5 % §C * (Elite,, - gc * gazellen) 5)

_—
Here, the next execution answer is denoted as gazelle and

n+1°
the present execution answer is indicated as gazelle,. The gazelle’s
grazing speed is pointed as #, and the term §c refers to the vector
that includes the arbitrary integer specifying the Brownian motion.
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The uniform arbitrary integer’s vector is referred to as S, and that
falls in the interval between 0 and 1.

The exploitation phase is regarded as the escape stage from a
predator. The gazelle begins running once it detects a predator. At
this stage, the gazelle reacts by employing a Lévy flight. Equation
(6) models the gazelle’s behavior in this phase.

gazelle, | = gazelle, + T.a.CF # S« §C * (Elite,, - §N * gazellen)
(6)

Here, the direction’s sudden change is denoted as o, and the

top speed is indicated as 7. The factor §N represents the vector of
arbitrary integers according to the Levy distributions. The predator’s
behavior in this phase is formulated in Equation (7).

——

gazelle, | = gazelle, + T.a.CF §C * (Elite,, - §N * gazellen)

0

indicates the

u
Here, the term CF = (1— u ) Umax
Umax

attribute that manages the predator’s movement.
The effect of PSR is estimated in Equation (8).

gazelle, , |
gazelle, + CF [125 +85% (ug - IB)] wV if s < PSRs
B gazelle, + [PSRs (1 — s) + 5] (gazelle . — gazelle 3,2) else
(®)

In the conventional GOA, the PSR value is set to 0.34 that
degrades the system’s efficacy. So, the value of PSR is newly
determined by using Equation (1) in the proposed approach.

Here, the attribute V indicates the binary vector that is gen-
erated by creating an arbitrary integer s in [0, 1] such that
> |0, ifs<0.2
V= X

1, otherwise
of gazelle. The flow chart of the recommended EPSRGO is offered
in Figure 3. Moreover, Algorithm 1 illustrates the pseudo-code of
the recommended EPSRGO task.

s1 and s, are the random indices of the matrix

Algorithm 1

Implemented EPSRGO
The population variables and iteration count initialization.
The objective function calculation.
Foru=1 to Upax
Forj=1 to Ny,
Estimate the PSR value utilizing Equation (1).
Perform the Fitness-Oriented Assessment (FOA) scheme.
Execute the exploitation stage based on the Brownian motion
and Levy flight in Equations (5) and (6).
Formulate the predator’s behavior by applying Equation (7).
Model the PSR effect by adopting Equation (8).
Update the better positions.

End

End
Process the executions iteratively to attain optimal solutions.
Return the optimal answers.

End

Figure 3
The flow chart of the recommended EPSRGO

Population initialization

!

Fitness value evaluation

Yes

N

[ PSR value evaluation using Eq. (1)

|

Perform the exploitation phase

|

Position updating

J

v

Return the optimal values

End

4.2. Conventional EI-GAMAL technique

The EI-GAMAL algorithm [45] is based on the Diffie—
Hellman key exchange for public-key cryptography and is an
asymmetric key algorithm. This scheme was introduced in 1985
by Taher El-Gamal. It is based on discrete logarithm problems
and incorporates encryption and digital signature algorithms. This
approach enhances the security of the cryptosystem. The EI-
GAMAL cryptosystem consists of three stages: key generation,
encryption, and decryption.

4.2.1. Key generation phase

This stage initializes from the creation of a high prime order
0 of the cyclic set H = {1, 2,...0 — 1} form that the generator 4 is
elected. The private key of the receiver is b also chosen from H.
From these public attributes, the receiver’s public key c is estimated
utilizing Equation (9).

c=h"mod Q )
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The private key of the receiver is denoted as b, and this is secured
privately in the receiver’s possession. The integration of the pub-
lic attributes is referred to as the public key. The public key of the
sender is termed as {%, Q, c}.

4.2.2. Message encryption phase

In this stage, the sender detects the arbitrary integer y from the
cyclic set H. Based on the public key {4, O, ¢} s, the message n is
encrypted by the sender by evaluating {d;, d,}. Equation (10) for the
public key and Equation (11) formulate for the ciphertext.

dy =h mod Q (10)

dy =n+*c” mod Q

(11)

The integrated message is denoted as {d, d,}, and it is forwarded to
the receiver.

4.2.3. Decryption phase
In this stage, by extracting n utilizing Equation (12), the
recipient decrypts the message {d;, d,}.

d>

n=—
b
dy

mod O (12)

Here, the private key of the receiver is denoted as b, and the
public key is indicated as Q. The plaintext message is termed as 7.

Finally, the secured data is attained with the aid of the
EI-GAMAL approach.

4.3. Adaptive EI-GAMAL for data encryption

The EPSRGO algorithm adjusts attributes and generates the
key for data encryption and decryption. It is an enhanced version of
the traditional GOA. EPSRGO optimizes the key for GI-GAMAL
to reduce computation time and memory usage. The traditional
GOA provides highly competitive solutions, making it the preferred
choice for implementing the new algorithm in the decentralized big
data auditing mechanism for blockchain-based cloud storage.

However, the conventional GOA requires improvements in
convergence and execution time. Therefore, EPSRGO has been
implemented in this mechanism. An adaptive strategy is introduced
to optimize the key in the proposed encryption mechanism. Equation
(13) defines the objective function.

ob = arg min [tm + ms]
hym}

(13)

Here, the term ky" refers to the key in the binary part with val-
ues 0 or 1. Also, the time and memory size are denoted as specified
as tm and ms correspondingly.

Time: The overall period to complete the encryption task is
referred to as time tm. It is formulated in Equation (14).

_di

= 14
tm 7 (14)

Here, the distance and speed are denoted as di and sp
accordingly.

Memory size: The space that is needed to process the
encryption is referred to as memory size ms. It is derived in
Equation (15).

(15)

ms = lo X si

08

Here, the data location and the word size are specified as
lo and si correspondingly.

Figure 4 depicts the solution encoding diagram of the
AEI-GAMAL approach.

Figure 4
The solution encoding diagram of the suggested adaptive
EI-GAMAL task

EPSRGO

Minimization of time
and memory size

5. An Intelligent Auditing Scheme of Big Data in
Cloud Using Divide and Conquer Table

5.1. Location array and information

The D&CT approach is primarily used to find the optimal
solution to the given problem. Typically, it decomposes the given
problem into two or more subproblems and combines their solu-
tions to resolve it. In D&CT, array data structures are used to store
and process input data. Another key component is the information
table, which contains the user ID, file ID, file details, and version
number for each data block. These details are unique to each data
owner and remain consistent during data modifications. Whenever
data modifications occur, the location of the array and the infor-
mation table vary. When data is inserted, the array and information
table are updated. In contrast, their size decreases when the data
owner deletes data.

5.2 Data storage using D&CT process

Data storage is a key feature of the data auditing mechanism.
Fundamental operations such as insert, delete, modify, and append
are used in cloud computing to update user data. Cloud computing
requires the creation of an advanced data structure called D&CT
to prevent data attacks and support data updates. The data owner
constructs D&CT data structures before storing data blocks. D&CT
has two primary components: the logical index and the version
number.

5.2.1. Insert

In the data insertion process, new data is appended to the end
of the data block. Initially, the system identifies the position of the
last updated block and generates a new row adjacent to the final data
entry. The data owner assigns the logical index and version number
to the data block. The upper and lower boundaries of the D&CT are
incremented by 1. Finally, the block tag is generated, and the data
insertion is completed.

5.2.2. Delete

When the data owner needs to delete specific data, it is removed
from the D&CTs. The upper and lower boundaries are decremented
by 1 after deletion.
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5.2.3. Update

During an update operation, the data owner is responsible for
storing and managing the D&CT. The data structure facilitates the
data auditing design in the proposed approach, ensuring consistent
performance. However, it must maintain a similar structure dur-
ing insertion and deletion operations. However, these approaches
impose a high computational burden on the data owner. To enhance
the data auditing process, data modification is essential. In this case,
the data owner can modify the corresponding data block. Figure 5
illustrates the D&CT operations for cloud-based data auditing.

6. Results and Discussions

6.1. Experimental setup

The proposed decentralized big data auditing mechanism
for blockchain-based cloud storage was implemented in Python,
yielding promising results. The chromosome length was 16, and
the population size was 10. In addition, the maximum num-
ber of iterations was set to 50. Various optimization approaches
were employed to evaluate the proposed mechanism, including
Harris Hawks Optimization (HHO)-AEI-GAMAL [46], Hydro-
logical Cycle Algorithm (HCA)-AEI-GAMAL [47], Remora
Optimization Algorithm (ROA)-AEI-GAMAL [48], Giant Trevally
Optimizer (GTO)-AEI-GAMAL, Genetic Algorithm (GA)-AEI-
GAMAL [49], Particle Swarm Optimization (PSO)-AEI-GAMAL
[50], Black-Box Optimization (BBO)-AEI-GAMAL [51],
Flower Pollination Algorithm (FPA)-AEI-GAMAL, Grey Wolf
Optimization (GWO)-AEI-GAMAL, Bat Algorithm (BA)-AEI-
GAMAL, Firefly Algorithm (FA)-AEI-GAMAL, Cuckoo Search

Algorithm  (CS)-AEI-GAMAL, Moth-Flame Optimization
(MFO)-AEI-GAMAL, Gravitational Search Algorithm (GSA)-
AEI-GAMAL, and Differential Evolution (DE)-AEI-GAMAL.
Moreover, several conventional encryption algorithms, including
Data Encryption Standard (DES), Advanced Encryption Standard
(AES), Rivest-Shamir-Adleman (RSA) [52], and EI-GAMAL,
were employed to validate the system’s effectiveness.

6.2. Evaluation metrics

The factors contributing to the evaluation of the proposed
decentralized big data auditing mechanism for blockchain-based
cloud storage are outlined below.

6.2.1. Communication costs
Net costs refer to the expenses payable by the service provider
to the network provider for delivering telecommunication services.

6.2.2. Computational cost
It measures the amount of resources the network utilizes for
interference or training.

6.2.3. Chosen-plaintext attack (CPA)
It is a cryptanalysis attack that assumes the attacker can obtain
the ciphertexts for arbitrary plaintexts.

6.2.4. Known-plaintext attack (KPA)
A cryptanalysis attack in which the attacker has access to both
the plaintext and the corresponding ciphertext.

Figure 5
The operations of D&CT for the data auditing mechanism in the cloud
(a) (b)
LN|( v LN vl
D&CT [1] 1 1 D&CT[1] 1 1
D&CT2] | 2 [ 1 2 2 T
3 1
p&CcTR] | 3 | 1 4 1 \
DECE4 \ Inserted Block Deleted block
D&CT 8] 7 T3
D&CT[c2] | c-1 1
D&CT[c1] | ¢ 1
5 Shifting up
p&ct] | ¢1| 1 | Shiftingdown
D&CT[c+] c 1 Delete operation
Insert operation
(c)
LN Vi
D&CT; [1]| 1 1
2 121, 2
D&CTi [2] || < | Modified
D&CT; [3]]| 3 1 block
D&CT, [4]]| 4 1
D&CT; [5]] 5 1
D&CT, [6]| 6 1

Update operation
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6.2.5. Encryption time Figure 7
Used to measure the throughput of an encryption process. Communication cost of the recommended decentralized big
data auditing mechanism for cloud storage based on

6.2.6. Decryption time blockchain over divergent optimization algorithms
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storage based on blockchain is minimized by 18.3% of DES, 15.6%
of AES, 13% of RSA, and 20.6% of EI-GAMAL accordingly when
the number of blocks is 10. This is attained because the auditing
process is shared between various participants (auditors) instead of
depending on a central authority. Here, the developed EPSRGO-
AEI-GAMAL helps to transfer the significant information including
the encrypted hashes for auditing and acquires less and optimal
usage of network resources. Hence, it has been shown that the
designed task has better functionality rates than the other classical
approaches.

6.4. Computational cost validation of the
recommended decentralized big data auditing
mechanism for cloud storage based on blockchain
over diverse traditional algorithms and
cryptography approaches

The validation of the computational cost of the implemented
decentralized big data auditing mechanism for cloud storage based
on blockchain over multiple traditional cryptography approaches
and algorithms is depicted in Figures 8 and 9 appropriately. The
block size helped to validate the computational cost. When the
number of blocks is 12.5, the computational cost of the suggested
decentralized big data auditing mechanism for cloud storage based
on blockchain is decreased by 14% of HHO-AEI-GAMAL, 8.4%
of HCA-AEI-GAMAL, 15.6% of ROA-AEI-GAMAL, and 7.2% of
GTO-AEI-GAMAL in Figure 9(a) correspondingly. These results
have been attained with the support of the developed EPSRGO-
AEI-GAMAL as it has the efficiency to handle well-established
theoretical problems and reduces the operational complexity at the
time of verification. This leads to the reduction of loads on the
auditors and clients, resulting in lower computational cost for the
system. Thus, it is confirmed that the suggested scheme has better
performance rates than the pre-existing tasks.

Figure 8
Computational cost validation of the recommended
decentralized big data auditing mechanism for cloud storage
based on blockchain over divergent cryptography approaches

Figure 9

Computational cost validation of the recommended
decentralized big data auditing mechanism for cloud storage
based on blockchain over divergent optimization algorithms
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6.5. Convergence estimation of the developed
EPSRGO algorithm over diverse conventional
algorithms by varying the block sizes

Figure 10 illustrates the convergence validation of the
improved EPSRGO algorithm with various optimization algo-
rithms. By utilizing the iteration counts, the convergence is esti-
mated for the suggested EPSRGO algorithm. When the iteration
count is 40 for the suggested EPSRGO algorithm in Figure 10(a), the
convergence is enriched by 97.42% of GA-AEI-GAMAL, 97.4% of
PSO-AEI-GAMAL, 97.5% of BBO-AEI-GAMAL, 97.5% of FPA-
AEI-GAMAL, 97.45% of GWO-AEI-GAMAL, and 97.38% of
BA-AEI-GAMAL accordingly. From this experiment, it is revealed
that the suggested EPSRGO algorithm has better convergence rates
than the older mechanisms.

6.6. Statistical evaluation of the developed
EPSRGO algorithm over diverse conventional
algorithms by varying the block sizes

Table 2 elucidates the statistical investigation of the designed
EPSRGO algorithm with traditional algorithms. The designed
EPSRGO algorithm has improved by 13% of HHO-AEI-GAMAL,
12.8% of HCA-AEI-GAMAL, 25.4% of ROA-AEI-GAMAL,
5% of GTO-AEI-GAMAL, 4.2% of GA-AEI-GAMAL, 2.8% of

PSO-AEI-GAMAL, 3.7% of BBO-AEI-GAMAL, 2.4% of FPA-
AEI-GAMAL, 3.8% of GWO-AEI-GAMAL, 6.9% of BA-AEI-
GAMAL, 9.2% of FA-AEI-GAMAL, 1.9% of CS-AEI-GAMAL,
5.3% of MFO-AEI-GAMAL, 1.9% of GSA-AEI-GAMAL, and
2.9% of DE-AEI-GAMAL correspondingly when taking the best
measure. Therefore, it is demonstrated that the implemented
EPSRGO algorithm has higher functionalities (Table 2).

6.7. Analysis of CPA for the developed decentralized
big data auditing mechanism for cloud storage
based on blockchain over diverse conventional
algorithms and cryptography approaches

The CPA examination of the recommended decentralized big
data auditing mechanism for cloud storage based on blockchain was
performed over various cryptography approaches and algorithms
and depicted in Figures 11 and 12 accordingly. When focusing on
the number of blocks as 7.5 in Figure 12(c), the CPA of the suggested
decentralized big data auditing mechanism for cloud storage based
on blockchain is reduced by 73.6% of FA-AEI-GAMAL, 73.7% of
CS-AEI-GAMAL, 73.5% of MFO-AEI-GAMAL, 74.7% of GSA-
AEI-GAMAL, and 73.6% of DE-AEI-GAMAL appropriately. The
developed EPSRGO-AEI-GAMAL mechanism is resilient to CPA,
as it maintains encryption efficiency even when attackers obtain
partial plaintext—ciphertext pairs, preventing them from gathering

Figure 10
Convergence estimation of the suggested EPSRGO algorithm over divergent optimization algorithms
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Table 2
Statistical investigation of the designed EPSRGO algorithm over divergent optimization algorithms

ALGORITHMS Best Worst

HHO-AEI-GAMAL
HCA-AEI-GAMAL
ROA-AEI-GAMAL
GTO-AEI-GAMAL
GA-AEI-GAMAL
PSO-AEI-GAMAL
BBO-AEI-GAMAL
FPA-AEI-GAMAL
GWO-AEI-GAMAL
BA-AEI-GAMAL
FA-AEI-GAMAL
CS-AEI-GAMAL
MFO-AEI-GAMAL
GSA-AEI-GAMAL
DE-AEI-GAMAL
EPSRGO-AEI-GAMAL

1.004193299
1.008924043
1.005378592
1.005252002
1.005096771
1.003763233
1.000500602
1.01011602
1.004476603
1.015682629
1.008767248
1.006560971
1.022415552
1.001934653
1.006690381
1.000040039

1.120411202
2.104381464
1.065167263
1.474594631
1.28241375
1.087599839
1.606052337
1.022234561
1.40885592
1.480283286
1.037316269
1.032669151
1.445176964
1.224768281
1.234108441
1.231814906

Mean Median Standard deviation
1.036826731 1.008905082 0.045412782
1.020016071 1.008924043 0.108983015
1.010038762 1.005378592 0.012963717
1.022665306 1.005252002 0.075732963
1.032678414 1.005096771 0.055149064
1.012134418 1.006938588 0.019505159
1.033138819 1.002045065 0.097105588
1.011206688 1.01011602 0.003468105
1.012229954 1.004476603 0.041727713
1.027108718 1.015682629 0.049260402
1.014869733 1.015397758 0.007665665
1.018307581 1.006560971 0.01298637
1.072019926 1.022415552 0.116202799
1.024543335 1.001934653 0.037026649
1.027609801 1.006690381 0.058103653
1.015816445 1.010465161 0.02995017

Figure 11
CPA analysis of the recommended decentralized big data
auditing mechanism for cloud storage based on blockchain
over divergent cryptography approaches

B DES RSA EPSRGO-AEI-GAMAL
BN AES EEE EI-GAMAL
1.0 A
0.8 1
x 0.6 1
1o
£
<
&
© 0.4+
0.2 1
0.0 -
5 10 15 20 25
No. of Blocks

sufficient information to compromise the encrypted data. This
ensures that the suggested task has better efficacy.

6.8. Examination of KPA for the developed
decentralized big data auditing mechanism for
cloud storage based on blockchain over diverse
conventional algorithms and cryptography
approaches

Figures 13 and 14 showthe KPA examination ofthe implemented
decentralized big data auditing mechanism for cloud storage based
on blockchain over diverse classical cryptography approaches and
algorithms accordingly. When the number of blocks is 5 in Figure 13,

the KPA of the recommended decentralized big data auditing mech-
anism for cloud storage based on blockchain is minimized by 83%
of DES, 82.6% of AES, 81.4% of RSA, and 82.2% of EI-GAMAL,
respectively. This can be justified theoretically as follows. The
developed EPSRGO-AEI-GAMAL ensures the integrity and confi-
dentiality of the auditing data by making effective encryption against
KPA. Even if some plaintexts and ciphertexts are known, it is diffi-
cult for an attacker to derive information about the encryption keys
or other plaintexts. From this, it is ensured that the suggested task has
high effectiveness.

6.9. The encryption time validation of the
developed decentralized big data auditing
mechanism for cloud storage based on blockchain
over diverse conventional algorithms and
cryptography approaches

The research on the encryption time of the developed decen-
tralized big data auditing mechanism for cloud storage based on the
blockchain is conducted against conventional cryptography mech-
anisms and algorithms and is illustrated in Figures 15 and 16
appropriately. When taking the number of block sizes as 10 in
Figure 16(b), the encryption time of the recommended decentralized
big data auditing mechanism for cloud storage based on blockchain
decreasedby 9% ofGA-AEI-GAMAL, 10.7%0fPSO-AEI-GAMAL,
11.7% of BBO-AEI-GAMAL, 11.8% of FPA-AEI-GAMAL, 8.2% of
GWO-AEI-GAMAL, and 9.7% of BA-AEI-GAMAL accordingly.
The implemented EPSRGO-AEI-GAMAL provides less encryption
time due to efficient modular exponentiation, especially in decen-
tralized environments. This shows the developed system’s better
functionalities.

6.10. The decryption time validation of the
developed decentralized big data auditing
mechanism for cloud storage based on blockchain
over diverse conventional algorithms and
cryptography approaches

From Figures 17 and 18, the investigation of decryption time
in a designed decentralized big data auditing mechanism for cloud

13
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KPA Attack
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Figure 12
CPA analysis of the recommended decentralized big data auditing mechanism for cloud storage based on blockchain over
divergent optimization algorithms
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KPA analysis of the recommended decentralized big data
auditing mechanism for cloud storage based on blockchain

over divergent cryptography approaches
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Figure 14
KPA analysis of the recommended decentralized big data
auditing mechanism for cloud storage based on blockchain
over divergent optimization algorithms
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Figure 17
The decryption time validation of the recommended
decentralized big data auditing mechanism for cloud storage
based on blockchain over divergent cryptography approaches
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storage based on blockchain is performed over divergent cryptogra-
phy approaches and algorithms correspondingly. From Figure 18(b),
the decryption time of the new decentralized big data auditing mech-
anism for cloud storage based on blockchain is minimized by 77.5%
of GA-AEI-GAMAL, 69% of PSO-AEI-GAMAL, 63% of BBO-
AEI-GAMAL, 57.5% of FPA-AEI-GAMAL, 66.5% of GWO-AEI-
GAMAL, and 75.5% of BA-AEI-GAMAL appropriately when the
block size is 15. The implemented EPSRGO-AEI-GAMAL pro-
vides efficient decryption for auditing purposes, where only small
portions of the data are decrypted. This explains why the imple-
mented scheme has higher performance rates than the pre-existing
approaches in terms of decryption time.

7. Conclusion

The advanced data auditing mechanism for cloud storage has
been developed to enhance the reliability and scalability of data
auditing solutions. It does not require a TPA because cloud providers
collaboratively validate data, making it a decentralized blockchain
framework.

First, essential data was gathered from benchmark datasets and
divided into blocks for encryption. This encryption process was per-
formed using the AEI-GAMAL algorithm with the support of the
proposed EPSRGO. Subsequently, the encrypted data was stored in
the cloud using the D&CT concept, where the data table and data
array were updated to integrate with the data auditing mechanism.
The data array included the file ID, version number, file data, and
user ID, which remained consistent for every block. The version
number varied based on deletions and updates.

Each file region contained a location table that recorded the
region of every file and was updated whenever the D&CT was
modified. This approach ensured the integrity of sensitive data in
the cloud. The functionality of the proposed decentralized public
auditing strategy for data storage was validated against traditional
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Figure 18
Decryption time validation of the recommended decentralized
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blockchain over divergent optimization algorithms

(a) <) HHO-AEI-GAMAL
=)* HCA-AEI-GAMAL

=@ ROA-AEI-GAMAL
=) GTO-AEI-GAMAL

=@ EPSRGO-AEI-GAMAL

951 @& _ ,/ﬁ
g PR, - /
~ - \ 7
~ = - ’ Vs
9.0 4 ,'Q\ ~ \ ! .7
s - ‘ \ / O/
P 7 \ r
£ . SN o
~ 851 ¢ LYY /
S A /
E e, 7 s )Y /
= -, N / \ /
@ 8.0 4 >\ ~ I\ \ /
S KA N XNy,
~ / \ \ 7/
_ oo / AW
7.5 ~< \
L)
Y Tk
7.0 ® - ‘
50 75 100 125 150 175 200 225 250
No. of Blocks
(b) GA-AEI-GAMAL ' FPA-AEI-GAMAL BAT-AEI-GAMAL
3 PSO-AEI-GAMAL . GWO-AEI-GAMAL EPSRGO-AEI-GAMAL L
| BBO-AEI-GAMAL
10.0 -
. .
= / Vol
9.5 I' /I
\
. 4 \\\ \ e
0 904 N "N
'E « N 7 AN ,fk //.
c \ S\ /7 o= —\—K / 2,/ @
% 8.5 \ N /7 / \ 7~ .‘/
e N Wi oY NS e
8 sod N, X Y./ ¥, 4/
L4 N L £ -2,
- NSy e -
75{ & \\ ~ <~
- S~ — ———— —
7.0 1 o ® - @
50 75 100 125 150 175 200 225 250
No. of Blocks
(c) @ FA-AE-GAMAL )+ MFO-AEI-GAMAL DE-AEI-GAMAL
@ CS-AE-GAMAL  f)* GSA-AEI-GAMAL =@ EPSRGO-AEI-GAMAL
10.0 A ,.
-®
==l - /
951 @ =" .‘\ \\ /
\ \ /
\ /
9.0 - \ /
£ @ ——— =0 \\ \Y 4
= o Sy \ A
_g 8.5 4 \ \\ A P .
s \ \ ‘\ Ve N\
S \ N7 W \
3 8.0 \ \ /4\ «\ \
N ¥ N \
\. Vs \ < 2
] ~ /
75 : s ~ \‘><: \
7o ’__--—— ~~-~.____'-___\

T T T T T T T
5.0 7.5 10.0 12.5 15.0 17.5 20.0 22,5 25.0
No. of Blocks



Journal of Computational and Cognitive Engineering Vol. 00

Iss. 00 2025

mechanisms based on various performance factors. As shown in
the experiment, the KPA vulnerability of the proposed decentralized
big data auditing mechanism for blockchain-based cloud storage
was reduced by 69% compared to FA-AEI-GAMAL, 68.13% com-
pared to CS-AEI-GAMAL, 70% compared to MFO-AEI-GAMAL,
68% compared to GSA-AEI-GAMAL, and 69% compared to DE-
AEI-GAMAL when considering the number of blocks. These results
confirm that the implemented data auditing strategy for blockchain-
based cloud storage achieves higher effectiveness than existing
techniques.

While the proposed decentralized data auditing mechanism
for blockchain-based cloud storage has demonstrated significant
improvements in security and performance, several areas warrant
further investigation:

1) Scalability in Large-Scale Systems: Although the current study
presents promising results in terms of security and integrity,
further research is needed to evaluate the scalability of this
blockchain-based auditing system in larger, more complex cloud
environments. Examining its performance when handling mas-
sive datasets or numerous concurrent users will help identify
potential bottlenecks and areas for optimization.

2) Integration with Emerging Cloud Architectures: Future research
could explore integrating this auditing mechanism with modern
cloud architectures, such as hybrid clouds or edge computing
environments. Investigating its adaptability to distributed com-
puting models could provide deeper insights into its broader
applicability.

Addressing these areas will help further optimize blockchain-
based data auditing mechanisms, enhancing their efficiency and
adaptability to the evolving demands of cloud storage environments.
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