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Abstract: This research paper describes an improved fuzzy expert system for assessing information security (IS) risks. More and more
organizations are facing significant IS problems. These problems arise in protecting corporate information systems from these threats.
Traditional IS risk assessment methodologies often have difficulties. Difficulties arise in eliminating ambiguity and uncertainty that are
characteristic of these dynamic environments. This study presents a new approach using fuzzy logic. Fuzzy logic is used to accurately
identify and evaluate the subtle intricacies of each IS risk factor. Using linguistic variables and fuzzy sets, the proposed system effectively
reproduces the reasoning processes. This research paper delineates the formulation of an advanced fuzzy expert system aimed at enhancing
IS risk assessments amidst the evolving complexity of cyber threats. By utilizing linguistic variables and fuzzy sets, the proposed system
effectively replicates human-like reasoning processes. This allows for a flexible and dynamic framework for risk assessment. This method-
ology is characterized by the effective integration of both qualitative and quantitative data, resulting in a comprehensive risk assessment
model. The usefulness of this model is validated by its application in learning management systems. The systems evaluated include Pla-
tonus, SmartENU, Directum, MOOCENU, KPI, and a university website. Quantitative evaluations were conducted according to standards
such as NIST 800-30, ISO/IEC 27001, BS 7799, and a proposed model, yielding scores that range from 0.205 to 0.998 across different
criteria and systems. Correlation analysis between the standards and the expert-proposed model revealed high consistency, with correlation
coefficients ranging from 0.994 to 0.996. These results underline the robustness of the proposed model in aligning closely with established

IS standards and suggest its potential for broader application in IS risk assessment.
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1. Introduction

Risks materialize in different dimensions and manifest them-
selves at different hierarchical levels. Each of these levels has a
differentiated impact and requires individual preventive strategies.
Modern organizations face a variety of security threats, includ-
ing malware, ransomware, phishing, eavesdropping, impersonation,
and denial-of-service attacks, among others. These threats collec-
tively pose significant challenges to the security of information
systems. The primary concern in these organizations is IT opera-
tional risk. It arises from inadequately defined internal processes,
personnel issues, and system vulnerabilities or from external threats
such as natural disasters or cyberattacks. Risk management is
therefore recognized as a critical element of IT security strate-
gies. Various international frameworks and standards, including
ISO/IEC 27005, ISO Guide 73:2009, COSO, and NIST SP 800-
30, provide different perspectives and definitions of risk. This study
focuses on risk assessment, a systematic process for identifying,

*Corresponding author: Alibek Barlybayev, Higher School of Information
Technology and Engineering, Astana International University, Kazakhstan.
Email: alibek_barlybayev@aiu.edu.kz

evaluating, and prioritizing information security (IS) risks. The pro-
cess involves a detailed analysis of threat and vulnerability data to
assess the potential impact on the organization and the likelihood
of their occurrence. Risk assessment is considered a critical and
central step in the development of an Information Security Man-
agement System in the broader context of risk management. It is
essential that risks are maintained within acceptable limits deter-
mined by the defined risk appetite of the organization. Initiating an
IS risk assessment requires a clear definition and understanding of
the chosen methodology. Methodologies can be broadly divided into
two types: qualitative and quantitative. These approaches are criti-
cal to ensuring that organizational risks are systematically assessed
and managed in accordance with the risk tolerance levels of senior
management.

In quantitative risk analysis, monetary and numerical val-
ues are assigned to every aspect of the risk evaluation process.
Each component is quantified and incorporated into a mathemat-
ical framework to calculate both the aggregate and residual risks.
Due to its intricate nature, time-consuming characteristics, and over-
all complexity, this form of risk assessment is seldom employed
independently in practical applications. It is more frequently inte-
grated with a qualitative approach. Moreover, the execution of
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such assessments can incur substantial costs. Qualitative analysis
of risk depends on the subjective evaluations of team members
within the IS risk assessment framework to assess the overall risk
to information systems. This approach involves analyzing vari-
ous risk scenarios, ranking the severity of threats, and evaluating
potential mitigation strategies. The reliance on expert judgment,
established best practices, intuitive understanding, and the asses-
sor’s prior experiences characterizes qualitative methods. Instead of
numerical values, qualitative risk analysis categorizes risks into a
hierarchy, typically labeled as low, medium, high, and critical. The
choice of an optimal method is crucial for effective IS risk man-
agement, acknowledging that no single risk analysis or assessment
method is suitable for every situation or objective.

The primary goal of IS and business is to safeguard the orga-
nization and its associated IT assets, ensuring the confidentiality,
integrity, and availability of information and information systems
involved in the reception, processing, storage, and distribution of
such information and securing organizational resources. The intri-
cacy of the process for decision-making is directly related to the
complexity of the problem at hand. Assessing the risk to an informa-
tion system and choosing suitable security measures or IT solutions
is a complex and challenging task. This complexity often stems from
limited information, scarce resources, and organizational time con-
straints. As a result, this situation can be described as a problem of
multi-criteria decision-making (MCDM).

Decision support methodologies can be divided into three
main types [1]: (1) MCDM, (2) programming, and (3) artificial
intelligence (Al).

1) Multi-attribute utility methods: Analytic Hierarchy Process
(AHP) and Analytic Network Process.

2) Outranking methods: Electre, Promethee, and Qualiflex [2].

3) Trade-off methods: Topsis and Vikor.

4) Additional MCDM approaches: Simple Multi-Attribute Rat-
ing Technique [3], Decision-Making Trial and Evaluation
Laboratory, and Simple Additive Weighting [4].

IS risk management requires a comprehensive assessment of
potential threats and vulnerabilities. This is necessary to assess their
impact on organizational assets. In accordance with the principles of
MCDM, this complex task requires the integration of various types
of data and expert judgment. The main challenge is to effectively
assess and prioritize across multiple criteria. These criteria range
from the likelihood of a threat occurring to the potential severity of
the impact. Security measures can be informed by the assessment.
The relevance of this study is due to the urgent need to improve
IS risk assessment methodologies. This is caused by the emergence
of rapidly evolving and increasingly complex cyber threats. Tradi-
tional approaches often fail to manage the ambiguity and complexity
inherent in modern cyber environments. Poor ambiguity manage-
ment can lead to significant security breaches and vulnerabilities.
Moreover, the dynamic nature of cyber threats requires adaptive
and flexible strategies. These strategies must keep up with the pace
of technological progress. By applying fuzzy logic, this study aims
to provide a more nuanced and context-sensitive approach to risk
assessment. This study seeks to bridge the gap between traditional
methods and the practical needs of organizations in managing and
mitigating IS risks.

To address these issues, our methodology incorporates an
MCDM framework. It uses fuzzy logic to integrate qualitative and
quantitative judgments into a single decision-makers framework.
Fuzzy logic excels at managing the inherent ambiguities and subtle
dynamics of risk factors. A fuzzy logic-based system can approach
human reasoning under uncertainty.

This study addresses significant challenges that organizations
face in protecting their information systems. An innovative inte-
gration of fuzzy logic with traditional risk assessment methods is
presented. The system allows for a more efficient identification
of subtle dynamics of IS threats. Linguistic variables and fuzzy
sets are used to simulate human thinking. This creates a more
dynamic and flexible framework for risk assessment. This approach
not only facilitates the management of ambiguity and uncertainty
common in cybersecurity risk assessments. The proposed approach
also enhances the system’s ability to combine both qualitative and
quantitative data into a comprehensive risk analysis model.

This paper contributes to the field of IS risk assessment. It
presents an advanced fuzzy expert system designed to skillfully
navigate the ambiguity and dynamic nature of cyber threats. By
incorporating fuzzy logic, the system not only improves the adapt-
ability and accuracy of risk assessments. It also bridges the gap
between quantitative data and qualitative judgments, providing
a more comprehensive approach to security threat management.
Moreover, the application of this system to the assessment of learn-
ing management system (LMS) platforms highlights its practical
relevance and adaptability.

The paper is organized as follows: Section 1 introduces the
study context and the motivation for employing fuzzy logic in
IS risk assessment. Section 2 reviews relevant literature to estab-
lish a theoretical foundation and identify existing gaps. Section 3
details the methodology, describing the design and implementa-
tion of the fuzzy expert system and the criteria for risk assessment.
Section 4 discusses the results of applying the system across vari-
ous LMS platforms and the implications of these findings. Section 5
concludes the paper by summarizing key contributions, discussing
limitations, and suggesting directions for future research.

2. Literature Review

Abdymanapov et al. [5] propose the use of a fuzzy inference
system to evaluate the risks of IS. This system is specifically demon-
strated through the analysis of LMS. The primary objective of this
paper is to delineate a comprehensive approach to risk assessment
within the realm of IS, with a particular focus on LMS. This study
aims to address the specific vulnerabilities and challenges associated
with these platforms, providing a robust framework for identifying,
analyzing, and mitigating potential security threats effectively.

Kerimkhulle et al. [6] investigate the application of fuzzy
logic in modeling human reasoning processes. They focus on IS
risk assessment in the Industrial Internet of Things (IloT). Their
study demonstrates the adaptability of fuzzy logic in complex
decision-making scenarios. This is particularly relevant for the IloT
dynamics. The paper discusses both the challenges and opportu-
nities associated with implementing fuzzy logic in this context. It
argues for the usefulness of fuzzy logic in managing the uncertain-
ties typical of IIoT environments. But it also highlights the need
for careful attention to rule base construction, membership function
design, and deployment of inference engines.

In this research, Alonge et al. [7] present a model for infor-
mation asset classification and labeling using a fuzzy approach to
enhance security risk assessment. The authors detail the components
of their model, including the use of fuzzy logic to handle uncertain-
ties in classifying information assets based on their sensitivity and
criticality. They also discuss how this model can contribute to more
effective security risk assessment within organizations.

Ershadi and Forouzandeh [8] created a hybrid framework that
combines several methodologies to improve IS risk management.
They selected research information systems as the subject area. The
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hybrid framework combines fuzzy failure mode and effects analysis
(FMEA), AHP, TOPSIS, and Shannon entropy. The application of
this multifaceted approach in both real and simulated settings effec-
tively demonstrates its usefulness. It facilitates comprehensive risk
identification, prioritization, and mitigation. The empirical results
highlight the effectiveness of the framework in IS risk management.

Liu et al. [9] explore the enhancement of information system
risk assessment by integrating the AHP with fuzzy theory. This syn-
thesis aims to achieve a more precise and comprehensive evaluation
of risks within information systems. The inclusion of fuzzy logic
components allows the AHP framework to address and quantify
the uncertainties typically associated with risk assessments, thereby
yielding more dependable outcomes. The paper also details the real-
world applicability of this method, providing insights into how it can
be implemented to refine risk management practices effectively.

Kumar et al. [10] introduce a fuzzy symmetric MCDM model
tailored to address the uncertainties and imprecisions prevalent
in evaluating the security threats to health information systems.
This model integrates fuzzy logic to effectively represent and man-
age ambiguous information in decision-making scenarios, ensuring
that each criterion is considered equally, thereby promoting a bal-
anced and impartial assessment of risks. The study emphasizes
the urgent need to evaluate a range of adverse factors—such as
cyberattacks, data breaches, insider threats, system vulnerabili-
ties, and compliance issues—that could compromise the security
of health information systems. The proposed fuzzy symmetric
MCDM approach allows decision-making to assess and prioritize
these threats based on their potential impact, thereby enhancing the
robustness of security measures.

Yang et al. [11] present an advanced method for intelligent IS
risk assessment. This method uses causality analysis to refine IS risk
assessments in supervisory control and data acquisition (SCADA)
systems. Their methodology combines causality inference methods
with established risk assessment models. This enables the uncov-
ering of complex interdependencies inherent in SCADA systems
and their impact on safety. By applying causality analysis, the
method more quickly reveals hidden relationships and dependencies
in SCADA networks. This enables more accurate identification of
potential safety risks.

The methodology presented in this paper by Erdogan et al. [12]
combines fuzzy logic with MCDM methods. The aim of the study
is to create a comprehensive framework for assessing cybersecurity
technologies. The authors describe the sequential steps involved in
the risk assessment process. These steps cover the selection of cri-
teria, the definition of linguistic variables, the formation of a fuzzy
rule base, and the implementation of decision-making using fuzzy
inference systems. In addition, an example is provided to illustrate
the practical application of the proposed methodology. This exam-
ple not only demonstrates the applicability of the methodology but
also its effectiveness. The method effectively facilitates nuanced and
informed decision-making in the field of cybersecurity technology
assessment.

A study by Kotenko and Parashchuk [13] highlights the effec-
tiveness of fuzzy algorithms and predicates in managing imprecise
or uncertain data. Such data are often encountered in safety assess-
ments. The authors detail how predicates can be strategically used
to define safety requirements. This approach significantly improves
both the accuracy and practicality of safety assessments in complex
industrial automation systems.

Hart et al. [14] use fuzzy logic to improve the efficiency and
effectiveness of privacy risk assessment and prioritization. This
method is carefully designed to provide a comprehensive analysis
of potential privacy threats and their severity. This allows for more
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informed risk management decisions for both organizations and
individuals. By adopting this approach, stakeholders gain a deeper
understanding of privacy vulnerabilities. This allows for more effec-
tive measures to be implemented to address and mitigate these
risks.

Alfakeeh et al. [15] use oscillating fuzzy sets to provide a
unique approach to address the uncertainty in security risk assess-
ments. Traditional fuzzy sets assign a single membership value to
each element, ranging from 0 to 1. However, oscillating fuzzy sets
allow multiple membership values for each element. This feature
more accurately reflects the variability and uncertainty typical in
security risk assessment scenarios. By integrating these oscillating
fuzzy sets, the model significantly improves the accuracy of risk
assessments. It skillfully adapts to the complexities and ambiguities
inherent in security-related data management. But implementing
such an IS assessment system with oscillating fuzzy sets is a
complex and challenging task.

Kumar et al. [16] develop a robust methodology aimed at eval-
uating the resilience and security of web applications. At the heart
of their approach is a fuzzy rule-based system that combines fuzzy
logic with rule-based systems to effectively model the intricate
interdependencies impacting web application resilience and secu-
rity. This methodology excels at managing imprecise and uncertain
data, facilitating the creation of decision rules grounded in expert
knowledge and empirical evidence. Additionally, it incorporates an
MCDM component that considers multiple criteria essential for a
comprehensive evaluation of key aspects such as scalability, main-
tainability, reliability, sustainability, authentication, authorization,
encryption, and vulnerability assessment. Acknowledging the vary-
ing importance of these criteria, the authors employ a weighted
approach. This approach is based on expert opinions and litera-
ture to prioritize each criterion effectively. This hybrid framework
merges the scores from individual criteria to compute an overall
sustainability-security score for each web application, which is sub-
sequently used to rank the applications based on their performance
in both sustainability and security domains. The validation of this
framework through a case study involving real-world web appli-
cations confirms its effectiveness. The hybrid MCDM framework
based on fuzzy rules not only provides detailed robustness and secu-
rity for web applications but also provides valuable information to
developers, researchers, and stakeholders seeking to improve the
design of web applications.

Buldakova and Mikov [17] describe in detail the development
process of an IS risk analysis application. They explain the software
architecture, describe the algorithms used, and discuss key features.
The application included statistical analysis, data visualization, and
customizable risk models. This allowed for significant improve-
ments in IS management practices. This integration facilitates a
more dynamic and effective approach to managing and mitigating
IS risks.

This study [18] examines the common problem of cyberse-
curity threats in organizations. These threats often arise due to
human errors or malicious actions. The authors present a fuzzy
methodology aimed at assessing and mitigating these risks. Particu-
lar attention is paid to the potential leakage of classified information.
Vaczi et al. [18] emphasized that fuzzy logic is adept at modeling
and analyzing uncertainties and imprecisions. The paper provides
a detailed description of the key components of the methodology,
including the use of linguistic variables, the formulation of fuzzy
rules, and the implementation of membership functions. All of these
are adapted to assess the risk of information leakage due to human
error. The authors further discuss how real-world data can be incor-
porated into their fuzzy model to assess both the likelihood and
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potential impact of such security breaches. This demonstrates the
effectiveness and applicability of their approach to solving specific
cybersecurity problems.

The manuscript by Komazec et al. [19] examines the use of
AHP in risk assessment and prioritization. These risks are associ-
ated with a rail corridor connecting Piraeus, Belgrade, and Budapest.
This study is important because it examines a critical infrastructure
project. The project plays a crucial role in improving connectivity
and trade across Europe.

Kushwaha et al. [20] developed a new adaptation of the
FMEA methodology. Their study focuses on reducing the risks
associated with sudden failures in turbine and generator units.
The paper describes an integrated decision-makers framework. The
study demonstrates the practical application and effectiveness of the
modified FMEA approach in real-world conditions.

Risk prioritization is an essential component of operational
management in crowd-shipping, which utilizes a distributed net-
work of individuals to transport goods. The research by Svadlenka
et al. [21] investigates the identification and prioritization of
risks within the context of crowd-shipping providers, utilizing
the Cumulative Impact Multi-Attribute Scoring (CIMAS) method.
This methodology systematically assesses risks by evaluating their
probability and potential impact, thereby enabling providers to effi-
ciently allocate resources and address potential vulnerabilities. The
CIMAS method applies a scoring mechanism whereby each risk is
evaluated and assigned scores reflecting its likelihood (e.g., low,
medium, high) and impact (e.g., minor, moderate, severe). These
scores are aggregated to derive a cumulative risk score for each iden-
tified risk. Subsequent to the scoring process, risks are organized in
descending order based on their cumulative risk scores. This ordered
list assists crowd-shipping providers in concentrating efforts on the
most critical risks, thereby optimizing operational resilience. Effec-
tive risk management with the CIMAS method facilitates superior
decision-making concerning resource distribution and operational
adjustments in crowd-shipping. Recognizing the most significant
risks—such as logistical delays from traffic or driver reliability
issues—enables providers to devise targeted strategies that bolster
service dependability and enhance customer satisfaction. For exam-
ple, recognizing driver availability as a high-priority risk due to its
substantial influence on delivery timelines might prompt a provider
to invest in improved communication tools or driver incentives,
ensuring heightened availability during peak demand periods.

Previous studies have extensively explored various MCDM
methods, including AHP, TOPSIS, and fuzzy approaches. All of
them aim to improve the accuracy of decision-making under uncer-
tainty. However, traditional methodologies often prove inadequate
in dynamic and complex environments. This is especially true in IS
risk assessment, where rapid changes and ambiguous data are com-
mon. Many models face challenges in effectively integrating both
qualitative and quantitative data. The difficulty lies in the process of
transforming the data so that it is flexible and adaptive. Fuzzy sys-
tems are well known for their ability to cope with uncertainty. But
such systems often require significant expertise in defining accurate
rule bases and membership functions. In IS risk assessment, these
may not be available or feasible in practical scenarios.

To overcome these challenges, our approach combines fuzzy
logic with MCDM in a universal framework for IS risk assess-
ment [22]. This robust framework is able to adapt to changing
data and conditions without constant expert intervention. This syn-
ergy facilitates dynamic risk interpretation. The model effectively
uses both numerical data and expert judgment. Partial automation
of the decision-making process reduces the dependence on expert
knowledge at each decision point. This makes it more feasible for

organizations with limited access to specialized knowledge. Thus,
this integrated approach offers a more practical and scalable solution
for IS risk management in various organizational contexts.

3. Research Methodology

This study employs a sophisticated approach using fuzzy
logic and the MCDM framework to assess IS risks. This approach
is specifically designed to address the inherent uncertainties and
imprecisions in cybersecurity threats. The proposed methodology is
based on the use of fuzzy sets to encapsulate linguistic uncertainty
in qualitative IS risk assessments. These assessments are then quan-
titatively analyzed to assign risk levels. This assessment takes into
account both the predicted impact and the probability of occurrence
of each identified risk. To validate the effectiveness of this method-
ology, it is applied to several real-world scenarios in an educational
context. This demonstrates the broad applicability and adaptability
of the fuzzy expert system to various information system environ-
ments. This practical application highlights the robustness of the
approach.

3.1. Risk assessment criteria for software
information security

In order to thoroughly assess the IS of software, it is essen-
tial to define precise criteria and metrics. This can be done through
a detailed analysis of relevant standards. Based on the findings
of our previous study [19], a carefully selected list of 79 IS risks
was developed. This model serves as a fundamental component
for assessing the security posture of software systems. The model
ensures that the assessments are both comprehensive and compliant
with established industry standards. This study represents a signifi-
cant advance in IS risk assessment. It presents a comprehensive and
innovative approach that synthesizes standards and norms, special-
ized insights, Al methods, and semantic modeling. The combination
of IS standards and specialized knowledge creates a solid foun-
dation for subsequent model development, facilitating a holistic
understanding of IS risks. The application of cluster analysis, in par-
ticular using k-means in IS standards, is an innovative approach to
data-driven risk expansion. This approach reveals patterns and rela-
tionships that are not easily observed using conventional methods.
Thus, the scope of IS risk evaluation is expanded. In addition, the
integration of machine learning algorithms in the development of the
IS risk dendrogram represents a significant contribution. The effec-
tive application of advanced computational methods to improve risk
identification and classification is demonstrated. The use of a heat
map as a tool for representing IS risks adds another level of inno-
vation to this study. This new visualization technique facilitates a
nuanced understanding of risk relationships and priorities, thus pro-
viding a valuable tool for decision-makers in IS management. In
addition, the development of a thesaurus containing definitions of
concepts, synonyms for the identification of relationships between
concepts, and their antonyms represents a semantic improvement
strategy. The thesaurus improves the accuracy and flexibility of
IS risks. The thesaurus ensures a comprehensive and relevant
characterization of risks by classifying evolving terminologies in
the dynamic IS field. An ontology model for a structured classifica-
tion of IS risks was created. This model facilitates the categorization
of IS risks using semantic relationships. IS risk semantics offers a
systematic method for organizing and managing various risks.

The resulting list serves as a practical tool for enterprises,
facilitating the identification and management of IS risks, as the
mitigation and reduction of these risks fundamentally underpin
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the process of ensuring the IS of the enterprise. This meticu-
lously curated list also provides a foundation for constructing threat
models, which are instrumental in the development of robust IS sys-
tems. Moreover, the risks identified are crucial for evaluating the
effects of implemented IS measures on the overall operational effi-
ciency of enterprises. For clarity and as a reference, this research
[22] lists these IS risks, providing a systematic framework that
assists organizations in improving their comprehension and proac-
tive administration of IS challenges. The IS risk table is presented
in a format that aligns comprehensively with the aim of evalu-
ating IS risk associated with hardware and software. Addressing
the challenge involves resolving three key questions: the scale of
software security, the regulation of user behavior, and the delin-
eation of developers’ software criteria. In response, we introduce a
methodology for assessing IS that employs fuzzy logic [22].

3.2. Fuzzy logic-based IS risk assessment model

Implementation of fuzzy logic is necessary to increase the flex-
ibility of the IS assessment model. Fuzzy logic provides expert
systems with adaptability and variability. These properties allow
dynamic assessment of parameters that are initially considered
fixed. Fuzzy methodology supports decision-making in scenarios
with multiple options, uncertainties, and vulnerabilities. This makes
it especially effective in managing complexities and ambiguities. IS
is characterized by processes with controversial issues.

Fuzzy logic is particularly useful in dealing with uncertainty. It
also formulates decisions on complex and contentious issues easily.
The work by Tariq et al. [23] explores the fuzzy AHP method for
prioritizing IS management tools. Organizations can facilitate the
optimal selection of cost-effective and efficient IS tools. The formal-
ized approach and prioritization processes are in line with ISO/IEC
27001:2013 standards.

The results of this study [24] highlight the advantages of fuzzy
logic over purely objective methods. The results show increased
accuracy of risk assessment and more favorable return on invest-
ment in IS. In addition, Tarik [25] presented a framework for
assessing IS in cloud systems using a fuzzy inference system.
The effectiveness of the framework in protecting information in a
cloud computing environment is confirmed by fuzzy results in real
applications using Matlab.

We advocate for a three-tiered approach to evaluating the IS
of a software application. The first level utilizes external and inter-
nal elements of IS to serve as metrics for the objective of risk
evaluation. Here, the risk objective is established. Atthe second level,
risks are characterized, or a segment of the risk taxonomy is defined.

The third level expounds on risks, presuming that the second level
failed to offer a detailed description. This structural framework can be
applied both item by item for the evaluation of particular groups and
subgroups of risks and holistically for a comprehensive evaluation
of the IS of the software app deployed within the organization.

Building upon the categorization of IS risk assessment mea-
sures, we have developed 16 fuzzy machines that utilize the
Mamdani inference algorithm. The Matlab framework is optimally
configured to facilitate these simulations, as demonstrated in refer-
ences [26, 27]. This configuration allows for precise execution of
the fuzzy logic processes, enabling the fuzzy machines to effectively
model and manage the complexities associated with IS risk assess-
ments. This setup highlights the capability of Matlab not only in
implementing fuzzy logic but also in enhancing the robustness and
reliability of the risk assessment procedures through sophisticated
computational techniques.

The 16 fuzzy machines show a close relationship. In the sys-
tem, features encapsulate numerical representations of individual
subclasses. These subclassifications, in turn, clarify the meanings
associated with more general classifications. In the field of fuzzy
logic, linguistic variables are defined using membership functions
to represent imprecise values. An example of the linguistic vari-
able “16. External Risks” is shown in Figure 1. The linguistic
variables “Low,” “Moderate,” and “High” are associated with trian-
gular membership functions (‘trimf”). These membership functions
play a crucial role in establishing fuzzy boundaries for each lin-
guistic variable. This facilitates the representation and modeling of
imprecision and uncertainty within the system. Specifically, their
parameterizations are as follows:

“Low”: ‘trimf’, [-0.4, 0, 0.4]

“Moderate”: ‘trimf’, [0.1, 0.5, 0.9]

“High”: ‘trimf”, [0.6, 1, 1.4]

Figure 2 illustrates an expert system designed to evaluate IS
risks using fuzzy logic. The system, labeled as ISRISKS, comprises
16 interconnected fuzzy machines. Each fuzzy machine receives
specific input variables, processes them using triangular membership
functions and the centroid defuzzification technique, and generates
corresponding output variables. Below is a structured overview of
the inputs and outputs for each of the 16 fuzzy machines:

1) Governance and Compliance Framework. Inputs: Informa-
tion Security Policies and Procedures, Defining Roles and
Responsibilities, Legal Risk, Regulatory Requirements Risk,
Risk of Non-Compliance and Inadequate Security Practices,
Risk of Expectations. Output: Governance and Compliance
Framework

Figure 1
Linguistic variable external risks
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Figure 2
Layout of the fuzzy model risks
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5.1. Data
Disrupt.

5.2. Risk of
Leakage

14.1. Malware
Risk

6.2. Data
Interception

3.2. Encryp.
& Crypt.

Cont. 5.3. Phys. Com. C. Integrity Sen. M.
Loss SD 7 9.3. Inade 14.2. Viruses 16.2. Climate
3.3. Crypt. : . -t 9 Risk Risk
5.4. Virt. Information IS M. Ass.

Risk

Loss AHSD Availability

with Budget

2) Access and Data Security. Inputs: Risk Related with Document, 5) Loss Risks. Inputs: Risk of Data Disruptions, Risk of Leakage,

3)

4)

Defining Roles and Responsibilities, Risk of Authentication,
Risk of Authorization, Risk of Unauthorized Access to Data,
Risk of Unauthorized Changes in Data, Risk of Identification.
Output: Access and Data Security

Data Protection Risks. Inputs: Risk of Data Breaches, Risk of
Encryption and Cryptographic Controls, Cryptography Risk.
Output: Data Protection Risks

Server and Data Center Risks. Inputs: Risk of Damaged Servers
and Data Centers, Risk of Unauthorized Physical Access to
Servers and Data Centers, Risk of Theft of Servers and Data
Centers, Denial of Service (DoS) Risk, System Risk. Output:
Server and Data Center Risks

6)

Risk of Physical Loss or Theft of Critical Assets, Hardware,
Software, Data; Risk of Virtual Loss or Theft of Critical Assets,
Hardware, Software, Data. Output: Loss Risks
Communication Channel Risks. Inputs: Risk of Eavesdropping
Through Communication Channels, Risk of Data Intercep-
tion Through Communication Channels, Risk of Unauthorized
Access to Sensitive Information Through Communication
Channels. Output: Communication Channel Risks
Information Security Triad Risks. Inputs: Risk of Informa-
tion Confidentiality, Risk of Information Integrity, Risk of
Information Availability. Output: Information Security Triad
Risks
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8) Business Impact Risks. Inputs: Risk to Potential Business
Impact, Residual Risk, Reputational Risk, Organization’s Spe-
cific Risk, Operational Risk, Risk of Prolonged Disruptions to
Operations. Output: Business Impact Risks

9) Resource Allocation Risks. Inputs: Risk of Inadequate Resource

Allocation, Risk of Lack of Buy-In by Senior Management, Risk

of Inadequate IS Measures Associated with Proper Allocation

of Budget and Personnel. Output: Resource Allocation Risks

Third-Party Risks. Inputs: Risk Associated with Third-Party

Vendors, Risk Associated with Partners Involved in the Indus-

trial Ecosystem, Risk Associated with External Connections,

Establishing Security Requirements for Third-Party Suppli-

ers, Risk Associated with Stakeholders, Stakeholder Concerns.

Output: Third-Party Risks

Infrastructure and Network Risks. Inputs: Risk of Automated

Attacks Against Devices, Risk of Insecure or Default Creden-

tials, Risk of Unauthorized Access to IoT Devices, Lack of

Secure Update Mechanisms, Risk of Connections to Insecure

Networks, Risk of Vulnerable Interfaces, Risk of Vulnerable

API Interfaces, Risk of Insecure Mobile Application Interfaces.

Output: Infrastructure and Network Risks

System and Software Risks. Inputs: Licensing Risk, Risk of

Insufficient Physical Security, Lack of Privacy Controls, Risk

of Insecure Software/Firmware, Risk of Weak Device Man-

agement, Device Integration Risk, Risk of Insecure Default

Settings, Technology Risk. Output: System and Software Risks

Security Monitoringand Logging Risks. Inputs: Lack of Security

Monitoring, Lack of Logging, Monitoring Security Events and

Measuring Security Metrics, Testing Risk, Verification Risk,

LikelihoodRisk. Output: Security Monitoringand Logging Risks

Malware and Virus Risks. Inputs: Malware Risk, Viruses Risk.

Output: Malware and Virus Risks

Human Risks. Inputs: Phishing Risk, Social Engineering Risk,

Risk of Misuse, Risk of Fraud, Risk of Human Errors Leading

to Security Breaches, Risk of Insider Threats, Risk of Error,

Risk Appearing When Writing Code. Output: Human Risks

External Risks. Inputs: Environmental Risk, Climate Risk.

Output: External Risks

10)

11)

12)

13)

14)

15)

16)

The defuzzification outcomes for each fuzzy machine are
visually represented in Figure 2, highlighted clearly in blue.

As an illustrative case, Astana International University
employed the LMS Platonus v6.0! (build# 401) during the period
2006-2024. This example showcases the practical application of
fuzzy logic in assessing IS risks within an educational institution’s
context.

4. Experiments and Discussions

The National Institute of Standards and Technology (NIST)
Special Publication 800-30 provides guidance on risk assessment
for information systems. The classic standard risk formula used in
NIST 800-30 is based on the following formula [28]:

R=TxVxI &)

Threats (T) manifest in various forms, each potentially compro-
mising the confidentiality, integrity, and availability of information
systems.

Vulnerabilities (V) are weaknesses within a system, which may
arise in software, hardware, personnel, or procedural elements.

'https://aiu.c-platonus.kz/
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Impact (I) refers to the consequences of IS incidents, which
can affect different facets of an organization and even impact
individuals.

The product of the three components (threats, vulnerabilities,
impact) provides an idea of the overall IS risk. The risk assessment
process involves assigning values or scores to each component.
These scores are then multiplied to obtain a quantitative measure
of risk. This quantitative assessment helps organizations effectively
prioritize and manage risks. At the same time, resources will be
allocated to mitigate the most significant threats.

It is necessary to normalize the computed formulas:

Rnnrm = (Tmein) /Tmaxmein) * (VfVmin) / (Vmafomin)

@
* (171n1in) / ([maxflmin)
ISO standards typically provide guidance on the overall risk
management process rather than prescribing specific formulas.
A simplified representation of the IS risk formula aligned with
common risk assessment principles looks like this:
R=(FXxXTxA4)-C 3)
Vulnerability (V). The weakness or flaw in the system that could
be exploited by a threat.
Threat (T). The potential source of harm or danger to a system.
Asset (A). The value assigned to the information or system
being protected.
Controls (C). The effectiveness of existing controls or
countermeasures in place to mitigate the risk.
It is necessary to normalize the calculated formulas to establish
correlations between different methods:

Rnorm = ((V_ Vmin)/(Vmax - Vmin) * (T_ Tmin)/Tmax - Tmin)
* (A - Amin) / (Amax - Amin)) - (C - Cmin) / (Cmax - Cmin))
)

BS 7799 served as a foundational standard that preceded ISO/IEC
27001. Originally, BS 7799 was subsequently split into two distinct
parts: BS 7799-1, which focused on the code of practice for IS man-
agement, and BS 7799-2, which detailed the specification for an
Information Security Management System. These divisions allowed
for a more structured approach to addressing the various aspects
of IS management, encapsulating both the strategic framework and
the operational specifics needed to secure information assets effec-
tively. This bifurcation not only streamlined the implementation of
security measures but also provided a clear pathway for organiza-
tions seeking to adopt robust IS practices aligned with international
standards:

Risk = Asset % Level (threat) * Level (vulnerability) 5)

Asset. The value assigned to the information or system being
protected.

Level of threat. Typically represents the likelihood or
probability of a threat event occurring.

Level of vulnerability. Typically represents the likelihood or
probability that a vulnerability will be exploited by a threat.

The overall risk within the IS framework is calculated by mul-
tiplying the asset value by the corresponding threat and vulnerability
levels. This calculation offers a simple method for quantifying the
potential risk for IS. In this way, the impact of various variables on
the security status of the organization is assessed. It is necessary to
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normalize the calculated formulas to establish correlations between
different methods:

Risk,pm = (Asset — Asset,,;,) | (Asset g — Asset,,;,)
« (Level (threat) — Level (threat),,, ) /
(Level (threat) _— Level (threat)min)
% (Level (vulnerability) — Level (vulnerability),. ) /

max

(Level (vulnerability),, . — Level (vulnerability),, l.n)

(6)

We performed an empirical investigation aimed at assessing the
IS risk associated with the LMS utilized by selected universities.
Furthermore, a comprehensive evaluation of these six software
applications was conducted by an expert specializing in LMS quality
evaluation. The outcomes of this evaluation are succinctly presented
in Table 1. The enumerated LMS applications under scrutiny are as
follows:

max

1) Learning Management System Platonus v6.0 (build# 414).
2) Learning Management System SmartENU3.

3) Document flow Directum®.

4) Online course platform MOOCENU?,

5) Automated KPI Information System®.

6) University web site”.

In accordance with established standards, such as NIST 800-
30, ISO/IEC 27001, BS 7799, and a proposed model, the evaluation
was executed by individuals without specialized expertise in LMS
IS. These inspectors systematically scrutinized the attributes and
sub-attributes inherent in the methodologies governing IS risk eval-
uation. Notably, the inspectors adhered rigorously to the prescribed
rules delineated within each respective methodology during the
assessment process.

The 5th column in Table 1 of the results was populated by a
specialist in cryptography and software architecture, who is also
certified in relevant fields. When evaluating the quality of the six
programs, the expert relied on their experience rather than a specific
method. The specialist, however, didn’t utilize the outlined meth-
ods. Furthermore, having extensive experience working with these
software applications, he possesses the knowledge to select the most
suitable one. Consequently, the evaluation by the expert is more
objective as it is based on their personal familiarity with the six
programs and their proficiency in creating secure software. Moving

Zhttps://edu.enu.kz/
3https:/smart.enu.kz/
“https://directum.enu.kz/
Shttps:/mooc.enu.kz/
Chttps://kpi.enu.kz/

Twww.enu.kz

forward, we will undertake a correlation analysis. This analysis will
provide us with an insight into the efficacy of our approach. The
analysis results are displayed in Table 2.

Table 2 presents a matrix of paired correlation coefficients
depicting the relationships between different standards and an
expert-assessed proposed model for IS risk assessment. The coeffi-
cients quantify the degree of correlation between pairs of variables,
ranging from O (indicating no correlation) to 1 (indicating a per-
fect positive correlation). The diagonal elements of the matrix
represent the correlation of each standard or model with itself,
resulting in a perfect correlation (correlation coefficient = 1),
as expected. Notably, high correlation coefficients are observed
between NIST 800-30, ISO/IEC 27001, BS 7799, and the proposed
model, indicating strong positive associations in their assessments.
Specifically, the correlation between NIST 800-30 and ISO/IEC
27001 is 0.985739, between NIST 800-30 and BS 7799 is 0.986092,
and between ISO/IEC 27001 and BS 7799 is 0.999175. These val-
ues suggest a high level of consistency and similarity in the IS risk
assessments derived from these standards. Moreover, the correla-
tion coefficients involving the “Expert” and each standard or model
are also notably high, ranging from 0.985053 to 0.998418. This
indicates a strong alignment between the expert-assessed evalua-
tions and those derived from established standards, as well as the
proposed model.

The proposed model demonstrated the most robust positive
correlation with established standards, including NIST 800-30,
ISO/IEC 27001, BS 7799, and expert assessments. In contrast, the
alternative assessment methodologies exhibited a single high corre-
lation, exceeding 0.99, only when the proposed model was excluded
from the dataset. This suggests that the proposed model not only
aligns closely with these standards but also significantly influences
the correlation dynamics within the dataset.

A statistical hypothesis test was conducted to analyze the data
presented in Table 3. The objective of this test is to facilitate a robust
inference regarding a specific attribute of the overall population
based on the provided sample data. In this context, a robust inference
is defined as a conclusion supported by a probability approaching
unity, which confers a high degree of confidence in the inference
made. For the purpose of this analysis, consider the null hypothesis
that posits the equality between the population mean and the value
associated with the proposed model.

The following parameters are defined for the analysis:

1 — Represents the general average, equated to the value
associated with the proposed model.

n — Denotes the number of techniques, excluding the proposed
model, equaling 4, namely, NIST 800-30, ISO/IEC 27001, BS 7799,
and Expert.

Xavg — Signifies the arithmetic mean.

s — Represents the root mean square deviation.

truee — Refers to the t-criterion.

Table 1
Results of evaluating six software applications

Software NIST 800-30  ISO/IEC 27001  BS 7799 Expert  Proposed model
Platonus 0.546 0.749 0.738 0.536 0.646
Smart ENU 0.843 0.985 0.951 0.885 0.928
Directum 0914 0.998 0.992 0.910 0.954
MOOC ENU 0.407 0.484 0.482 0.394 0.441
KPI 0.225 0.315 0.295 0.205 0.219
Web site 0.371 0.453 0.431 0.353 0.401
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Table 2
Results of evaluating six software applications

Standards NIST 800-30 ISO/IEC 27001 BS 7799  Expert  Proposed model
NIST 800-30 1 0.985 0.986 0.998 0.994
ISO/IEC 27001 0.985 1 0.999 0.986 0.996
BS 7799 0.986 0.999 1 0.985 0.996
Expert 0.998 0.986 0.985 1 0.994
Proposed model 0.994 0.996 0.996 0.994 1
Table 3
Statistical analysis for comparing the means in software evaluations

Parameters Platonus Smart ENU  Directum  Mooc ENU KPI Web site

u 0.64 0.92 0.95 0.44 0.21 0.4

Xave 0.64 0.91 0.95 0.44 0.26 0.4

n 4 4 4 4 4 4

s 0.09 0.04 0.03 0.03 0.04 0.03

thaet -0.08 -0.48 -0.02 0.04 1.84 0.05

a 0.5 0.5 0.5 0.5 0.5 0.5

d.f. 3 3 3 3 3 3

terit 3.18 3.18 3.18 3.18 3.18 3.18

p-value 0.93 0.66 0.98 0.97 0.16 0.96

a — Denotes the significance level, set at 0.05, representing a
5% probability of error.

d.f. —Represents the quantity of freedom degrees, equating to 3.

t.iy — Signifies the critical value of the ¢-criterion, derived from
the two-way inverse Student’s #-distribution.

p-value — Serves as a metric quantifying the likelihood that
the observed discrepancy is solely due to random variability,
determined from the bilateral Student’s 7-distribution.

Table 3 presents the results of a statistical hypothesis test com-
paring the means of software evaluations. The #-criterion (Zp,c)
ranges from —0.08269 to 1.847972, indicating varying degrees
of deviation from the proposed model’s mean. Notably, for each
software, the p-values exceed the significance level a of 0.05, sug-
gesting that observed differences in means are likely due to random
chance, and thus, we fail to reject the null hypothesis. These findings
imply that, within the sample data, the general mean of the evalu-
ated software does not significantly differ from the value associated
with the proposed model.

The proposed fuzzy expert system offers a significant advan-
tage over traditional statistical methods. The advantage is achieved
due to the ability to manage uncertainties and dynamic changes
in cybersecurity. Using fuzzy logic, the system skillfully imi-
tates human decision-making processes, effectively integrating both
qualitative and quantitative data. Traditional models often fail in
such conditions. They are either too slow to adapt or do not cap-
ture subtle gradations of threat levels. In contrast, the fuzzy expert
system is able to adapt to rapid changes and subtle differences in
security threats. This improves the effectiveness and efficiency of
IS risk management strategies.

5. Conclusion

This study makes a significant contribution to the existing body
of knowledge in IS risk assessment. Traditional models often fail in
dynamic and ambiguous environments. The proposed fuzzy model
excels in capturing the nuances and complexities of cyber threats.
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This study expands the scope of fuzzy logic applications. The
results demonstrate the effectiveness of integrating qualitative and
quantitative data for comprehensive risk analysis. The proposed
model addresses a critical gap in methodologies for handling the
fluid nature of IS risks by combining fuzzy logic with MCDM.

The fuzzy model is distinguished by its ability to manage
uncertainty and ambiguity in IS risk assessment. IS risks are often
unpredictable and evolve rapidly. The use of linguistic variables
and fuzzy rule sets allows it to more accurately approximate human
reasoning. Fuzzy functions are essential for effective risk assess-
ment. Fuzzy logic offers a more adaptive and nuanced approach that
traditional models do not provide.

Looking ahead, our future research will focus on further refin-
ing the fuzzy model. This will be aimed at expanding its application
to various industries outside of education, including healthcare and
finance. In these industries, data sensitivity and security are criti-
cal. We also plan to extend the model’s capabilities using advanced
Al techniques to automate the interpretation of fuzzy logic outputs.
Also, integrating real-time data streams into the fuzzy evaluation
framework will be a focus of our future research.
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