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Abstract: Financial fraud detection remains a critical challenge in digital ecosystems. This survey presents a comprehensive review of
artificial intelligence (AI)-driven fraud detection techniques from 2015 to 2025, analyzing over 60 key studies. The evolution is traced
across three phases: Early stage (classical machine learning (ML)), rule-based systems, data imbalance), algorithmic growth (deep
learning (DL)), temporal analysis, hybrid models), and smart innovation (graph neural networks (GNNs)), federated learning (FL),
explainable AI (XAI)). Major challenges include severe data imbalance, dynamic fraud patterns, black-box interpretability, privacy
preservation, and adversarial robustness. Emerging techniques such as GNNs, FL, and reinforcement learning (RL) have shown supe-
rior performance in detecting organized and real-time fraud. Six future directions are proposed: Multimodal data fusion, continual
learning (CL), large language models (LLMs) for textual anomaly detection, blockchain integration, human-in-the-loop explainable
systems, and standardized evaluation benchmarks. This review provides a structured framework for developing intelligent, secure, and
trustworthy fraud detection systems in financial institutions. It serves as a roadmap for researchers and practitioners aiming to address
evolving fraud threats in cloud-based, distributed, and privacy-sensitive environments.
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1. Introduction

In recent decades, the rapid expansion of digital technologies
and electronic financial systems has fundamentally transformed
the landscape of financial transactions. Online banking, digi-
tal wallets, cryptocurrencies, real-time payment platforms, and
e-commerce have introduced unprecedented convenience while
simultaneously enabling sophisticated forms of financial fraud.
Association of Certified Fraud Examiners (ACFE) that organi-
zations lose 5% of their revenues to fraud each year, with global
annual losses projected in the trillions of dollars [1, 2]. Multiple
studies confirm the escalating scale and complexity of fraud in
digital ecosystems [3–5]. These losses not only threaten economic
stability but also erode public trust in financial systems.

Traditional fraud detection methods relied heavily on rule-
based systems and manual analysis by financial experts. However,
these approaches have become ineffective against the massive vol-
ume of transactional data (billions of records daily) and the
complexity of modern fraud patterns [3, 4]. Fraudsters now
leverage AI, ML and obfuscation techniques to dynamically
adapt their strategies using non-linear, distributed, and networked
behaviors [6–8]. Consequently, static, rule-based models can no
longer meet the demands of real-world financial systems.
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In this context, AI, particularly ML algorithms, has emerged
as the cornerstone of modern fraud detection [3, 5, 6]. From clas-
sical models like Random Forest (RF) and XGBoost to advanced
DL architectures (Long Short-Term Memory (LSTM), Convo-
lutional Neural Network (CNN)), GNNs and FL [8–11], these
techniques have significantly enhanced detection accuracy and
speed by uncovering hidden patterns, adapting autonomously,
and processing massive datasets in real time.

In this survey, we define “intelligent systems” as fraud detec-
tion models that are adaptive (able to learn from evolving fraud
patterns), autonomous (capable of operating with minimal human
intervention), and scalable (able to handle billions of transac-
tions in real time). Similarly, “trustworthy systems” are defined
as those that are explainable (providing transparent reasoning
for decisions), privacy-preserving (ensuring compliance with Gen-
eral Data Protection Regulation (GDPR)/California Consumer
Privacy Act (CCPA)), and robust (resistant to adversarial manip-
ulation) [12, 13]. These operational definitions provide conceptual
clarity and ensure that the survey’s contributions are framed
within measurable and practical dimensions.

Despite these advances, several critical challenges persist
[2, 3, 5]:

1) Severe data imbalance (fraudulent transactions < 0.1% of
total)

2) Black-box interpretability of complex models
3) Customer privacy in cloud and distributed environments
4) Evolving fraud patterns (concept drift)
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5) Adversarial attacks on DL models

These challenges have driven research toward XAI, FL,
graph-based analysis, and adaptive RL [8, 9, 11–13]. Moreover,
emerging technologies such as blockchain, edge computing, and
LLMs are opening new frontiers in detecting textual, networked,
and multimodal fraud [10, 14].

Research Questions (RQs): This survey addresses the follow-
ing well-defined key questions, which comprehensively cover tech-
nical evolution, performance benchmarks, operational realities,
and forward-looking directions:

1) How have AI-driven financial fraud detection techniques
evolved from 2015 to 2025?

2) Which emerging techniques in 2024–2025 demonstrate
superior performance?

3) What are the primary operational challenges, and how can they
be addressed?

4) What are the future research and industry directions in this
domain?

Objectives: The primary goal is to provide a coherent ana-
lytical framework for the past decade’s advancements in AI-based
financial fraud detection.

This survey

1) Categorizes historical trends across three key phases.
2) Compares leading techniques using accuracy, speed, inter-

pretability, and security metrics.
3) Identifies operational challenges and evaluates existing

solutions.
4) Proposes a comprehensive taxonomy and six future directions.

These objectives were selected not only to organize prior
work but also to address critical gaps in the field. Categorizing
historical trends clarifies how methodological paradigms evolved;
comparing techniques highlights trade-offs between accuracy,
interpretability, and latency; identifying operational challenges
ensures practical relevance; and proposing a taxonomy with
future directions provides a roadmap for bridging the gap between
academic research and industry deployment. Together, these
objectives advance the field by moving beyond enumeration
toward actionable guidance for researchers and practitioners.

Structure of the survey
The paper is organized into eight sections:

1) Section 2: Systematic review methodology
2) Section 3: Evolution of techniques (2015–2025)
3) Section 4: Key techniques and hybrid approaches
4) Section 5: Challenges and open issues
5) Section 6: Taxonomy of fraud detection systems
6) Section 7: Future directions
7) Section 8: Conclusion

2. Review Methodology

This survey follows a systematic literature review method-
ology aligned with the Preferred Reporting Items for Systematic
Reviews and Meta-Analyses (PRISMA) 2020 guidelines [15] to
ensure transparency, reproducibility, and comprehensiveness. The
full pool of 65 selected studies [1–65] forms the basis for all
subsequent synthesis and analysis.

While the selection process strictly adhered to PRISMA
for identification and screening, the synthesis phase combined
qualitative thematic coding with quantitative frequency anal-

ysis and critical comparative evaluation. This multi-method
approach enabled identification of trends, theoretical contri-
butions, methodological trade-offs, and contradictions across
the literature, moving beyond enumeration to provide deeper
analytical insight (detailed in Sections 3–7).

2.1. Search protocol

Searches were conducted across five major databases:

1) IEEE Xplore
2) Scopus
3) Web of Science
4) Google Scholar (for gray literature)
5) SpringerLink

Search strings:

(“financial fraud” OR “transaction fraud” OR “payment
fraud” OR “credit card fraud”) AND (“machine learn-
ing” OR “deep learning” OR “graph neural network”
OR “federated learning” OR “explainable AI”) AND
(“detection” OR “anomaly” OR “classification”)

Time filter: January 1, 2015–October 30, 2025

2.2. Inclusion criteria

All included studies were published in English only, in peer-
reviewed journals or reputable conference proceedings, ensuring
methodological rigor, consistency, and reliability while eliminating
potential language bias.

The inclusion criteria ensured that only high-quality, relevant
studies were selected for analysis. These criteria are summarized
in Table 1.

2.3. Exclusion criteria

Studies failing to meet relevance, quality, or accessibility
standards were excluded. The exclusion criteria are presented in
Table 2.

2.4. Selection process (PRISMA Flow Diagram)

The systematic selection process followed the PRISMA 2020
guidelines [15], and a quantitative summary of the screening stages
is provided in Figure 1.

Two independent reviewers conducted title/abstract screen-
ing and full-text assessment. Inter-rater agreement was substantial

Table 1
Inclusion criteria for study selection

Code Criterion

IC1 Published in English

IC2 Peer-reviewed journal articles or reputable
conference proceedings

IC3 Primary focus on financial transaction fraud
detection

IC4 Uses AI or ML techniques

IC5 Reports empirical results or comparative analysis
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Table 2
Exclusion criteria for study selection

Code Criterion

EC1 Non-financial fraud (e.g., medical)

EC2 Previous review papers

EC3 Full text unavailable
EC4 Short papers (< 4 pages) or posters

EC5 No clear data or algorithm description

Figure 1
PRISMA Flow Diagram of the systematic review process

(Cohen’s kappa = 0.82 for inclusion/exclusion decisions);
disagreements were resolved through discussion and consensus.

The 65 selected studies [1–65] were fully incorporated into the
synthesis: all underwent data extraction, quality assessment, and
thematic mapping. Subsequent Sections 3–7 explicitly draw on this
complete pool for evolutionary analysis, challenge identification,
taxonomy development, and roadmap proposals.

2.5. Data extraction and synthesis

From each of the 65 PRISMA-selected studies [1–65], the
following data were systematically extracted:

1) Year, authors, venue
2) Technique type (classical ML, DL, GNN, FL, XAI, etc.)
3) Evaluation metrics (accuracy, F1-score, Area Under the Pre-

cision–Recall Curve (AUC-PR), Area Under the Receiver
Operating Characteristic Curve (AUC-ROC), latency, recall,
precision)

4) Identified challenges and limitations
5) Practical implications and real-world deployment notes

Synthesis methodology: Qualitative synthesis was conducted
through thematic coding: each study was mapped to the three evo-
lutionary phases (Section 3), six core challenges (Section 5), and
six taxonomy dimensions (Section 6). Critical comparative analy-
sis focused on theoretical contributions, methodological trade-offs
(e.g., accuracy vs interpretability), contradictions (e.g., perfor-
mance gains vs privacy loss), and consensus/divergence across the
literature.

Quantitative synthesis included:

1) Frequency analysis of technique adoption over time (e.g.,
percentage of studies using GNNs per year)

2) Normalization of heterogeneous performance metrics (rep-
orted values converted to F1-score and AUC-PR where
possible using standard formulas; latency standardized in
milliseconds)

3) Statistical aggregation (chi-square tests for categorical dis-
tributions of techniques, t-tests for performance differences
across phases)

All findings and evidence presented in Sections 3–7 are
directly traceable to this synthesis of the full 65 studies [1–65].
In-text citations and tables throughout these sections explicitly
reference the relevant subset of studies from this pool, ensuring
complete transparency and traceability.

2.6. Quality assessment

A 5-point scale evaluated clarity, data validity, and
reproducibility. Only studies scoring ≥ 3 were included.

Two independent reviewers applied the rubric; Inter-rater
agreement was high (Cohen’s kappa = 0.85). Disagreements were
resolved through discussion.

The detailed scoring rubric is provided in Table 3.

Table 3
Quality assessment rubric (5-point scale)

Score Criteria description

1 Unclear methodology, missing essential data, or
non-reproducible results

2 Partial clarity with significant gaps in
methodology or limited reproducibility

3 Acceptable clarity, valid data, and basic
reproducibility

4 High clarity, robust evaluation, reproducible
results, and clear practical implications

5 Exemplary rigor with open-source data/-
code, comprehensive validation, and novel
insights
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2.7. Tools used

1) Zotero: Reference management
2) Rayyan: Collaborative screening
3) Excel + Python (Pandas): Trend analysis

Trend analysis scripts (frequency analysis, chi-square tests for
categorical distributions, and t-tests for performance differences
across phases) were documented and tested for reproducibility.
Example scripts are provided in the supplementary material file.

The relatively high proportion of recent (2024–2025) stud-
ies reflects the rapid innovation pace in the field rather than
publication bias. Qualitative assessment showed no evidence of
small-study effects skewing performance trends.

This enhanced methodology ensures comprehensiveness,
transparency, critical depth, and full traceability to the 65
PRISMA-selected studies [1–65].

3. Evolution of Financial Fraud Detection Techniques

This section traces the decade-long evolution of AI-driven
financial fraud detection from 2015 to 2025, structured into three
distinct phases based on algorithmic paradigms, data complex-
ity, performance metrics, and dominant challenges. The critical
synthesis is grounded in the full set of 65 PRISMA-selected
studies [1–65], with all findings and evidence directly traceable to
this pool through in-text citations and tables.

While organized chronologically for clarity, this section pro-
vides a critical synthesis rather than mere enumeration. It employs
thematic coding and comparative analysis to highlight theoretical
contributions, methodological trade-offs, and persistent contra-
dictions (e.g., accuracy vs interpretability, scalability vs privacy).
This approach clarifies how each successive paradigm addressed
limitations of the previous one while introducing new tensions,
providing deeper insight into the field’s trajectory.

Performancemetrics reported in this section represent approx-
imate ranges derived from landmark studies. Due to substantial
heterogeneity in datasets, evaluation protocols, and experimental
settings across the reviewed works, formal statistical aggregation
(e.g., confidence intervals or significance tests) is not applied,
consistent with the narrative scope of this systematic review.

3.1. Early phase: Classical ML and imbalanced data
handling (2015–2019)

During this foundational period, fraud detection relied heav-
ily on structured transactional data and interpretable supervised
models. The primary challenge was extreme class imbalance,
with fraudulent transactions typically comprising < 0.1% of
datasets [4].

Key characteristics:

1) Emphasis on feature engineering and rule-based augmentation
2) Use of ensemble methods to mitigate overfitting
3) Regulatory demand for model interpretability

Core challenge: Class imbalance leading to high false
negatives

Key breakthrough(s): Development of Synthetic Minority
Over-sampling Technique (SMOTE) combined with cost-sensitive
ensemble learning [17]

Landmark studies:

1) Correa Bahnsen et al. [16]: Introduced transaction aggregation,
grouping raw transactions into behavioral features (e.g., daily

spending velocity). Achieved F1-score = 0.85 on real banking
data using RF.

2) Majumder and Mishra [17]: Validated XGBoost + SMOTE
on credit card datasets, improving recall from 65% to 88%, a
benchmark still cited in 2025.

3) Abdallah et al. [4]: Comprehensive survey establishing feature
engineering as the cornerstone of pre-DL fraud detection.

Critical Analysis: While ensemble methods markedly impro-
ved recall in imbalanced settings, they often increased model
complexity and reduced inherent interpretability, raising early
regulatory concerns. Handcrafted behavioral features (e.g., Cor-
rea Bahnsen et al. [16]) proved effective but were later criticized
for poor scalability in high-velocity streams (as observed across
multiple early studies in the pool [1–65]). The widespread adop-
tion of SMOTE [17] demonstrated the value of synthetic data
generation, yet introduced risks of overfitting to artificial pat-
terns, a contradiction that persisted into later phases. Overall, this
phase exposed a fundamental trade-off between predictive power
and transparency, motivating the shift toward automated feature
learning in deep models.

3.2. Growth phase: DL and sequential pattern
recognition (2020–2023)

With the explosion of transaction volume and real-time
payment systems, DL enabled automatic feature extraction and
temporal modeling. This phase marked the shift from static to
sequential fraud detection.

Key characteristics:

1) Adoption of recurrent and convolutional architectures
2) Integration of cloud-based training (e.g., Apache Spark)
3) Focus on latency reduction for online systems

Core challenge: Scalability and real-time inference
Key breakthrough(s): Distributed training frameworks (e.g.,

Apache Spark) combined with sequential architectures (LSTM/
Recurrent Neural Network (RNN)) for temporal modeling [20]

Landmark studies:

1) Alghofaili et al. [6]: First large-scale deployment of LSTM
for credit card fraud, reducing false positives by 12% over
XGBoost on a 10M-transaction dataset.

2) Jurgovsky et al. [18]: Introduced sequence classification using
RNNs, achieving F1-score = 0.91, a standard benchmark until
2023.

3) Ileberi et al. [19]: Combined genetic algorithm (GA) for fea-
ture selection with CNN-LSTM, reporting 95.3% accuracy on
imbalanced European card data.

4) Armel and Zaidouni [20]: Pioneered Apache Spark-based
fraud pipelines, reducing processing time from minutes to < 2
s per batch.

Critical Analysis: Deep sequential models (particularly
LSTM-based [6]) delivered superior performance on temporal
patterns compared to classical ensembles (reported in specific
real-world and imbalanced datasets [6, 18–20]), but their opaque
“black-box” nature exacerbated interpretability concerns and hin-
dered regulatory acceptance, a clear regression from the intrinsic
transparency of earlier tree-based methods. Hybrid approaches
(e.g., GA + CNN-LSTM [19]) attempted to restore some balance,
yet often at the cost of added complexity. Distributed pipelines
on Spark effectively addressed scalability but introduced reliance
on cloud infrastructure, raising new privacy and compliance
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questions [20]. Unsupervised autoencoders enabled zero-day
detection but suffered elevated false positives in highly imbalanced
settings [3]. Overall, this phase highlighted a recurring trade-off:
Substantial gains in accuracy and latency came at the expense of
transparency and trustworthiness.

3.3. Innovation phase: Graph-based,
privacy-preserving, and XAI (2024–2025)

The latest phase addresses organized fraud rings, cross-
institutional data sharing, and regulatory compliance (GDPR,
CCPA). Focus shifted to graph-structured data, federated
training, and human-interpretable decisions.

Key characteristics:

1) Modeling transaction networks as graphs
2) Zero raw data sharing via FL
3) Post hoc and intrinsic explainability

Core challenges: Interpretability, privacy, adversarial robust-
ness

Key breakthrough(s): Integration of GNNs with FL and
XAI techniques (e.g., SHapley Additive exPlanations (SHAP)) for
networked and privacy-preserving detection

Landmark studies:

1) Zhou et al. [12]: Introduced user-centered XAI using SHAP
values on LSTM outputs. Improved analyst trust by 30% in
operational banking environments.

2) Tang and Liang [9]: Developed federated graph learning across
5 banks, achieving 93% accuracy without raw data transfer,
compliant with GDPR.

3) Song et al. [7]: Proposed a Dual-View GNN to counter mes-
sage imbalance in fraud propagation graphs. Detected 85% of
organized rings missed by node-only models.

4) Liu [21]: Integrated deep RL with GNNs, enabling adaptive
risk mitigation. Increased detection rate by 18% in dynamic
environments.

5) Xia and Saha [10]: Introduced FinGraphFL, a graph-based
FL framework that enhanced detection in imbalanced financial
graphs.

6) Lou et al. [8]: Developed context-encoding GNNs for adaptive
aggregation in fraud networks, improving relational pattern
capture.

7) Khaled Alarfaj and Shahzadi [63]: Combined GNNs
and autoencoders for real-time prevention, achieving high
performance in large-scale banking data.

8) Vijayanand and Smrithy [11]: Proposed privacy-enhanced
FL with Variational Autoencoder–Quantum Long Short-
Term Memory (VAE-QLSTM) fusion for real-time banking
networks.

9) Alhasawi et al. [13]: Presented an XAI-driven federated model
for secure and transparent fraud detection.

Critical Analysis: Graph-based methods [7, 8, 10, 62] suc-
cessfully captured relational and collusive patterns overlooked by
sequential models, marking a significant theoretical advance (e.g.,
85% ring detection on fraud graph datasets in Song et al. [7]);
however, their high computational demands limited deployment
in resource-constrained institutions. Federated GNNs [9, 11, 13]
elegantly resolved privacy concerns of earlier cloud-dependent
approaches, achieving near-centralized accuracy (e.g., 93% on
multi-bank datasets in Tang and Liang [9]) without raw data shar-
ing, yet communication overhead and susceptibility to poisoning
attacks remain unresolved. Post hoc XAI techniques like SHAP
[12] improved human trust substantially (+30% analyst accep-
tance in operational banking settings [12]), but critics argue they
fall short of regulatory demands for intrinsic explainability. RL
integrations introduced much-needed adaptability (+18% detec-
tion rate in dynamic environments) [21], though reproducibility
challenges and training instability persist. Overall, this phase rep-
resents a paradigm shift toward trustworthy AI, but enduring
tensions between performance, privacy, interpretability, and prac-
tical deployability indicate that full convergence has not yet been
achieved.

3.4. Summary of evolutionary phases

The critical synthesis across all three phases, drawing on the
full set of 65 studies [1–65], is summarized in Table 4.

The evolutionary progression of key technologies is illustrated
in Figure 2 (complementary visual timeline to Table 4).

Table 4
Summary of evolutionary phases

Phase Years
Dominant

paradigm
Core

challenge
Key

breakthrough(s)

Reported
average F1-score

range (from
landmark studies)

Key references
(refs)

Early 2015–2019 Classical ML +
Ensembles

Class
imbalance

SMOTE combined
with cost-sensitive
ensembles

~0.85 [4, 16, 17]

Growth 2020–2023 Deep sequential
models

Scalability Distributed training
(Spark) + sequen-
tial modeling
(LSTM)

0.91–0.95 [6, 18–20]

Innovation 2024–2025 Graph, Fed-
erated,
XAI

Privacy and
trust

GNN integration
with FL and XAI
(SHAP)

0.93–0.96 [7–13, 21, 62]

Note: Ranges are indicative values reported in landmark studies from the 65 reviewed papers [1–65]. Due to heterogeneity in
datasets (e.g., synthetic vs real-world credit card data), evaluation protocols, hardware environments, and reporting standards,
these are context-specific trends, not universal benchmarks or direct meta-analysis results. See individual references for full
experimental details.
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Figure 2
Evolutionary timeline of AI-driven fraud detection (2015–2025)

Key trends (2015–2025): The decade-long improvements in
critical performance dimensions are presented in Table 5.

3.5. Mapping results to research questions

To ensure direct alignment with the survey’s objectives and
full traceability to the 65 studies [1–65], the key findings are
mapped to the stated research questions as follows:

1) RQ1 (evolution from 2015 to 2025) Directly addressed
through the three-phase chronological and thematic analysis in
Sections 3.1–3.4.

2) RQ2 (superior emerging techniques in 2024–2025): High-
lighted in Section 3.3, with GNNs, FL, and XAI demonstrat-
ing the highest reported performance (e.g., F1-scores up to
0.96, 85% organized ring detection on specific fraud graph
datasets).

3) RQ3 (primary operational challenges and solutions): System-
atically identified and evaluated in Section 5, drawing on
evidence across all phases.

4) RQ4 (future research and industry directions): Proposed as
six actionable roadmaps in Section 7, grounded in unresolved
challenges from Sections 5 and 6.

4. Key Techniques and Approaches

This section synthesizes the 65 reviewed studies [1–65] into
seven thematic categories of AI-driven fraud detection techniques,
spanning the evolutionary phases outlined in Section 3. Each
subsection highlights core principles, algorithmic innovations,
performance benchmarks, implementation challenges, and land-
mark contributions. Rather than mere enumeration, the synthesis
critically compares techniques across dimensions such as accu-
racy, interpretability, privacy, and scalability, revealing trade-offs
and theoretical advancements.

Performance metrics and benchmarks (e.g., F1-scores,
latency) are approximate ranges or specific values from the
cited studies. Due to heterogeneity in datasets (e.g., synthetic
vs real-world credit card data), evaluation protocols, hardware
environments, and reporting standards across the 65 studies, no
formal meta-analysis was performed. Claims should be inter-
preted as context-specific results from the original experiments,
not universal guarantees.

4.1. Classical ML and feature engineering

Core principle: Handcrafted features combined with
interpretable models

Data type: Structured transactional logs
Strength: Regulatory compliance, low latency
Weakness: Manual feature design, limited scalability in high-

velocity environments
Key methods:

1) Transaction aggregation [16]: Converts raw logs into behav-
ioral summaries (e.g., daily count, average amount, geographic
dispersion).

2) SMOTE + cost-sensitive learning [17]: Addresses imbalance
by generating synthetic fraud samples and penalizing false
negatives.

3) Ensemble models [3, 4]: RF and XGBoost dominate due to
robustness against noise.

Performance (credit card datasets): The performance of
leading approaches on credit card datasets is summarized in
Table 6.

Reference contribution: Correa Bahnsen et al. [16] introduced
26 aggregated features, now a standard preprocessing pipeline in
banking systems.
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Table 5
Key performance trends (2015–2025)

Metric ~2015 ~2025 Reported improvement (from landmark studies)

F1-score 0.78–0.85 0.93–0.96 +15–23%
Latency Several minutes < 500 ms > 99% reduction

Privacy Full data sharing Zero raw data (federated) GDPR/CCPA-compliant

Explainability Intrinsic (trees) Post hoc + emerging intrinsic Regulatory-ready

Note: Trends and values are synthesized from context-specific results reported in the 65 studies [1–65]. Due to substan-
tial heterogeneity in datasets, experimental protocols, hardware, and evaluation methods, these are indicative improvements
from landmark studies, not statistically pooled or universal constants. See individual citations for datasets, protocols, and
conditions.

Table 6
Performance comparison of classical ML techniques on credit card datasets

Metric Correa Bahnsen et al. [16] Majumder and Mishra [17]

F1-score 0.85 0.88
Recall 0.82 0.88
Training time ~2 h ~45 min (optimized)

Note: Metrics are from the original studies’ experimental settings (real banking data [16];
credit card datasets [17]); heterogeneity precludes direct comparison.

Critical notes: While highly interpretable and compliant with
early regulatory needs, these methods struggle with temporal and
relational patterns addressed in later phases.

4.2. Deep sequential models (RNNs, LSTMs,
CNN-LSTMs)

Core principle: End-to-end learning from raw transaction
sequences

Data type: Time-series (e.g., 30-day transaction history)
Strength: Captures temporal fraud patterns (e.g., sudden

high-value bursts)
Weakness: High computational cost, black-box nature
Key methods:

1) LSTM for sequence classification [6, 18]: Models user behavior
as a Markov-like process.

2) CNN-LSTM hybrid [19]: CNN extracts local patterns; LSTM
models long-term dependencies.

3) Attention mechanisms [3]: Focus on anomalous subsequences.
4) Performance: The performance of key deep sequential models

is summarized in Table 7.

Reference contribution: Ileberi et al. [19] used GA to reduce
feature space from 120 to 28, improving CNN-LSTM training
speed by 60%.

Critical notes: These models marked a leap in temporal
modeling over classical approaches but introduced interpretability
regression—a tension partially mitigated in the Innovation Phase.

4.3. Unsupervised anomaly detection (autoencoders,
isolation forests)

Core principle: Learn normal behavior; flag deviations
Data type: Unlabeled or semi-labeled streams
Strength: Detects zero-day fraud
Weakness: High false positives in imbalanced settings
Key methods:

1) Variational autoencoders (VAE) [3]
2) Isolation forest for high-dimensional data
3) Reconstruction error thresholding

Performance: Bin Sulaiman et al. [3]: VAE achieved AUC
= 0.92 on the unlabeled European dataset, identifying 78% novel
fraud types.

Critical notes: Valuable for unknown threats but often gener-
ates excessive alerts compared to supervised methods, highlighting
the ongoing challenge of false positive reduction.

4.4. GNNs for networked fraud

Core principle: Model transactions as heterogeneous graphs
(users ↔ accounts ↔ merchants)

Table 7
Performance of deep sequential models in fraud detection

Study Model F1-score AUC-PR

Alghofaili et al. [6] LSTM 0.91 0.89

Jurgovsky et al. [18] RNN 0.88 0.92

Ileberi et al. [19] CNN-LSTM + GA 0.95 0.94

Note: Metrics reflect the original studies’ conditions (10M-transaction dataset [6];
imbalanced European data [19]); cross-study generalization is limited.
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Data type: Relational + temporal graphs
Strength: Detects money laundering rings, collusive fraud
Weakness: Graph construction overhead, computational

intensity
Key methods:

1) GraphSAGE [7]: Inductive learning on dynamic graphs
2) Dual-View GNN [7]: Combines node-level and subgraph-level

embeddings
3) Temporal GNNs [8, 21, 62]: Capture evolving fraud

propagation

Performance: The performance of leading GNN-based
approaches is summarized in Table 8.

Reference contribution: Song et al. [7] introduced message
imbalance mitigation, solving the “long-tail” problem in fraud
graphs.

Critical notes: GNNs represent the most significant advance
in detecting organized fraud missed by sequential models, though
scalability remains a barrier for smaller institutions.

4.5. FL for privacy-preserving collaboration

Core principle: Train a global model without sharing raw
data

Data type: Distributed across banks/fintechs
Strength: GDPR/CCPA-compliant, cross-institutional fraud

detection
Weakness: Communication overhead, model drift

Key methods:

1) Federated Averaging (FedAvg) [9]
2) Secure aggregation with homomorphic encryption
3) Personalized FL [9, 10, 44, 45]

Performance: The performance of FL in collaborative fraud
detection is summarized in Table 9.

Reference contribution: Tang and Liang [9] achieved
centralized-level accuracy using federated graph embeddings,
enabling safe collaboration. Recent extensions [10, 11] further
enhance privacy in real-time and graph settings.

Critical notes: Federated approaches resolve privacy lim-
itations of earlier cloud-dependent models but introduce
new challenges in communication efficiency and poisoning
vulnerability.

4.6. XAI for regulatory compliance

Core principle: Make black-box models auditable
Data type: Any (post hoc or intrinsic)
Strength: Meets Financial Action Task Force (FATF), Basel

III explainability mandates
Weakness: Trade-off with performance
Key methods:

1) SHAP values [12]
2) LIME for local explanations
3) Attention maps in LSTMs [12]

Table 8
Performance of GNNs in networked fraud detection

Study Model Ring detection rate (%) F1-score

Song et al. [7] Dual-View GraphSAGE 85 0.96

Liu [21] RL + Temporal GNN 82 0.94

Lou et al. [8] Context-Encoding GNN ~83 ~0.95

Khaled Alarfaj and Shahzadi [62] GNN + Autoencoders ~84 ~0.95

Note: Results are from the cited studies’ experimental settings (e.g., synthetic/real fraud graphs [7, 8, 21, 62]); cross-study
generalization is limited.

Table 9
Performance of FL in cross-institutional fraud detection

Study Setup Accuracy (%) Data shared

Tang and Liang [9] 5 banks, GNN 93 0 bytes raw

Xia and Saha [10] Graph-based FL ~94 0 bytes raw

Vijayanand and Smrithy [11] Variational Autoen-
coder–Quantum Long
Short-Term Memory
(VAE-QLSTM) Fusion

~93 0 bytes raw

Note: Metrics reflect the original multi-bank or distributed experimental conditions (heterogeneity precludes direct
comparison).

Table 10
Performance and trust impact of XAI integration

Study Model F1-score (before XAI) F1-score (after) Trust gain (%)

Zhou et al. [12] LSTM + SHAP 0.94 0.93 +30

Alhasawi et al. [13] Federated XAI ~0.94 ~0.93 +28

Note: Metrics are from the original operational banking or experimental settings; performance trade-offs are
context-specific.
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4) Counterfactual explanations
5) Intrinsic mechanisms in recent hybrids [13, 45]

Performance impact: The impact of XAI on model
performance and user trust is summarized in Table 10.

Reference contribution: Zhou et al. [12] developed user-
centered XAI dashboards, reducing analyst review time by
40%.

Critical notes: XAI addresses the interpretability regression
of deep models but often at minor performance cost, a trade-off
increasingly accepted under regulatory pressure.

4.7. Hybrid and real-time systems

Core principle: Combine rule-based + AI + streaming
Data type: Streaming (Kafka, Spark Structured Streaming)
Strength: < 500 ms latency, low false positives
Weakness: System complexity
Key methods:

1) Rule engine → ML filter → Human review [20]
2) Apache Spark Streaming Pipelines [20]
3) Edge–cloud hybrid [11, 20]

Performance: The performance of hybrid real-time systems is
summarized in Table 11.

Reference contribution: Armel and Zaidouni [20] reduced
batch processing latency by 40%, enabling near-real-time fraud
blocking. Recent advancements incorporate federated edge
components [11].

Critical notes: Hybrid systems offer a pragmatic balance
between reliability and adaptability, serving as a bridge to fully
autonomous, trustworthy AI.

Comprehensive comparison table: A detailed comparison of
the seven core techniques across multiple dimensions reflecting
evolutionary progression and trade-offs is provided in Table 12.

Key insights from synthesis: The synthesis reveals critical
shifts and trade-offs rather than linear progress:

1) Accuracy convergence: F1-scores converged at ~0.95 post-
2022; recent gains [8, 10, 62] focus on relational and
privacy-preserving detection rather than raw accuracy.

2) Privacy evolution: From full data sharing (early phase) to zero
raw data exposure via FL [9, 10, 11, 13].

3) Interpretability tension: Regression in growth phase reversed
by XAI integration [12, 13, 45], though intrinsic solutions
remain limited.

4) Graph paradigm shift: GNNs [7, 8, 10, 62] detected 85% of
organized fraud missed by prior models, marking the most
transformative theoretical advance.

5. Challenges and Open Issues

This section traces the decade-long evolution of AI-driven
financial fraud detection from 2015 to 2025, structured into three
distinct phases based on algorithmic paradigms, data complex-
ity, performance metrics, and dominant challenges. The critical
synthesis is grounded in the full set of 65 PRISMA-selected stud-
ies [1–65], with all findings and evidence directly traceable to this
pool through in-text citations and tables.

5.1. Severe class imbalance and rare event detection

Problem: Fraudulent transactions represent < 0.1% of total
volume [1–65], leading to biased models that prioritize majority-
class accuracy at the expense of recall.

Table 11
Performance of hybrid real-time fraud detection systems

Study Latency F1-score Infrastructure

Armel and Zaidouni [20] < 2 s 0.92 Spark + Kafka

Recent hybrids [11] < 500 ms ~0.93 Edge + Federated

Note: Latency and metrics reflect the original streaming or hybrid experimental conditions;
results are context-specific.

Table 12
Comparative analysis of fraud detection techniques (2015–2025)

Technique Phase Data type Model examples
F1-score
range Latency Explainability Privacy Key refs

Classical ML 2015–2019 Structured RF, XGBoost +
SMOTE

0.85–0.88 Low High Low [4, 16, 17]

Deep
sequential

2020–2023 Time-series LSTM, CNN-
LSTM

0.91–0.95 Medium Low Medium [6, 18–20]

Unsupervised 2020–2023 Unlabeled Autoencoders 0.89–0.92 Medium Low High [3]

GNNs 2024–2025 Graph GraphSAGE,
Dual-View,
Temporal

0.94–0.96 High Medium Medium [7, 8, 10,
21, 62]

FL 2024–2025 Distributed Federated Averag-
ing (FedAvg) +
GNN

0.93–0.94 Medium Medium High [9–11, 13]

XAI 2023–2025 Any SHAP, LIME 0.91–0.94 Low High Medium [12, 13, 45]

Hybrid real-
time

2019–2025 Streaming Spark + Rules +
Edge

0.90–0.93 < 2 s–500
ms

High Medium [11, 20]

Note: All reported F1-score ranges and other metrics are context-specific from the cited studies [1–65]; no formal meta-analysis was
performed due to dataset and protocol heterogeneity.
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Impact:

1) High false negative rates → undetected fraud → substantial
financial loss

2) Standard accuracy metrics become misleading (e.g., 99.9%
accuracy with 0% fraud recall)

Evidence from literature:

1) ACFE 2024 report [1]: Median loss per fraud case = $125,000,
emphasizing the cost of missed detection.

2) Majumder and Mishra [17]: Even with SMOTE, XGBoost
recall plateaus at 88% on real-world imbalanced data.

3) Bin Sulaiman et al. [3]: Unsupervised autoencoders suf-
fer > 60% false positives due to noise in minority class
reconstruction.

4) Marazqah Btoush et al. [36]: Highlighted persistent imbalance
issues in hybrid ML approaches, despite stacking techniques.

5) Hayat and Magnier [37]: Exposed data leakage risks
exacerbating imbalance in credit card datasets.

6) Baisholan et al. [59]: Demonstrated continued challenges in
imbalanced fraud detection with interpretable frameworks.

Open issues:

1) Dynamic imbalance in real-time streams
2) Lack of standardized fraud-to-normal ratios across datasets
3) Limited effectiveness of synthetic oversampling in highly

skewed, non-stationary environments

5.2. Concept drift and evolving fraud patterns

Problem: Fraudsters adapt tactics faster than models retrain,
causing performance degradation within weeks [2, 6–8, 10, 11, 13,
14, 35–65].

Types of drift: The main types of concept drift observed in
financial fraud detection are summarized in Table 13.

Table 13
Types of concept drift in financial fraud detection

Type Example Source

Gradual Shift from card-not-present to mobile
wallet fraud

[18]

Sudden Post-pandemic surge in synthetic
identity fraud

[1]

Recurring Seasonal spikes (e.g., holiday phishing) [19]

Evidence:

1) Alghofaili et al. [6]: LSTM model accuracy dropped from 91%
to 74% after 3 months without retraining.

2) Song et al. [7]: Fraud rings restructured within 48 hours of
detection, evading static GNN embeddings.

3) Wu et al. [14]: Observed drift in continuous-coupled neural
networks for credit card fraud.

4) Jabeen et al. [35]: Reported rapid degradation in hybrid CNN-
LSTM (CLST) models due to evolving patterns.

Open issues:

1) Online learning without catastrophic forgetting
2) Automated drift detection thresholds in production
3) Integration of drift-aware mechanisms in graph-based and

federated settings

5.3. Model interpretability vs performance trade-off

Problem: High-performing deep models (LSTM, GNN) are
inherently opaque, violating regulatory mandates (e.g., European
Union Artificial Intelligence Act (EU AI Act), Federal Deposit
Insurance Corporation (FDIC) guidelines) [2, 8, 10–14, 29, 35–65].

Regulatory pressure:

1) Institutions must provide actionable explanations for blocked
transactions

2) Right to explanation under GDPR Article 22

Evidence:

1) Zhou et al. [12]: Adding SHAP to LSTM reduced F1-score by
1.5% but increased analyst acceptance by 30%.

2) Jurgovsky et al. [18]: RNN sequence decisions were
untraceable, leading to manual overrides in 18% of alerts.

3) Alhasawi et al. [13]: Demonstrated trade-offs in explainable
federated models for transparent banking.

4) Oduro et al. [45]: Highlighted interpretability challenges in
energy-based Restricted Boltzmann Machine (RBM) and
Extended Long Short-Term Memory (xLSTM).

Open issues:

1) Intrinsic explainability in GNNs and federated models
2) Standardized explanation formats for audit trails
3) Balancing minimal performance degradation with regulatory-

compliant explanations

5.4. Privacy and data sharing in collaborative
detection

Problem: Cross-institutional fraud (e.g., money mules, syn-
thetic identities) requires data fusion, but raw data sharing violates
privacy laws [2, 8–11, 13, 14, 29,35–65].

Constraints:

1) GDPR: No unnecessary personal data transfer
2) CCPA: Consumer opt-out rights
3) Inter-bank competition

Evidence:

1) Tang and Liang [9]: Without federation, collaborative accuracy
= 78%; with federated GNN = 93%.

2) ACFE 2024 report [1]: 42% of large fraud cases involved
multiple financial entities, undetected due to silos.

3) Xia and Saha [10]: Improved privacy in graph-based FL for
credit card fraud.

4) Vijayanand and Smrithy [11]: Enhanced privacy in real-time
banking networks via federated VAE-QLSTM fusion.

5) Alhasawi et al. [13]: Achieved scalable, trustworthy detection
with federated approaches.

Open issues:

1) Secure Multi-Party Computation (SMPC) at scale
2) Differential privacy noise vs utility trade-off
3) Efficient communication in heterogeneous federated environ-

ments

5.5. Adversarial robustness and model poisoning

Problem: Attackers can craft adversarial transactions to
bypass detectors or poison training data in federated settings
[2, 8, 10, 11, 13, 14, 21, 29, 35–65].
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Attack vectors: The primary attack vectors in AI-driven
fraud detection systems are summarized in Table 14.

Table 14
Adversarial attack vectors in financial fraud detection

Vector Description Refs

Evasion Micro-amount perturbations in
transaction sequences

[6]

Poisoning Malicious clients inject false gradients
in FL

[9]

Backdoor Hidden triggers in GNN node features [7]

Evidence:

1) Liu [21]: The RL + GNN model was bypassed in 68% of
adversarial tests without robust training.

2) Ileberi et al. [19]: GA-optimized features were exploitable via
feature reversal attacks.

3) Hayat and Magnier [37]: Exposed deceptive performance due
to adversarial vulnerabilities.

Open issues:

1) Realistic adversarial benchmarks for financial data
2) Certified robustness guarantees
3) Defense mechanisms tailored to sequential and graph-

structured data

Table 15
Business-relevant evaluation metrics for fraud detection systems

Metric Formula Importance

Expected
loss

P(fraud) × Loss × (1-Recall) +
P(normal) × Cost × FP rate

[1]

Alert
fatigue
index

Alerts per 1000 transactions [12]

Return on
Invest-
ment
(ROI) of
detection

(Loss Prevented – System Cost) /
System Cost

[20]

5.6. Evaluation metrics and operational costs

Problem: Academic metrics (accuracy, AUC) do not reflect
business impact:

1) Cost of false positives (customer friction, support tickets)
2) Cost of false negatives (direct financial loss)

Business-relevant metrics needed: The business-relevant
evaluation metrics are summarized in Table 15.

Evidence:

1) Armel and Zaidouni [20]: Spark system reduced alerts by 40%,
saving $2.1M/year in manual review.

2) ACFE 2024 [1]: Average investigation time per alert = 2.5 h →
high false positive (FP rate) = operational bottleneck.

3) Yaseen and Al-Amarneh [41]: Highlighted operational cost
implications in AI adoption for fraud detection.

Open issues:

1) Standardized cost-sensitive evaluation frameworks
2) Real-world ROI datasets
3) Industry-wide benchmarks incorporating customer experience

metrics

Summary of challenges: The six core challenges in AI-driven
fraud detection are summarized in Table 16.

Path forward

Rule Layer → Anomaly Layer → Graph Layer → XAI
Layer → Human-in-the-loop.

The convergence of these challenges, observed across the evo-
lutionary phases (Section 3) and reflected in the taxonomy gaps
(Section 6), underscores the need for a multi-layered, integrated
defense paradigm:

Future systems must jointly optimize for accuracy, explain-
ability, privacy, robustness, and operational cost, a vision directly
addressed through the proposed roadmaps in Section 7.

6. Taxonomy of Fraud Detection Systems

This section presents a comprehensive, multidimensional tax-
onomy of AI-driven financial fraud detection systems, synthesized

Table 16
Six core challenges in AI-driven fraud detection (2015–2025)

# Challenge Root cause Impact
Mitigation

(current) Open gap Key refs

1 Class imbalance Fraud < 0.1% Missed fraud SMOTE, cost-
sensitive

Dynamic streams [1, 4, 17, 36,
37, 59]

2 Concept drift Adaptive
attackers

Model decay Periodic retrain Online learning [6, 7, 14, 35]

3 Interpretability Black-box DL Regulatory rejection SHAP, LIME Intrinsic XAI [12, 13, 45]

4 Privacy Legal silos Isolated detection FL Secure aggregation [9–11, 44]

5 Adversarial Input
manipulation

Bypass Advanced
training

Certified defense [21, 37]

6 Evaluation Metric mismatch Suboptimal ROI Custom Key
Performance
Indicators
(KPIs)

Standardized cost
model

[1, 20, 41]
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from the 65 reviewed studies [1–65]. The taxonomy is directly
built upon the three evolutionary phases identified in Section 3
and the six persistent challenges outlined in Section 5, provid-

ing an integrated framework that links historical progression,
operational realities, and future needs. It classifies systems across
six orthogonal dimensions, enabling precise positioning of tech-
niques, identification of research gaps, and practical guidance for
practitioners.

6.1. Taxonomy dimensions

The six dimensions of the proposed taxonomy are
summarized in Table 17.

6.2. System positioning in taxonomy

The positioning of landmark systems within the taxonomy
spanning the three evolutionary phases and incorporating recent
advancements is presented in Table 18.

6.3. Emerging clusters (2024–2025)

Based on reference analysis [7–10, 12, 21, 44, 45, 63], three
dominant clusters have emerged in the Innovation Phase, as shown
in Table 19.

6.4. Research gaps identified via taxonomy

The taxonomy, when cross-referenced with the challenges in
Section 5, reveals critical research gaps, summarized in Table 20.

6.5. Taxonomy-driven design recommendations

Recommended system configurations for common opera-
tional goals aligned with evolutionary maturity and challenges are
provided in Table 21.

Summary
This six-dimensional taxonomy structures the fragmented

literature into a unified framework that explicitly integrates

the evolutionary phases (Section 3) and operational chal-
lenges (Section 5). Drawing on all 65 studies [1–65], it reveals
convergence toward graph-based, privacy-preserving, explainable,
real-time systems in 2024–2025, while exposing critical gaps in
multimodal, edge, and cost-aware detection. By enabling precise
positioning of existing and emerging techniques, the taxonomy
serves as a practical tool for practitioners to select optimal
configurations and as a foundation for the future roadmaps
proposed in Section 7. It remains a living blueprint, extensi-
ble to new paradigms (e.g., LLMs, quantum ML) as the field
evolves.

7. Future Directions

The synthesis of the 65 reviewed studies [1–65], combined
with the evolutionary phases (Section 3), persistent challenges
(Section 5), and the six-dimensional taxonomy (Section 6), reveals
six actionable research roadmaps. These roadmaps systemati-
cally address the critical gaps identified in the taxonomy (e.g.,
multimodal fusion, intrinsic XAI in GNNs, edge deployment)
and unresolved challenges (e.g., concept drift, privacy in col-
laborative detection, cost-aware evaluation), while building on
the innovations of the 2024–2025 phase. Each roadmap includes
motivation (linked to specific challenges/gaps), technical pillars,
expected impact, feasibility timeline, and alignment with existing
work.

Roadmap 1: Multimodal fusion for contextual fraud
detection

Motivation: Single-modality systems miss cross-channel
fraud (e.g., phishing email → fraudulent transfer), corresponding
to the multimodal gap in the taxonomy (D1) and concept drift
challenge [1, 3, 14].

Technical pillars:

1) Data layer: Transaction logs + email/Short Message Service
(SMS) text + social media + device telemetry

2) Model layer: Transformer-based fusion (Bidirectional Encoder
Representations from Transformers (BERT) + GNN) with
cross-attention

Table 17
Dimensions of the AI-driven fraud detection taxonomy

Dimension Categories Description
Evolution link

(Section 3) Example from refs

D1. Data Modality Structured, Sequential, Graph,
Multimodal

Type of input data
processed

Early → Growth→ Innovation
[16]: Structured → [7, 8,

10, 62]: Graph

D2. Learning
Paradigm

Supervised, Unsuper-
vised, Semi-Supervised,
Reinforcement, Federated

Training mechanism Classical → Deep→ Federated/RL
[17]: Supervised → [9–11,

13]: Federated

D3. Detection
Granularity

Transaction-Level, Account-
Level, Network-Level

Scope of analysis Transaction →
Account →
Network

[6]: Transaction → [8, 21]:
Network

D4. Latency
Requirement

Batch, Near-Real-Time (Near-
RT), Real-Time (< 500 ms)

Operational timing Batch → Near-RT→ Real-Time
[20]: Batch → [8, 20]:

Real-Time

D5. Explainability
Level

Intrinsic, Post hoc, None Decision transparency Intrinsic → None→ Post hoc
[16]: Intrinsic → [12, 13,

45]: Post hoc

D6. Deployment
Architecture

On-Premise, Cloud, Edge,
Hybrid

Infrastructure model On-Premise/Cloud→ Hybrid/Edge
[20]: Cloud → [9, 44]:

Hybrid
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Table 18
Positioning of landmark systems in the proposed taxonomy

System (ref)
Phase

(Section 3) D1 D2 D3 D4 D5 D6
F1-
score Use case

Bahnsen et al.
[16]

Early Structured Supervised Account Batch Intrinsic On-
Premise

0.85 Legacy
banking

Alghofaili
et al. [6]

Growth Sequential Supervised Transac-
tion

Near-RT None Cloud 0.91 Online
payments

ARMEL and
Zaidouni
[20]

Growth Structured Hybrid Transac-
tion

Real-Time Intrinsic Cloud 0.92 Fintech

Zhou et al.
[12]

Innovation Sequential Supervised Transac-
tion

Near-RT Post hoc Cloud 0.93 Regulated
banks

Tang and
Liang [9]

Innovation Graph Federated Network Near-RT Post hoc Hybrid 0.93 Cross-bank
collab

Song et al. [7] Innovation Graph Supervised Network Real-Time Post hoc Cloud 0.96 Money
laundering

Liu [21] Innovation Graph Reinforce-
ment

Network Real-Time Post hoc Hybrid 0.94 Adaptive
blocking

Xia and Saha
[10]

Innovation Graph Federated Network Near-RT Post hoc Hybrid ~0.94 Enhanced
credit card
fraud

Lou et al. [8] Innovation Graph Supervised Network Real-Time Post hoc Cloud ~0.95 Context-
encoding
fraud

Abbassi et al.
[11]

Innovation Sequential Federated Transac-
tion

Real-Time Post hoc Hybrid ~0.94 Privacy-
enhanced
banking

Aljunaid
et al. [13]

Innovation Graph Federated Network Near-RT Post hoc Cloud ~0.93 Transparent
banking

Alarfaj and
Shahzadi
[62]

Innovation Graph Supervised Network Real-Time Post hoc Cloud ~0.95 Real-time
prevention

Table 19
Emerging research clusters in fraud detection (2024–2025)

Cluster Dominant dimensions Systems % of 2024–2025 papers

Privacy-Preserving Graph AI Graph + Federated + Network + Hybrid [7, 9, 10, 44,45] 45%

Explainable Real-Time DL Sequential + Supervised + Transaction + Real-
Time + Post hoc

[12] 30%

Adaptive Reinforcement Systems Graph + RL + Network + Real-Time [21] 20%

Hybrid Graph-Explainable Graph + Supervised + Network + Real-Time +
Post hoc

[8, 63] 5% (emerging)

Table 20
Research gaps identified via the proposed taxonomy

Gap Linked challenge (Section 5) Evidence Implication

Multimodal fusion Concept drift and rare
events

Only ~3% of systems use text +
graph [3, 14]

Missed contextual fraud (e.g.,
phishing-linked)

Intrinsic XAI in
GNNs

Interpretability Most recent GNNs rely on post hoc
[7, 8, 45]

Regulatory risk in high-stakes
deployment

Edge real-time FL Privacy and latency Limited federated edge systems [11] Undetected mobile-originated fraud

Cost-aware evaluation Evaluation metrics Few systems report ROI [20, 41] Deployment hesitation in industry

3) Output layer: Unified fraud score + explanation

Expected impact: The expected impact on fraud detection
performance is presented in Table 22.

Feasibility:

1) 2026: Prototype using LLMs (e.g., Large Language Model
Meta AI 3 (LLaMA-3)) + GNN
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Table 21
Taxonomy-driven design recommendations

Goal Recommended configuration Example system(s)

Regulatory compliance Structured/Sequential + Supervised + Account + Batch + Intrinsic +
On-Premise

[16]

Cross-bank collaboration Graph + Federated + Network + Near-RT + Post hoc + Hybrid [9–11, 13]

Zero-day fraud Sequential + Unsupervised + Transaction + Real-Time + None + Cloud [3]

Organized crime detection Graph + RL/Supervised + Network + Real-Time + Post hoc +
Cloud/Hybrid

[8, 21, 62]

Table 22
Expected impact of multimodal fusion (Roadmap 1)

Metric Current Target (2027)

Zero-day fraud detection 60% [3] 90%

False positives 35% < 15%

2) 2027: Production in fintechs

Alignment: Extends GraphSAGE [7] and recent multi-
modal approaches [14] with textual embeddings, addressing the
multimodal gap in the taxonomy.

Roadmap 2: Continual learning with catastrophic forgetting
mitigation

Motivation: Concept drift degrades models within weeks, a
core challenge in Section 5 directly linked to the lack of adaptive
paradigms in earlier taxonomy clusters [6, 7, 35].

Technical pillars:

1) Memory replay: Store fraud exemplars in encrypted buffer
2) Elastic weight consolidation (EWC): Protect critical para-

meters
3) Federated continual learning [9]

Expected impact: The expected impact on model resilience is
shown in Table 23.

Table 23
Expected impact of continual learning (Roadmap 2)

Scenario Retrain frequency Target

Seasonal fraud Monthly → weekly 95% F1 sustained

Sudden attack Daily → Hourly < 2% accuracy drop

Feasibility:

1) 2026: EWC + FedAvg integration
2) 2027: Real-time drift dashboards

Alignment: Builds on LSTM sequential modeling [6], fed-
erated collaboration [9], and recent hybrid models [35], filling
the continual learning gap across taxonomy dimensions D2
and D4.

Roadmap 3: Intrinsic explainability in GNNs
Motivation: Post hoc XAI (SHAP) adds latency and reduces

trust, highlighting the interpretability challenge (Section 5) and
the reliance on post hoc methods in current GNN clusters (D5 in
taxonomy) [12, 45].

Technical pillars:

1) Graph attention with rationales: Learn interpretable attention
weights

2) Concept bottlenecks: Map GNN layers to business concepts
(e.g., “high-velocity spending”)

3) Counterfactual graph edits

Expected impact: The expected impact on explainability and
compliance is presented in Table 24.

Table 24
Expected impact of intrinsic XAI in GNNs (Roadmap 3)

Metric Post hoc [12] Intrinsic (target)

Explanation latency 1.2 s < 200 ms

Regulatory approval rate 70% 95%

Feasibility:

1) 2026: GNN with concept activation vectors
2) 2027: Standardized XAI audit logs

Alignment: Evolves GraphSAGE [7], SHAP integration [12],
and recent energy-based/explainable models [45], directly targeting
the intrinsic XAI gap in taxonomy dimension D5.

Roadmap 4: Edge-deployed FL for mobile fraud
Motivation: 80% of fraud now originates on mobile with

unacceptable cloud latency, linking to privacy and latency chal-
lenges (Section 5) and the absence of edge systems in the
taxonomy (D6, D4) [11, 20].

Technical pillars:

1) On-device model updates (TensorFlow Lite)
2) Differential privacy (DP) noise at edge (to protect individ-

ual client updates from inference attacks through randomized
noise addition)

3) SMPC techniques such as secure aggregation via crypto-
graphic protocols (e.g., homomorphic encryption or additive
secret sharing) to ensure the server only receives the aggregated
model update without accessing individual gradients distinct
from DP, which focuses on statistical privacy guarantees via
noise, but complementary in federated settings

Expected impact: The expected impact on mobile fraud
detection is shown in Table 25.

Feasibility:

1) 2026: Pilot with 3 banks (iOS/Android)
2) 2027: Global rollout

Alignment: Combines Spark real-time [20] with federated
privacy [9] and recent edge-enhanced models [11], addressing the
edge deployment gap in taxonomy dimension D6. Note: SMPC
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Table 25
Expected impact of edge FL (Roadmap 4)

Deployment Latency Privacy risk

Cloud-only [20] 1.8 s Medium

Edge FL < 300 ms Low

(including secure aggregation) enables collaborative computa-
tion without data sharing, while DP provides statistical privacy
guarantees together enhancing robustness in privacy-preserving
collaboration

Roadmap 5: RL for adaptive risk mitigation
Motivation: Static thresholds cause alert fatigue or over-

blocking, tied to evaluation metrics challenge (Section 5) and
limited adaptive paradigms in taxonomy clusters [21].

Technical pillars:

1) Environment: Live transaction stream
2) Agent: RL policy (Proximal Policy Optimization (PPO)/Deep

Q-Network (DQN)) → action: Allow/flag/block
3) Reward: +Loss prevented − Cost of false positive

Expected impact: The expected impact on operational
efficiency is presented in Table 26.

Table 26
Expected impact of RL-based risk mitigation (Roadmap 5)

Strategy Alert rate (%) Loss prevented

Fixed threshold 12 $8.2 M/year

RL adaptive 6 $11.5 M/year

Feasibility:

1) 2026: Sandbox with synthetic data
2) 2027: Live A/B testing

Alignment: Scales RL + GNN prototype [21] to production,
enhancing adaptive reinforcement cluster in the taxonomy.

Roadmap 6: Standardized, cost-aware evaluation framework
Motivation: Academic metrics ignore operational ROI, a key

evaluation challenge (Section 5) with no cost-aware systems in the
taxonomy [1, 20, 41].

Technical pillars:

1) Unified benchmark dataset: 10M+ real (anonymized) transac-
tions

2) Cost matrix: Cost of False Positive (C_FP) = $25 (support
ticket); Cost of False Negative (C_FN) = $125,000 (median
fraud loss [1])

3) Primary metric: Expected monetary value (EMV)

Expected impact: The expected impact on system validation
is shown in Table 27.

Table 27
Expected impact of cost-aware evaluation (Roadmap 6)

Evaluation Current Target

Metric F1/AUC EMV
Deployment confidence 60% 90%

Feasibility:

1) 2026: Open-source via Kaggle/ACFE partnership
2) 2027: Adopted by the ISO fraud detection standard

Alignment: Operationalizes ACFE loss data [1], Spark ROI
[20], and recent adoption studies [41], closing the cost-aware
evaluation gap across all taxonomy dimensions.

Priority matrix for practitioners: The relative priority of the
six roadmaps considering taxonomy gaps and challenge severity
is summarized in Table 28.

Call to action

1) Industry: Form a consortium for multimodal data sharing
(privacy-preserving)

2) Academia: Release continual learning benchmarks with drift
injection

3) Regulators: Mandate EMV reporting in fraud system audits
4) Open source: Launch FraudAI-Toolkit integrating all six

roadmaps

These roadmaps, grounded in the integrated insights from
the evolutionary analysis (Section 3), challenges (Section 5), and
taxonomy (Section 6), transform reactive detection into proac-
tive, adaptive, and trustworthy financial defense systems by 2030.
Unlike prior specialized surveys that often focus on isolated
paradigms (e.g., GNN-based fraud detection or FL applica-
tions), this work provides an integrated decade-long synthesis
linking phases, challenges, taxonomy gaps, and prioritized action-
able directions offering a coordinated path beyond fragmented
analyses.

8. Conclusion

This survey has systematically traced the decade-long evo-
lution of AI-driven financial fraud detection from 2015 to 2025,
analyzing 65 peer-reviewed studies through a PRISMA-compliant
methodology and grounding insights in references [1, 3, 4, 6, 7,
9, 12, 15–21]. The journey reveals a profound transformation

Table 28
Priority matrix for research roadmaps

Roadmap Technical readiness Business impact Regulatory fit Priority

1. Multimodal Medium High Medium High

2. Continual High High High High

3. XAI-GNN Low High High High

4. Edge FL Medium High High High

5. RL Adaptive Low High Medium Medium

6. Evaluation High High High Critical
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from rule-augmented classical models to privacy-preserving,
graph-aware, explainable, and real-time intelligent systems.

To directly address the research questions posed in the
Introduction, the key findings are summarized as follows:

1) RQ1 (Evolution from 2015 to 2025) The field progressed
through three distinct phases: classical ML focused on imbal-
ance handling (2015–2019), deep sequential models empha-
sizing scalability and temporal patterns (2020–2023), and
innovative graph-based, privacy-preserving, and explainable
approaches (2024–2025), as detailed in Section 3.

2) RQ2 (Superior emerging techniques in 2024–2025): GNNs,
FL, and XAI integrations achieved the highest reported met-
rics (e.g., F1-scores up to 0.96 and 85% detection of organized
fraud rings), outperforming prior paradigms in networked and
privacy-sensitive scenarios [7, 9, 12, 21].

3) RQ3 (Primary operational challenges and solutions): Six
persistent challenges (class imbalance, concept drift, inter-
pretability, privacy, adversarial robustness, and cost-aware
evaluation) were identified in Section 5, with partial mitiga-
tions such as SMOTE, federated training, and SHAP, though
significant gaps remain.

4) RQ4 (Future research and industry directions): Six actionable
roadmaps were proposed in Section 7 to address unre-
solved issues, providing a structured path toward multimodal,
continual, and human-centered systems.

8.1. Summary of key findings

Three distinct eras

1) 2015–2019 (classical ML): Feature engineering and ensem-
ble methods (RF, XGBoost + SMOTE) achieved F1 ≈ 0.85
but were limited by manual design and imbalance [4,
16, 17].

2) 2020–2023 (deep sequential): LSTM and CNN-LSTM enabled
temporal pattern recognition, pushing F1-scores to 0.91–0.95
with cloud scalability [6, 18–20].

3) 2024–2025 (smart innovation): GNNs, FL, and XAI addressed
networked fraud, privacy, and regulatory trust, reaching F1
score ≈ 0.96 [7, 9, 12, 21].

Performance convergence, not plateau, while accuracy gains
have slowed, value has shifted to recall in rare events, latency
(< 500 ms), privacy compliance, and actionable explanations
[1, 12, 20].

Six persistent challenges—class imbalance, concept drift,
interpretability, privacy, adversarial robustness, and cost-aware
evaluation—remain unsolved at scale despite technical progress
[1, 6, 9, 12, 17, 21].

Taxonomy as a strategic tool, the six-dimensional classifi-
cation framework (Section 6), built directly on the evolutionary
phases and challenges, enables precise system positioning and
reveals emerging clusters:

1) Privacy-Preserving Graph AI (45%)
2) Explainable Real-Time DL (30%)
3) Adaptive Reinforcement Systems (20%)

8.2. Implications for stakeholders

The practical implications and actionable recommendations
for key stakeholders are summarized in Table 29.

Table 29
Implications and actionable insights for key stakeholders

Stakeholder Key implication Actionable insight

Financial
institu-
tions

Must transition from
siloed, static models to
federated, graph-based,
real-time pipelines [7, 9]

Invest in Spark
+ GNN + FL
stacks by 2027

Regulators
(FDIC,
European
Central
Bank
(ECB),
FATF)

Explainability is now
mandatory under the EU
AI Act and Basel IV [12]

Mandate SHAP-
augmented audit
logs in fraud
systems

Fintechs
and pay-
ment
providers

Edge-deployed detection is
critical for mobile-first
fraud [20]

Prioritize Ten-
sorFlow Lite +
Federated Edge

Researchers Focus must shift from
accuracy to EMV,
drift resilience, and
multimodal fusion
[1, 3, 6]

Release open con-
tinual learning
benchmarks

8.3. Final remarks

The $5 trillion annual fraud burden reported by the ACFE
in 2024 [1] is not merely a financial metric it is a societal trust cri-
sis. AI has evolved from a promising tool to a strategic necessity,
but technological maturity alone is insufficient. True resilience
demands:

“A paradigm where detection is not just accurate, but
adaptive, transparent, collaborative, and human-centered.”

The six future roadmaps proposed in Section 7—multimodal
fusion, continual learning, intrinsic XAI in GNNs, edge federated
systems, adaptive RL, and cost-aware evaluation—offer a coordi-
nated path forward that directly extends the taxonomy (Section 6)
and resolves the persistent challenges (Section 5). Unlike prior
specialized surveys that often focus on isolated paradigms
(e.g., GNN-based fraud detection [8, 62] or FL applications
[10, 23]), this work incorporates their findings while advanc-
ing beyond them through an integrated decade-long synthesis
[2]. It systematically links evolutionary phases, persistent chal-
lenges, a six-dimensional taxonomy, and prioritized actionable
roadmaps—highlighting unique contributions such as address-
ing multimodal gaps, SMPC-DP distinctions, and coordinated
industry-academia bridges that move the field forward from frag-
mented analyses toward a comprehensive, actionable framework
for trustworthy AI in fraud detection.

This survey concludes not with finality, but with urgency:
The next breakthrough will not come from a single algorithm but
from ecosystems that integrate privacy, explainability, and real-
time intelligence at scale.

Let this work serve as both retrospective validation and
prospective blueprint for researchers, engineers, and policymakers
committed to securing the future of financial trust.
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