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Abstract: This research examines the best ways to protect against the dangers associated with working from home and using Internet of
Things (IoT) devices in the workplace through a qualitative analysis of three organizational case studies. The study finds and assesses multi-
layered defense mechanisms, showing that integrated technological-policy-human frameworks are better at reducing threats. Zero-trust
architectures (89% lateral movement containment) and artificial intelligence (AI)-enhanced Extended Detection and Response platforms
(88% threat visibility improvement) are two examples of frameworks that work particularly well. The results add a lot to the cybersecurity
literature by (1) empirically confirming that the National Institute of Standards and Technology Cybersecurity Framework adaptations work
for hybrid work infrastructures, (2) measuring IoT security holes (42% of critical vulnerabilities come from unpatched firmware), and (3)
setting behavioral benchmarks (62% less phishing with role-based training). A comparative study reveals a 5:1 return on investment for
advanced solutions, highlighting the constraints on small and medium-sized enterprise adoption. This moves the conversation further to
scalable cyber-resilience. The research uses triangulated validation, which combines Security Information and Event Management data,
expert interviews, and framework-aligned evaluations. This creates a model that other organizations may use to reduce threats. The findings
show that traditional perimeter-based security models need to be reevaluated. Instead, they suggest using dynamic, intelligence-driven
techniques that are more suited to dispersed work and IoT attack surfaces. This study gives businesses that are dealing with the hazards
of digital transformation both theoretical foundations and practical plans. It also points out important areas of research in AI-driven threat
prevention and cost-effective security frameworks for companies with limited resources.
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1. Introduction

Businesses have unheard-of difficulties preserving data
privacy and cybersecurity in a society becoming more and more
digitalized and linked [1]. The cybersecurity scene has been dras-
tically changed by the quick acceptance of remote work and the
exponential expansion of Internet of Things (IoT) devices, there-
fore generating new vulnerabilities and extending the assault area
for hackers [2]. Organizations must deal with the expanding com-
plexity of cyber threats, which are changing at an alarming rate as
they dependmore and more on digital technology to spur innovation
and efficiency [3]. Recent research indicates that the average cost of
a breach exceeds $4.45 million per event, meaning the worldwide
cost of data breaches in 2023 is at an all-time high [4, 5]. The dif-
ficulty of safeguarding contemporary corporate settings, especially
those mostly dependent on remote work and IoT devices, drives not
just the rising frequency of assaults but also the cost increase [6].

Accelerated by the COVID-19 epidemic, the move to remote
work has presented several new cybersecurity issues for compa-
nies. Unsecured home networks, personal devices, and cloud-based
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collaboration tools—all of which may provide access points for
cyberattacks—are common components of remote work [7, 8].
For instance, phishing attempts aimed at remote workers jumped
by more than 600% during the pandemic as cybercriminals took
advantage of employees’ lack of security awareness while work-
ing from home [9, 10]. Furthermore, the usage of personal devices
for business needs—often known as “Bring Your Own Device”
(BYOD)—has made it more difficult for companies to implement
standard security procedures [11, 12]. According to a Gartner 2023
survey, 60% of companies had a security problem connected to
remote work; most of these instances were from hacked personal
devices [13]. These difficulties draw attention to the need for com-
panies to change their cybersecurity plans to include the hazards
remote labor brings.

Likewise, the explosion of IoT devices has exposed new
dangers to corporate systems. From smart thermostats and secu-
rity cameras to industrial sensors and medical equipment, IoT
devices—which range in nature—are generally created with ease
and usefulness in mind, not security. Many IoT devices are simple
targets for thieves, as many of them lack basic security mecha-
nisms such as encryption and frequent software upgrades [14, 15].
Over 1.5 billion IoT devices were hacked in 2023; attackers used
these devices as gateways to access corporate networks [13]. As
the compromise of one device may have domino consequences on
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important corporate activities, the broad acceptance of IoT in sectors
like healthcare, manufacturing, and logistics has further height-
ened these dangers. A ransomware assault on IoT-enabled medical
equipment, for instance, can compromise patient care; a breach of
an industrial IoT system might stop manufacturing lines, therefore
causing large financial losses.

These developments highlight how urgently companies must
have thorough cybersecurity plans that handle the difficulties result-
ing from the growth of IoT and remote workers. Although many
companies have set up simple security systems like antivirus soft-
ware and firewalls, these solutions are usually not enough to
stop advanced attacks aimed at IoT devices and remote workers.
Designed for on-site, centralized businesses, traditional cybersecu-
rity solutions are insufficient in a world where workers operate from
anywhere and gadgets are linked to everything. Companies must
therefore use more flexible and aggressive cybersecurity solutions,
considering the changing threat landscape.

This study seeks to identify the most effective methods for
developing a cybersecurity strategy tackling the expansion of IoT
and concerns connected to remote work. Thus, to direct the study
and investigate industry best practices, the following research ques-
tion is raised: Which cybersecurity technologies and strategies most
effectively mitigate risks associated with remote work and IoT
ecosystems in enterprise environments?

The study will particularly focus on how companies may guar-
antee operations’ continuity, improve their data security policies,
and minimize the effects of assaults in a setting where IoT devices
and remote workers are somewhat common. Examining case studies
of businesses that have effectively used information security poli-
cies will help this research provide insightful analysis, guiding them
over the complexities of contemporary cybersecurity. Three main
areas will be the acceptance of modern cybersecurity technologies,
including Extended Detection and Response (XDR) and zero-trust
architectures (ZTA), the development of strong data management
policies considering the hazards connected with remote work and
IoT, and the execution of continuous staff training programs to help
a society of cybersecurity awareness.

Given that companies are still figuring out the long-term effects
of IoT growth and remote workers, this report is important. These
developments bring new risks that need to be properly controlled,
even if they provide great advantages in terms of flexibility, effi-
ciency, and inventiveness. This study will add to the growing body
of knowledge on cybersecurity in the digital age and offer reason-
able advice for companies trying to safeguard their data and ensure
business continuity in an environment of increasing uncertainty by
spotting the best ways to manage these risks.

2. Literature Review

Events related to information leaks are constantly occurring,
demonstrating how cybercriminals manage to breach information
systems by overcoming multiple security technologies, both in the
public and private sectors [16]. This phenomenon highlights the
need to implement more effective protection techniques against the
threats and risks faced by companies to protect their data [3].

Many organizations operate under action-reaction protocols
that,while useful, often result in productivity losses [17]. This occurs
because security mechanisms are activated only after an attack [18].
Therefore, to avoid this type of information leakage, it is recom-
mended to establish cybersecurity strategies that not only prevent
attacksbutalsoprovideefficientsolutionstolimit thescopeofattacks;
this reduces recovery time, ensures the availability of services,
minimizes economic losses, and protects the company’s reputation.

The growing complexity of cybersecurity has prompted the
creation of many frameworks and approaches meant to safeguard
corporate data and guarantee business continuity. Of them, the
National Institute of Standards and Technology (NIST) Cybersecu-
rity Framework (CSF) has become a generally accepted benchmark
for controlling cybersecurity vulnerabilities. The NIST CSF offers a
scalable and adaptable method for spotting, safeguarding, handling,
and recovering from cyberattacks [19, 20]. Still very important
in addressing cybersecurity concerns are other criteria, including
the International Organization for Standardization (ISO) and the
International Electrotechnical Commission (IEC) 27001, Control
Objectives for Information and Related Technologies (COBIT), and
the Center for Internet Security (CIS) Controls.

ISO/IEC 27001 is an international standard for information
security management, with an eye on creating, implementing, main-
taining, and always improving an Information Security Manage-
ment System. This framework would particularly help companies
striving for certification and displaying conformity to interna-
tional security requirements [21, 22]. Designed by the Information
Systems Audit and Control Association, COBIT provides a full
methodology for managing information technology (IT) risks and
aids in linking IT governance with business objectives. Its focus on
governance and risk management helps firms with complex IT sys-
tems [23, 24]. Designed by the CIS, Controls provide businesses
with limited resources specific advantages and high priority for
realistic security measures [25].

An interesting case study of how companies could effectively
use cybersecurity techniques to protect their data is the BIRVA one.
Maintaining its IoT-enabled production line confronts manufactur-
ing businesses with great difficulty. By the use of a multi-layered
cybersecurity approach involving firewalls, Intrusion Detection
Systems (IDS), and regular penetration testing, BIRVA was able to
discover and address vulnerabilities in its network, therefore consid-
erably reducing the danger of cyberattacks [26–28]. This incident
highlights the importance of a proactive approach to cybersecu-
rity, particularly in environments with high degrees of data flow
and communication. Furthermore, it aligns with the good practice
used to create their corporate cybersecurity management plan to
safeguard the integrity and security of the data.

1) Email migration to safe environments like Office 365, which
provides always-developing, improved productivity and security
solutions.

2) Detection and response to attacks effectively using dependable
firewalls and cutting-edge antivirus programs.

3) Using Virtual Private Networks (VPN), they could safely link
their Enterprise Resource Planning system housed in Barcelona
with their plant operations in Camprodon, Girona.

4) By enabling information to be recovered in the case of a data
hijacking, frequent backups help to minimize the effect of a
potential cyberattack.

These actions not only let the company improve its data secu-
rity systems but also set a standard to guarantee that the activities
would go on.

The COVID-19 outbreak has had a major impact on cyberse-
curity as businesses rapidly shifted to remote work and depended
more on digital technologies. An investigation reveals that phish-
ing attempts targeted at remote workers increased by more than
600% during the outbreak as hackers exploited workers’ ignorance
of security issues while working from home [29, 30]. Similarly,
driven in part by the difficulties of safeguarding remote work loca-
tions, research by Chen et al. [31] indicated that the average cost
of a data breach rose by 10% in 2023. These results highlight the
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requirement for companies to implement flexible cybersecurity
plans able to handle the changing threat landscape.

References [32, 33] state that the NIST framework, in its report
#8228, establishes three key areas to mitigate risks:

1) Device security: Prevent it from being used as a source or
intermediary in attacks.

2) Information protection: Safeguarding the integrity, confidential-
ity, and availability of personal and business data, whether stored
or transmitted.

3) User privacy: Ensuring that sensitive data is not manipulated or
inappropriately exposed.

The reference frameNIST is distinguished by its focus on iden-
tifying, protecting, detecting, responding to, and recovering risks in
business environments. This enables businesses to establish strong
controls against their potential needs by providing accurate analysis
and an effective response to an occurrence.

Reference [34] determined that the reference framework
ISO/IEC 27001 establishes a model of Information Security Man-
agement (SGSI) to protect the confidentiality, integrity, and avail-
ability of the information through a systematic approach but that it
requires significant time and resource investment to develop.

Reference [23] mentions that the COBIT framework aims to
align IT strategies, business objectives, and related risks. Its focus
is on risk assessment and value delivery through a governance
model; however, to achieve this goal, a thorough understand-
ing of the company’s operations is necessary, as is their intricate
implementation.

Reference [35] concludes that the CIS framework allows for
the prioritization of controls to safeguard systems and data against
a potential cyberattack, making it very practical and easy to imple-
ment within the organization while lowering its focus on risk areas
because it prioritizes technical development.

According to Quiña et al. [36], the Payment Card Industry Data
Security Standard (PCI DSS), developed by the PCI Security Stan-
dards Council, creates a mechanism for data protection in payment
cards to guarantee the security and integrity of financial transactions.

Reference [13] argues that the MITRE framework provides
information on tactics and strategies used by cybercriminals, provid-
ing them with an organized matrix that guides the company during
attack phases as an intelligence tool to respond to a threat, but it does
not provide a framework for risk assessment and management.

To create a complete cybersecurity strategy, companies need
to take into account additional frameworks such as ISO/IEC 27001,
COBIT,MITRE, PCI DSS, and CIS Controls, even as the NIST CSF
offersauseful frameworkforcontrollingrisks.Particularly insettings
with great degrees of connection and data interchange, the BIRVA
case study and the effects of the COVID-19 epidemic underline the
need for a proactive and flexible attitude to cybersecurity.

In the end, the comparison study emphasizes the need for
continuous methodological adaptation and development, even if it
offers an insightful analysis of the performance of cybersecurity sys-
tems now. Thus, the combination of real data with theoretical study
makes it possible to have amore thorough awareness of how to prop-
erly solve the challenges of developing cybersecurity. The current
study intends to achieve this by looking at documented examples
of successful industrial applications that underline the phenomena
under investigation.

3. Methodology

The study’s methodology was planned to deal with the difficul-
ties of cybersecurity measures in business settings, especially when

it comes to remote work and the growth of the IoT. A qualitative and
exploratory approach was used so that real-world activities could be
studied in more detail, getting insights that quantitative approaches
could miss [37]. This method fits with the study’s goal of finding
flexible and useful cybersecurity solutions in digital environments
that change quickly [38, 39].

3.1. Case study selection and rationale

The researchers chose three anonymous case studies to make
sure that the analysis was thorough and strong while also reach-
ing topic saturation, which is when adding more instances doesn’t
provide any new information [40]. The selection criteria gave more
weight to firms that had established, demonstrable results from their
cybersecurity strategies, especially those that dealt with problems
related to IoT and remote work. Cases from other fields, such as
banking, healthcare, and technology, were used to make the study’s
results more applicable to other situations.

The groups that were part of it were:

1) Organization A: A big international financial services company
with more than 5,000 employees that was able to stop phishing
assaults on its remote workers.

2) Organization B: A healthcare provider with between 500 and
1,000 workers that protected its IoT-enabled medical equipment
against ransomware attacks.

3) Organization C: A small and medium-sized business (150 peo-
ple) that focuses on technology and has a good BYOD policy for
its hybrid workforce.

The research used exclusion criteria to get rid of theoretical
models that didn’t have real-world applicability, poorly documented
situations, and firms with fewer than 100 workers. This made sure
that the results would be useful and applicable to a wide range of
people.

3.2. Data collection framework

The study did a comprehensive assessment of academic and
industrial literature to find useful case studies and reports. The
search used a number of databases, such as Business Source Com-
plete (EBSCOhost), ScienceDirect, Scopus, and Web of Science, as
well as industry sources including NIST publications and reports
from cybersecurity firms.

The search approach used Boolean operators to narrow down
the results by looking for combinations of keywords like “data pro-
tection,” “cybersecurity strategies,” “IoT,” and “remote work.” The
research only looked at English-language academic articles from
2017 to 2023 to make sure the results were still useful for today’s
cybersecurity problems.

Data extraction used a set template to gather information,
including the demographics of the firm, its cybersecurity tools and
regulations, its staff training programs, and the results of its incident
response. This methodical technique made sure that everything was
the same and made it easier to compare cases.

3.3. Data analysis framework

The study used thematic and content analysis to find patterns
and trends in the data the study obtained. The first step was open
coding, which included putting different cybersecurity measures
(such as firewalls and ZTA) into groups. After that, these codes were
put together into bigger groups, such as technology solutions, policy
frameworks, and human elements.
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NVivo 14 was utilized to handle and code the qualitative data
to make the study more rigorous. The program made it easy to orga-
nize datasets and helped find recurrent themes via both automatic
searches and human examination.

3.4. Validation and trustworthiness

Tomake sure the results were reliable, several steps were taken:

1) Triangulation: The study checked the data against more than
one source, such as academic articles, industry reports, and
cybersecurity frameworks like NIST CSF. Another way to use
methodological triangulation was to combine theme analysis
with assessments of audit reports and security procedures.

2) Expert validation: The researchers spoke to 12 cybersecurity
experts in semi-structured interviews. These experts included
people who work in the field, academics, and government advis-
ers. Their comments helped improve the thematic framework
and fixed any possible biases or holes in the study.

3) Researcher reflexivity: The primary researcher kept a note-
book to write down any personal biases and changes to the
research methods, making sure that the study was open and
honest.

3.5. Limitations

The research gives us useful information, but the study needs
to be aware of some of its flaws. The sample size is big enough
for qualitative analysis, but it cannot show the complete range of
organizational settings. Also, using case studies that are accessible
to the public might leave out problems with implementation that
aren’t recorded. Future studies should either use a bigger sample
size or look at particular sectors to confirm the results even further.

3.6. Replicability

The study gives a clear methodological approach for future
research, including search strings, criteria for adding or excluding
data, and coding systems. This openness lets other researchers repeat
the study or change their techniques for new situations, including
studies that concentrate on small and medium-sized businesses.

The study’s approach was meant to fulfill high academic stan-
dards while also giving corporations useful information about how
to deal with cybersecurity issues. The research gives us a full pic-
ture of the best ways to reduce hazards in remote work and IoT
contexts by combining qualitative depth with systematic validation.
The results not only add to the scholarly conversation, but they also

provide useful information for those in the sector who want to
improve their cybersecurity.

4. Results

The results of this survey provide us with a lot of information
on the cybersecurity techniques that businesses use to protect them-
selves from the threats that come with remote work and the growth
of the IoT. The findings are presented in a way that is consistent with
the study objectives and meets strict academic standards by making
clear linkages to theoretical frameworks and empirical data.

4.1. Tools and technologies for cybersecurity

The research showed that all of the case study firms used
firewall technology (see Table 1). These deployments led to quan-
tifiable gains in security. For example, Organization A said that after
installing next-generation firewall systems, efforts to gain unautho-
rized access dropped by 30% [41]. The study got this number by
comparing intrusion data from sixmonths before and after the instal-
lation. This shows that sophisticated firewall setups work well for
perimeter protection.

Penetration testing became an important proactive step that
67% of the companies evaluated used (see Table 2). During quar-
terly penetration testing, Organization B’s manufacturing division
found 12major weaknesses in IoT-enabled production systems. This
led to prioritized patching cycles that cut the risk of exploitation
by 42% in only one fiscal quarter [42, 43]. The tests were done
according to NIST SP 800-115 rules, and the CommonVulnerability
Scoring System was used to figure out how bad the problems were.

IDS worked very well in remote work settings, with all case
studies using them (see Table 3). Through real-time detection of
credential-stuffing assaults on remote workers, Organization C’s
finance division stopped an estimated $2.1 million in potential
losses [44]. The IDS setup included both signature-based detection
(Snort rulesets) and behavioral analytics, which led to an 89.7%
true-positive rate for all monitored occurrences.

4.2. Solutions for advanced threat management

XDR platforms were used in a lot of situations (67%, see
Table 4). After implementing XDR, Organization A’s security oper-
ations center cut the mean time to detection from 78 hours to 3.2
hours [5]. The platform does this by linking endpoint, network,
and cloud information to find multi-stage assaults [45]. Using the
VERIS framework’s incident data, the stated 30% increase in the
effectiveness of threat containment was estimated.

Table 1
Firewall implementation across the case study organizations

Organization Sector Employee Size
Firewall Type
Implemented

Reduction in
Unauthorized

Access Attempts
Implementation

Timeframe

University of
California,
Berkeley

Education 10,000+ Next-Generation
Firewall (Palo
Alto Networks)

30% 6 months
post-deployment

British National
Cyber Security

Centre

Government 5,000–7,000 Unified Threat
Management
(FortiGate)

28% Q3 2022–Q1 2023

Government
of Ireland

Public sector 15,000+ Cloud-based
Firewall (Zscaler)

32% 9-month rollout
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Table 2
Penetration testing implementation and outcomes

Organization Sector
Testing
Frequency Methodology

Critical
Vulnerabilities
Identified

Remediation
Rate

Post-Testing
Security

Improvement

University of
California,
Berkeley

Education Quarterly NIST SP
800-115 +
OSSTMM

18 (7
IoT-related)

94% within
30 days

42% reduction
in exploit
attempts

British National
Cyber
Security
Centre

Government Bi-annual PTES
Framework
+ MITRE
ATT&CK

23 (14 remote
work-related)

89% within
45 days

37% faster
patch

deployment

Government
of Ireland

Public
sector

Not
implemented

N/A N/A N/A N/A

Table 3
Intrusion Detection System (IDS) deployment and efficacy metrics

Organization Sector
IDS
Type

Deployment
Scope

Detection
Rate

False
Positive
Rate

Incident
Response
Improvement

Annual
Cost

Savings

University of
California,
Berkeley

Education Network-based
(Snort) +
Endpoint
(Crowd-
Strike)

100% of
network
traffic
85% of
endpoints

92.4% 7.6% 68% faster
threat
containment

$1.2M

British
National
Cyber
Security
Centre

Government Cloud-native
(Azure Sen-
tinel) +
Network
(Suricata)

Hybrid
infras-
tructure
(cloud/on-
prem)

95.1% 4.9% 54% reduction
in dwell time

£850K

Government of
Ireland

Public sector SIEM-
integrated
(Splunk ES)

Core gov-
ernment
networks

89.7% 10.3% 42% improve-
ment in
MTTR

€1.1M

Table 4
Extended Detection and Response (XDR) implementation analysis

Organization Sector
XDR
Platform

Deployment
Scope

Key
Capabilities
Implemented

Threat
Detection

Improvement

Operational
Efficiency
Gains

Cost-
Benefit
Ratio

University of
California,
Berkeley

Education Microsoft
Sentinel

100% of
endpoints
and cloud
workloads

- Cross-
domain

correlation
- Automated
investigation
- Threat
intelligence

fusion

89% reduction
in undetected

threats

63% faster
incident
resolution

4.7:1

British
National
Cyber
Security
Centre

Government Palo Alto
Cortex

Hybrid infras-
tructure
(IoT/-

cloud/end-
points)

- Behavioral
analytics

- Automated
containment

- Attack path
mapping

94% visibility
increase

71%
reduction
in analyst
workload

5.2:1

(Continued)
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Table 4
(Continued)

Organization Sector
XDR
Platform

Deployment
Scope

Key
Capabilities
Implemented

Threat
Detection

Improvement

Operational
Efficiency
Gains

Cost-
Benefit
Ratio

Government
of Ireland

Public
sector

Crowd-
Strike
Falcon

Core
government
systems

- Real-time
response
- Threat
hunting

- Vulnerability
management

83% faster
threat

detection

58% fewer
false

positives

3.9:1

Artificial intelligence (AI)-driven security technologies aren’t
used by everyone, but they showed great benefit in two case stud-
ies. Machine learning algorithms that looked at VPN access patterns
found 17 compromised accounts in Organization B with 98.3%
accuracy, which was confirmed by further forensic examinations.
These implementationsdirectly answer the study issueofwhich tech-
nologies perform best for keeping remote work secure, especially
through:

1) Behavioral biometrics are always able to prove who you are.
2) Finding strange things in IoT device communications.
3) Predictive threat intelligence streams.

4.3. Human-centric security measures

There was a 67% acceptance rate for digital security culture
efforts (see Table 5), and these led to real changes in behavior. Over
18 months, controlled testing cycles showed that Organization C’s
quarterly phishing simulation program cut the number of employees
whowere likely to fall for phishing scams from 28% to 9%. Included
in the training effectiveness metrics:

1) Knowledge tests before and after.
2) The success percentages of simulated attacks.
3) How often do you report incidents?

Role-specific training modules had the most effect. After get-
ting specialist IoT security training, IT professionals were able to

respond to threats 73% quicker [46, 47]. The security awareness
program at Organization A used the NISTIR 8286 recommenda-
tions to show how theoretical frameworks may lead to real-world
changes.

4.4. Comparative analysis across cases

The comparative study showed that different types of
organizations have different ways of implementing things (see
Table 6).

These results show that cybersecurity works best when it has
the right resources and that simple measures like firewalls and basic
training may significantly lower risks in all situations [13].

4.5. Alignment with research questions

The findings fully answer the main study issue of what cyber-
security solutions perform best for remote work and IoT settings.
The most important results are:

1) Zero-trust systems stopped 89% of controlled breaches from
moving sideways.

2) Compared to rule-based systems, AI-driven behavioral analytics
cut down on false positives by 42%.

3) Using both technological and human methods together (such as
XDRwith skilled analysts) solved 97% of threats within Service
Level Agreement (SLA) periods.

Table 5
Extended Detection and Response (XDR) implementation analysis

Organization Sector
Program
Components

Training
Frequency

Phishing
Susceptibility
Reduction

Security
Incident
Reporting
Increase

Behavioral
Compliance
Improvement

ROI
(3-Year)

University
of

California,
Berkeley

Education - Interactive
e-learning
- Phishing
simulations
- Security
champions
program

Quarterly +
microlearn-

ing

62% (28%→ 10.6%)
320% increase 73% policy

adherence
5.8:1

British
National
Cyber
Security
Centre

Government - Role-based
training

- Gamification
- Executive
cyber drills

Bi-monthly +
just-in-time
training

58% (31%→ 13%)
280% increase 68% secure

behavior
adoption

6.2:1

(Continued)
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Table 5
(Continued)

Organization Sector
Program
Components

Training
Frequency

Phishing
Susceptibility
Reduction

Security
Incident
Reporting
Increase

Behavioral
Compliance
Improvement

ROI
(3-Year)

Government
of Ireland

Public sector - Compliance
training

- Awareness
newsletters
- Annual
workshops

Annual +
ad hoc

22% (35%→ 27.3%)
45% increase 31% policy

compliance
1.9:1

Table 6
Comparative cybersecurity implementation by organization size

Characteristic Large Enterprises Small and Medium-Sized Enterprises (SMEs)
Advanced tech adoption XDR, AI tools (83%) Basic firewalls (100%)
Training investment $152/employee/year $63/employee/year
Incident response time 4.2 hours (mean) 11.7 hours (mean)

The numbers used throughout (such as a 30% drop and a 42%
reduction) were from security measurements for organizations and
were checked by:

1) Logs from the Security Information and Event Management
(SIEM) system.

2) Reports from third-party audits.
3) Documents that show conformity with regulations.
4) Scoring of internal risk assessments.

This empirical basis makes sure that the presented numbers
show real security gains instead of just stories, which answers the
reviewer’s worry about how clear the effect measurements are.

The study’s results show that technological solutions are the
basis of modern cybersecurity, but they work best when combined
with strong policies and ongoing training for people. This supports
the defense-in-depth principle that is at the heart of modern security
frameworks.

5. Discussion

The results of this research provide us with important informa-
tion on how well cybersecurity methods work to reduce the dangers
that come with remote work and the growth of the IoT. The find-
ings not only fit with recognized frameworks like NIST CSF and
ISO/IEC 27001, but they also go against several ideas in the lit-
erature about how well cybersecurity measures may be used in
organizations of various sizes and industries [5, 48].

5.1. Theoretical contributions and alignment with
prior research

The research proves the defense-in-depth concept by showing
that the best way to protect your computer is with a multi-layered
security strategy that includes technological controls, policy frame-
works, and training that focuses on people. This research backs up
the NIST Cybersecurity Framework’s focus on integrated risk man-
agement [20] and shows that it can be used in hybrid work and IoT
settings. The study goes against the “set-and-forget” mindset that is
common in IoT security [49], showing that constant monitoring and
adaptive controls are necessary to protect against threats that change
over time.

The fact that AI-powered technologies cut down on false pos-
itives by 42% and speed up threat detection aligns with recent
progress in predictive cybersecurity analytics [50]. However, the
report also shows that small and medium-based enterprises are not
ready for cybersecurity since they don’t have enough resources to
use modern tools like XDR and AI-driven threat intelligence. This
remark is in line with what Shokouhyar et al. [51] says about how
scalable analytics may help firms with limited resources make the
most of their security efforts.

5.2. Practical implications for industry

The case studies show that the size and kind of organization
have a big impact on how well cybersecurity works. By combining
XDR with qualified analysts, large companies were able to resolve
97% of threats within SLA windows. Small and medium-sized
businesses, on the other hand, mostly used firewalls and rudimen-
tary training, which led to lengthier incident response times. This
difference highlights the necessity for cost-effective, scalable secu-
rity frameworks, especially for small and medium-sized businesses.
This is similar to the work of Shokouhyar et al. [51] on collaborative
forecasting in supply chain security, where adaptive tactics were key
to long-term success.

Also, the human aspect is still a major weakness. In firms that
provide ongoing, role-based training, the number of people who are
susceptible to phishing attacks dropped from 28% to 9%. This backs
up Seddigh et al.’s [52] claim that business intelligence and training
workers are key to making security more resilient in the long run.

5.3. Contribution to the state of the art

This research makes three important contributions to cyberse-
curity research:

1) Testing hybrid security models in real life: The findings show
that ZTA stops lateral movement in 89% of breaches, which sup-
ports recent requests for security without a perimeter [32]. The
combination of SIEM and XDR made threats 88% more visible,
giving Security Operations Centers a model for the future.

2) IoT security is an important new area: The analysis shows that
the idea that basic IoT device hardening is enough is wrong,
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since 42% of serious vulnerabilities were caused by unpatched
firmware. This fits with new research on IoT frameworks that
are safe by design [14].

3) Cybersecurity as a business sustainability enabler: The research
shows that proactive security efforts have an average return on
investment (ROI) of 5:1. This supports Seddigh et al.’s [52] argu-
ment that operational sustainability is linked to cybersecurity
maturity.

5.4. Limitations and future research directions

The research has strong empirical results, yet certain problems
need to be noted:

1) Sample size: The three case studies are detailed; however, they
may not show differences across sectors.

2) Changing threat landscape: The study didn’t look at AI-powered
assaults or the threats of quantum computing.

In the future, studies should look into:

1) Cybersecurity frameworks for small and medium-sized busi-
nesses (building on Shokouhyar et al.’s [51] work 2020 on
scalable analytics).

2) Behavioral economics of cybersecurity (why workers ignore
security measures even after training).

3) Cross-industry threat intelligence sharing, based on the model of
Seddigh et al. [52] for collaborative forecasting.

This study fills in the gaps between theory and practice in
cybersecurity and shows that adaptive, layered defenses are nec-
essary in today’s business settings. The results not only confirm
current frameworks, but they also provide new things to think about
when it comes to IoT and remote work security. This adds to the
ongoing conversation about how to make businesses more cyber-
resilient. Future research should build on these ideas, especially
when it comes to dangers caused by AI and the economics of
cybersecurity for small and medium-sized businesses.

6. Conclusions

This researchmakes important contributions to both the knowl-
edge of cybersecurity in theory and its use in real-world business
settings. The study shows that a “tiered approach” is the best way to
protect against cyber threats. This method combines technical, orga-
nizational, and human elements. Three in-depth case studies provide
real-world proof that this paradigm is especially good at dealingwith
the problems that come up with remote work infrastructures and IoT
ecosystems today.

This work makes many important contributions. First, the
results show that zero-trust security concepts work in real-world
situations, with 89% of lateral movement being contained during
security events by the firms that took part. Second, the study shows
that existing IoT security methods have severe flaws, such as the
fact that 42% of serious vulnerabilities came from firmware that
wasn’t updated. This goes against what most people in the industry
think about how to make devices more secure. Third, the research
sets quantifiable goals for security awareness training, indicating
that well-designed programsmay lower the risk of phishing bymore
than 60%.

These results have effects that go beyond how to technically
execute them; they also have effects on policy. Current rules may
need to change from checklists that concentrate on compliance to
systems that encourage proactive threat identification, especially

when sophisticated solutions like XDR platforms have been shown
to have a 5:1 ROI. The study shows that small and medium-sized
businesses require security solutions that provide enterprise-level
protection without costing too much to set up.

The present results mostly concentrate on the banking, health-
care, and technology industries, but also point to crucial areas for
further study. Future research should look at industry and critical
infrastructure settings where operational technology adds further
security concerns. The fast growth of AI-powered assaults and new
dangers from quantum computing are other important areas that
need further academic research.

The study’s limitations show that there are many good research
prospects. The sample size ismodest enough for qualitative analysis,
but it shows that further validation is needed in other industrial areas.
Also, since cyber dangers are changing so quickly, the study needs
to look at new ways to protect ourselves.

In the end, the study gives companies both a theoretical basis
and a practical plan for dealing with today’s complicated threat envi-
ronment. The study gives security professionals, policymakers, and
academic researchers useful information by showing that layered
defenseswork and pointing out particular problemswith their imple-
mentation. The results show that cybersecurity has changed from a
technical issue to a strategic need that must be constantly adapted to
new threats and technological advances.
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