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Abstract: Short Message Service (SMS) phishing (smishing) is a form of phishing attack that uses mobile messaging as its delivery
medium. Conventional detection methods for smishing attacks fall short at identifying such messages because they resemble spam. The
conventional methods rely on static rules or shallow linguistic features. In this study, we propose a transformer-based attention-driven
framework for detecting smishing. We develop a concept-level representation to improve both the accuracy and the explainability of our
model. The approach extracts and sorts the message signatures uncovered in smishing attacks into three conceptual categories—textual,
structural, and behavioral—each of which encompasses a different aspect of how smishing attacks attempt to accomplish. We utilize
pretrained Bidirectional Encoder Representations from Transformers (BERT) to construct conceptual representations from the SMS
messages. By leveraging BERT’s attention weights on the smishing concept categories, informative tokens and patterns that distinguish
smishing from benign messages were identified. The final classification is performed using both a fully connected neural network layer
and three classical machine learning baseline models, trained on the same features. The result demonstrates that our model achieves
performance of (F1-score: 98.71%, accuracy: 99.32%) outperforming the baseline models. Ablation studies further confirmed that each
concept category makes a meaningful contribution to the classification performance, with behavioral concept features having the highest
impact. This work highlights the potential of attention-driven concept modeling for robust and explainable smishing detection.
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1. Introduction

Mobile technology is an essential component of modern
business environments [1], allowing essential activities such as
collaboration, communication, and identity verification. The
increased reliance on mobile technology as an endpoint has recog-
nized the need for effective security systems that can identify and
remediate mobile threats such as smishing and phishing. Despite
the convenience brought about by the pervasive use of mobile
communications, users are now also facing new and innovative
forms of cybersecurity threats [2]. Smishing, a form of phishing
attack that makes use of Short Message Service (SMS), is now
a sophisticated form of a cybersecurity attack that silently tries
to trick victims by masquerading as a legitimate entity, such as
a bank or a retailer, and aims to obtain personal and vital user
details, perform destructive clicks, and initiate downloads of mali-
cious payloads. With the increase of these sophisticated attacks,
simple means of identification based on predefined rules or key-
word filters, such as those discussed by Mahmood and Hameed
[3], will no longer keep pace with these threats.

An important, but currently underappreciated, aspect for
improving smishing detection techniques is involving message
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signatures; these could be specific characteristics or markers to
convey the sender identity, purpose, or authenticity of the received
messages [4]. These specific characteristics could be particular
structures within SMS or email communications, sender identity,
or malicious Universal Resource Locator (URL) markers [5, 6].
Furthermore, although developing such message signatures could
improve understanding and detection rates, this task would be
complicated by short, ambiguous smishing messages.

There have been studies on detecting smishing using vari-
ous techniques. In heuristic approaches, messages are identified
by manually selected attributes. These approaches ignore impor-
tant details, such as URLs and their redirects, which are strong
indicators of fraudulent intent [7]. Some methods rely on black-
lists. Since attackers and domains continually change, it is quite
easy for attackers to bypass them. Traditional methods, such
as Bag-of-Words, Term Frequency–Inverse Document Frequency
(TF–IDF), and Word2vec, were widely used to represent the con-
tent of SMSs numerically for classification tasks. Even though
traditional models produce decent results, their inability to incor-
porate subtle, context-aware information from messages limits
their generalizability.

The development of models such as the transformer-
based Bidirectional Encoder Representations from Transformers
(BERT) has led to many improvements in natural language under-
standing [8]. This is due to the application of the self-attention
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mechanism, which assigns each word a weight based on its impor-
tance and models short- and long-range dependencies. This makes
the transformer model very useful for smishing detection tasks, as
it can detect potential triggers such as urgency, deceptive URLs,
and language that poses as trusted sources.

The study proposes a novel technique for smishing detection
that identifies SMS features derived from message signatures using
regular expression (RE) pattern matching, maps the features into
concepts, and applies an attention mechanism to the resulting
concept representations before classification. Pattern matching is
an essential task for recognizing the underlying patterns in SMSs,
particularly for identifying smishing patterns and classifying them
into three conceptual themes: textual, structural, and behavioral.
The three themes are used to identify different attributes of the
smishing attack. Textual attributes identify linguistic patterns and
word use; structural attributes identify the use of embedded URLs
or phone numbers; and behavioral attributes emphasize the use of
psychological tactics such as urgency, fear, and impersonation.

BERT is employed to generate contextual embeddings for
the defined conceptual representations, which are fed into a
classifier to categorize each message as either ham or smish.
In contrast to conventional detection approaches that rely pri-
marily on statistical weights or static embeddings, the proposed
method further analyzes the BERT model’s token-level attention
weights. These attention weights reflect the relative importance
assigned to individual tokens before the classification process and
indicate which parts of the message are considered more rele-
vant or potentially suspicious. By leveraging this information, the
model can capture fine-grained message signatures that traditional
feature-based methods often overlook, thereby improving both
detection performance and interpretability. By jointly exploiting
contextual embeddings and attention mechanisms, this technique
provides a deeper understanding of structural and conceptual dif-
ferences between ham and smishing messages. All three concept
categories—textual, structural, behavioral—and the ham class are
combined to produce an overall representation for each message.
The combined embeddings are used to train and test several mod-
els to classify messages as ham or smishing. The aim of this study
goes beyond the development of an efficient model for classify-
ing messages with high precision accurately; rather, it aims to
involve the creation of an interpretable and dynamic model that
will respond to the adapting nature of the smishing attack patterns
and provide valuable insight concerning the behavioral choices of
an attack attempt.

In a recent study by Ludan et al. [9], concept-based learning
in text classification was pursued through the lens of the con-
cept bottleneck model and interpretable AI techniques. In image
classification, concept learning was used to map low-level image
features to meaningful and interpretable concepts such as “wing”
and “beak.” [10]. To apply the approach to smishing detection,
this study identifies and defines high-level concepts, accounting
for patterns and structures, as well as triggers for action. It identi-
fies the different dimensions wherein smishing differs from other
forms of communication. Subsequently, incorporating these con-
ceptual dimensions into the transformer model will both improve
performance, yielding interpretable results for each classification
decision.

In focusing on attention-driven concept extraction, this work
connects cutting-edge deep learning approaches with the essential
needs of cybersecurity: interpretability, flexibility, and robustness.
The findings show that attention weights can improve the system’s
interpretability, detection capability, and the ability to notice both
usual and novel smishing messages. With the growing magnitude

and complexity of mobile-related threats, integrating concept rea-
soning and attention mechanisms from the transformer approach
appears to offer a promising solution for securing communication.

To the best of our knowledge, no previous smishing detection
method has attempted to integrate multi-concept extraction using
text, structural, and behavioral concepts. Furthermore, while
attention is considered an integral part of transformer models, the
application of attention organization into conceptual categories
has not been sufficiently investigated in the context of deceptive
short messages, such as smishing attacks. This is remedied by our
method, which allows attention outputs to be used for concept
alignment.

The main contributions from this research are:

1) Message signature-based concept modeling: The concept-
based methodology for smishing attacks is presented by
defining message signatures. The message signatures are cat-
egorized into textual, structural, and behavioral concepts,
providing a better understanding of the purpose and structure
of SMS messages.

2) Attention-guided embedding and interpretability: Using the
attention weights in the BERTmodel to guide the extraction of
the most important tokens within messages, the model’s per-
formance can improve while increasing the interpretability of
the specific attention zones during classification.

3) Fusion of conceptual embeddings for robust detection: In
this study, an approach has been developed to fuse attention-
informed embeddings of textual, structural, behavioral, and
ham conceptual aspects, aiming to improve the model’s
generalization to new smishing attacks.

2. Literature Review

Adversaries resort to social engineering techniques to induce
fear or urgency in their victims. SMS spam campaigns and smish-
ing appear to share the same surface-level characteristics since
both are delivered via the SMS messaging channel [11]. In most
cases, SMS spam is used to promote products and services,
whereas smishing targets recipients to deceive them into disclosing
sensitive information [12].

Early studies on smishing and SMS spam detection primar-
ily relied on handcrafted, low-level features derived from message
content, as the currently available datasets lacked metadata. The
detection approaches leveraged rule-based and machine learning
(ML) classifiers, including naïve Bayes (NB), logistic regression
(LR), random forests (RF), and support vector machines (SVM).
Commonly used features include lexical cues such as Bag-of-
Words and n-grams, statistical properties such as message length,
presence of special symbols and numbers, and structural indi-
cators such as URLs, and leet words. A dual-phase detection
method was proposed by Jain et al. [12], which utilizes 11 basic
features in the first phase to distinguish general spam from ham
messages, followed by 4 features related to phishing to further dif-
ferentiate smishing from the spam category. Text normalization
techniques were used to convert nonstandard text to its stan-
dardized form [13], thereby significantly enhancing the efficacy
of the NB ML classifier. The study shows that normalization
improves the discriminative capability of key terms, for example,
the probability of the term “claim” appearing in malicious con-
texts rose to 0.25 after normalization. The standard preprocessing
steps included in the framework include stemming, tokenization,
and TF–IDF. To improve computational efficiency and reduce
the dimensionality of the feature space, the Pearson Correlation
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Coefficient-Principal Component Analysis (PCC-PCA) frame-
work [14] was introduced for more efficient feature extraction.
Similarly, Ulfath et al. [15] used analysis of variance to select
statistically significant features after extracting 10,000 TF–IDF n-
gram features. By retaining features p − values ≤ 0.05 − 0.001,
they reduced dimensionality to about 4100 − 4300 features,
thereby improving performance.

Recent advancements involve deep learning models that
bypass manual feature engineering through automated extrac-
tion. A hybrid CNN-LSTM architecture [16] was developed to
automatically extract significant features directly from the text
messages and to identify whether they are smishing or ham.
Goel et al. [17] utilized enhanced convolutional neural networks
(CNNs) that incorporate parameterized Rectified Linear Unit
(ReLU) to minimize architectural complexity and manage gradi-
ents while extracting meaningful features from unstructured data.
These automated approaches address the limitations of manual
rules and blacklists.

Transformer models have significantly advanced text clas-
sification tasks by enabling context awareness [18]. The BERT
contextual embeddings were utilized in the work of Jain et al. [19],
where messages were tokenized and passed through a pretrained
BERT model to obtain a 768-dimensional [CLS] embedding that
contextually represented the entire message and then captured
the semantic relationships, word order, and contextual dependen-
cies that are often missed by the conventional feature extraction
techniques.

Smishing attempts to resemble legitimate messages but with
harmful intent. Effective detection requires models that can
identify nuanced linguistic, structural, and behavioral indicators
within the message content. The reviewed literature highlights the
evolving sophistication of smishing attacks and the growing need
for advanced detection mechanisms that surpass simple rule-based
filtering and keyword matching. Also, challenges remain, par-
ticularly in generating reliable message signatures and detecting
attacks with limited prior patterns. These limitations emphasize
the need for dynamic feature extraction, interpretable models, and
holistic concept representations that can adapt to the subtlety

and diversity of smishing attempts in real-world scenarios. This
evolving landscape provides a strong foundation for developing
a context-aware, attention-guided smishing detection framework
that balances predictive accuracy with model transparency.

3. Methodology

The framework is illustrated in Figure 1, with two differ-
ent phases. Phase 1 is the training phase, which consists of five
steps: preprocessing, message signature identification, concept
representation, attention-based interpretation, and classification.
Phase 2, which is the inference phase, shows the trained model
being used as an input, with the learned parameters applied
to unseen messages to generate model predictions. The training
phase is explained in detail.

Preprocessing: SMS messages were retrieved from data
sources and prepared for analysis through text preprocessing;
standard preprocessing techniques were applied to ensure the
data is suitable for natural language processing tasks. These steps
included stemming, lemmatization, and tokenization, which col-
lectively reduce noise, and stop-words, numbers, and characters
were reserved as they are frequently used in smishing attempts.
The preprocessing procedures were implemented using the Nat-
ural Language Toolkit library to standardize and optimize the
textual data for subsequent feature extraction and modeling.

Message signature identification: Message signatures provide
critical insight into the structure and characteristics of malicious
messages, yet they are often overlooked by researchers [20]. Sig-
natures consist of distinctive patterns and attributes that serve as
unique identifiers for smishing attempts. Signature-based attack
detection approaches traditionally extract features from traffic by
comparing incoming traffic to already known signatures [21]. This
approach yields exceptional accuracy and very few false-positive
results. But the signature database must be updated regularly due
to the dynamic, zero-day nature of smishing attacks, to enable it
to capture new threats. These signatures are usually digital finger-
prints of smishing messages that reveal specific patterns, keywords,
or other elements commonly found in smishing messages.

Figure 1
Concept extraction and transformer-based classification smishing detection architecture
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From the adopted dataset, cues indicative of smishing were
extracted by analyzing linguistic features, semantic relationships,
and the presence of adversary-oriented vocabulary. To identify
the signatures based on these cues, a pattern-matching approach
was used to extract the discriminative features. RE-based tech-
nique was applied to detect potentially suspicious elements and
structural patterns within the messages, adopted from Sharaff
et al. [22]. This pattern-matching strategy supports the develop-
ment of a smishing detection model with a lower false-positive
rate. Guided by characteristics of smishing content documented
in prior research [20, 23, 24], specific RE patterns were formu-
lated to flag messages containing indicative linguistic or structural
markers.

These patterns are then applied to examine smishing mes-
sages systematically. Our approach builds on the pattern-matching
technique introduced by Alzahrani and Ghorbani [21], chosen for
its efficiency in narrowing the search space. The pattern matching
is formulated as in Equations (1)–(3):

Let S denote a dataset of SMS messages. Each message is
represented as

s ∈ S (1)

Equation (2) defines the RE pattern, where each pattern returns
0 or 1

P = {p1. . . . . . .pn} (2)

The smishing indicator Sm (s) is defined as

Sm (s) = max
i ∈{1. . . n} pi(s) (3)

The message is flagged as potentially smish if three RE pat-
terns match its contents, helping to reduce messages that do
not conform to the smishing identification characteristics. This
approach helps develop a model with fewer false-positive predic-
tions. Instead of defining a new set of features, pattern matching
evaluates smishing messages against different feature categories
that indicate smishing. This includes smishing keywords such as
“verify,” “click,” or “subscribe,” as well as patterns indicating
URL obfuscation or the presence of a phone number or email
address.

Concept extraction/representation: Concept representation is
a well-recognized approach in image classification tasks [25], typ-
ically involves models identifying high-level semantic attributes,
such as texture, color, or object category, to provide inter-
pretability. By linking the abstract features to human-recognized
concepts, the model’s predictions become more transparent, fos-
tering greater user trust and understanding. Inspired by the
paradigm and extending it to the text classification task by Ludan
et al. [9], we adapt the concept representation framework to
the domain of smishing detection. In this approach, three cate-
gories of interpretable concepts are defined and extracted from the
dataset: textual-based, structural-based, and behavioral-based. We
named it a textual, structural, and behavioral concept. The textual
concepts encompass linguistic indicators such as suspicious key-
words, informal expressions, and contextually inconsistent terms;
the structural concepts capture message-format characteristics,
including the presence of URLs, message length, numerical pat-
terns, or special symbols; and behavioral concepts represent cues
intended to provoke user action, such as urgency, fear, or requests
for sensitive information. These concept categories form a struc-
tured and interpretable intermediate representation that enables

transparent model predictions and provides clear explanations for
smishing classification outcomes.

To derive high-level semantic representations from the
input data, a BERT-pretrained transformer model is employed.
The three distinct concept categories—textual, structural, and
behavioral features—were independently processed by the model
through a sequence of transformations, mathematically repre-
sented in Equations (4)–(6). The numerical vectors Ei, generated
by the tokenizer, are passed to the model as input, as shown in
Equation (4).

hi = B(Ei) (4)

where i ∈ {t, s, b} for the textual (t), structural (s), and behavioral
(b) concepts.

Figure 2 presents the overlap analysis of the three extracted
concept dimensions—textual, structural, and behavioral—within
the smishing label in the corpus. The plot provides a structured
visualization of the intersections and exclusions among these
conceptual categories, enabling a deeper understanding of the
relationships between linguistic, semantic, and behavioral cues
that co-occur in smishing content.

The contextual representation of each concept is obtained
from the final hidden layer of the BERT model using the
classification token, as shown in Equation (5):

ri = hi[CLS] (5)

The concept-level representations derived from textual, structural,
and behavioral inputs are then fused to form a unified smishing
representation through concatenation:

r(t, s, b) = rt||rs|| rb (6)

For messages labeled as ham, the tokenizer generated vectors Eh
are similarly passed through the BERT model to obtain their
contextual representation:

hh = B(Eh) (7)

rh = rh[CLS ] (8)

Figure 2
Overlap of textual, structural, and behavioral concepts in

smishing label messages
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The final representation used for classification is formed by
concatenating the smishing and ham representations:

rfinal = r(t, s, b)|| rh (9)

The fused representation is then provided to the classifier to
predict the message label:

y′ = C(r final) (10)

Signature-to-concept transformation: To demonstrate how the
proposed framework addresses the inherent challenges of smish-
ing detection, a message-level example is presented in Table 1.
The objective is to show how raw messages are transformed into
interpretable concept representations through signature extraction
and attention-driven modeling. During the preprocessing step,
messages were tokenized, and numerical values, URLs, special
symbols, and uppercase characters were preserved as these ele-
ments frequently occur in smishing messages. In the message
signature identification stage, predefined RE patterns are acti-
vated. The presence of obfuscated URL, short numeric code,
and urgency-related keywords (e.g., “CHAT” and “contact”) is
detected. These matched patterns collectively form a compact
message signature that characterizes the message’s structural and
textual properties. The activation of multiple signature patterns
allows the framework to filter benign messages while retaining
messages that exhibit smishing-related traits.

The extracted message signature is subsequently mapped to
the three predefined concept categories, with the features mapped
to concepts as shown in Figure 3. This concept-level represen-
tation abstracts low-level lexical features into high-level semantic

cues, reducing reliance on keyword matching and enabling better
generalization to previously unseen smishing variants.

The concept representations are then encoded using the
BERT model to generate contextual embeddings. Through the
self-attention mechanism, the model assigns a higher attention
weight to tokens associated with the extracted concepts. These
attention-weighted representations provide an interpretable view
of how the model prioritizes smishing-relevant information within
short SMS content.

Attention-based interpretation: To interpret the model’s out-
put for each concept, the attention weights generated by the
transformer’s self-attention mechanism were utilized. In BERT,
attention is computed internally using the scaled dot-product for-
mulation, as in Equation (11) [26]. Attention is not redefined
computationally in the study; rather, the attention weights pro-
duced by the BERT model are extracted and analyzed to assess
token-level importance within each concept.

Attention = Softmax(QKT

√dk
)V (11)

where Q as query, K as key, and V as value obtained from linear
transformations of the input sequence.

Figure 4 shows an example of token-level attention
distribution for a smishing label message.

From Table 1, it can be observed that tokens, such as “chat”
and “86688,” receive relatively higher attention values. These
tokens are commonly associated with suspicious message char-
acteristics, including unsolicited communication prompts, short
codes, and domain-like or service-related terms. Such elements
are frequently exploited in smishing messages to attract user inter-
action or create a sense of legitimacy. The attention distribution
indicates that the model does not rely solely on the overall message

Table 1
Smishing instance for attention weight analysis

Label SMS content

Smishing Dear U’ve been invited to XCHAT. This is our final attempt to contact u! Txt CHAT to 86688
150p/MsgrcvdHG/Suite342/2Lands/Row/W1J6HL LDN 18yrs

Figure 3
Mapping smishing-related features to conceptual representation
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Figure 4
Attention score distribution for the smishing message shown in Table 1

semantics but focuses on specific tokens that may indicate smish-
ing. Therefore, the figure provides an interpretable view of how the
attention mechanism captures message signatures and contributes
to the final classification decision. For comparison, a legiti-
mate message, “here is my new address -apples&pairs&all that
malarky” activates none of the structural or behavioral smishing
concepts, resulting in low attention weights for benign tokens.

Classification: The final layer of the model consists of a
dense layer that uses attention-based representations for binary
classification. A single neuron with a function, sigmoid activa-
tion, produces a probability score with a range between 0 and 1,
where lower values indicate ham and higher values indicate smish
messages. Alongside this deep learning method, the effectiveness
of three classical ML models—RF, LR, and SVM—was exam-
ined as baseline comparators. Each of these models is evaluated
using identical input features to maintain a fair comparison. The
complete workflow of the model is outlined in Algorithm 1.

Algorithm 1: Transformer-based attention driven concept extraction
for smishing detection

Input: SMS dataset D = {(xi, yi)}ni=1
Output: Trained classifier M and predicted labels y′
1: Preprocessing
2: for each SMS message xi do
3: Tokenize and lemmatize xi
4: Obtain preprocessed message x′i
5: end for
6: Message Signature Extraction
7: for each message x′i do
8: Apply regular expressions to extract message signatures
9: end for
10: Concept Definition
11: Define concept pattern sets Pt, Ps, Pb
12: for each message x′i do
13: Assign message to textual, structural, and/or behavioral
concepts
14: end for
15: Concept Representation
16: for each concept input do
17: Encode using pretrained BERT

18: Extract [CLS] representation
19: end for
20: Attention-Based Interpretation
21: Extract self-attention weights from BERT layers (Equation 11)
22: Fusion and Classification
23: Concatenate representations: r final = rt| |rs| |rb
24: Train classifier M

25: Predict labels y′ ← M (r final)
return M and y′
4. Experimental Result

This section presents the experimental results, beginning with
an overview of the dataset used and the experimental setup,
followed by the results of the evaluation metrics applied, and
concluding with a comparative analysis of the proposed models’
performance against baseline classifiers and an ablation study of
the extracted concepts.

4.1. Dataset and metrics

The experiments in the study were performed using the UCI
Machine Learning Repository SMS Spam dataset [27], a labeled
dataset consisting of binary classes: legitimate (ham) and smish-
ing messages. Initially, the dataset was used for SMS spam, but
later, the spam label was changed to smish due to the resemblance
of the two labels. The dataset comprises approximately 5572
labeled text messages, with 4825 labeled as ham and 747 labeled
as smishing. The training and testing datasets used a stratified
80:20 split to preserve class proportions. The model’s perfor-
mance was evaluated using standard classification metrics, such
as accuracy, precision, recall, F1-score, and receiver operating
characteristic-area under the curve (ROC-AUC), to provide a bal-
anced assessment of both predictive effectiveness and robustness,
particularly under class-imbalanced conditions.

4.2. Results

This section presents the results of experiments validating the
effectiveness of the transformer-based attention-driven concept
extraction model for smishing detection. The analysis began with
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an overview of the models’ overall performance, which integrates
BERT embeddings with concept-driven features, followed by a
comparative evaluation against classical ML classifiers trained on
the same conceptual representations. An ablation study is also
included to assess the individual contributions of the different
conceptual dimensions to the overall model performance.

4.2.1. Model performance
The proposed model employs BERT-based embeddings com-

bined with a fully connected classification layer to identify
smishing messages. This architecture achieved outstanding per-
formance across all evaluation metrics, obtaining an accuracy
of 99.32%, precision of 98.01%, recall of 99.42%, F1-score of
98.71%, and a ROC-AUC of 99.95%. These results demonstrate
the model’s effectiveness in detecting smishing attempts while
minimizing false positives.

4.2.2. Baseline model comparison
To establish a performance benchmark, the proposed model

was compared with three classical ML models—LR, RF, and
SVM—each trained on BERT embeddings. RF achieved the
highest result, with an accuracy of 0.9890 and a macro F1-
score of 98.59%, closely followed by SVM, which attained an
accuracy of 98.70%. LR performed slightly lower, achieving an
accuracy of 98.55%. Despite the strong results, none of the
baseline models surpassed the transformer-based architecture,
particularly in terms of recall and ROC-AUC, underscoring the
advantages of contextualized embeddings and attention-based
learning for smishing detection. Table 2 summarizes the mod-
els’ performance and compares it with the three classical ML
models.

4.3. Ablation study on concept-based features

To assess the contribution of the individual concept repre-
sentations, an ablation study across the three concept categories
was conducted: textual, structural, and behavioral. Each cate-
gory was evaluated independently using a BERT-based classifier
trained on the corresponding features. Table 3 shows the evalu-
ation results using four metrics: precision, recall, F1-score, and
accuracy.

5. Discussion

Message signatures are distinct patterns embedded in a
message that reveal its underlying intent and help distinguish
malicious messages from ham [20]. Concepts are semantic abstrac-
tions that aggregate related signatures into an interpretable unit,
enabling the models to reason about the intent rather than isolated
surface features.

The integration of textual, structural, and behavioral con-
cepts allows the model to capture the underlying aspects of
smishing attacks. The fusion of the concept categories enables
a holistic understanding of message intent, which explains the
observed performance gains over traditional ML baselines.

The study demonstrates that transforming low-level message
signatures into high-level representations significantly enhances
smishing detection performance and interpretability. It is a shift
from feature-based learning to concept-based reasoning that
allows the model to capture patterns that are more robust,
generalized, and aligned with the real-world smishing behavior.

The BERT model outperforms traditional ML approaches
by a wide margin, thanks to its architectural depth and the ability
to process longer text sequences through its transformer back-
bone. However, smishing generally occurs on mobile devices,
where resources are limited. Researchers acknowledge that there
is a trade-off between top-tier performance and a computation-
ally intensive structure and that this is a necessary consideration
for practical mobile deployments of the proposed model.

We compared our approach with that of Sharaff et al. [22],
which combined RE feature engineering with a deep learning
model. Their focus was on enhancing performance through regex-
informed lexical refinement and a stacked Bidirectional Long
Short-Term Memory (BiLSTM) architecture, and Jain et al.
[19] built a model by using BERT embeddings that recognized
the contextual association between the words. Table 4 compares
the methods and performance between the two studies and our
proposed model.

The proposed approach extends smishing detection beyond
their work by explicitly modeling attack intent through concept-
driven feature extraction. By transforming low-level smishing cues
into high-level semantic concepts, the model reveals the underlying
mechanics of smishing rather than relying on superficial patterns

Table 2
Performance comparison

Model Accuracy (%) Precision (%) Recall (%) F1-score (%) ROC-AUC (%)

Ours (BERT + FC) 99.32 98.01 99.42 98.71 99.95

BERT + LR 98.55 98.29 98.00 98.14 99.91
BERT + RF 98.90 98.89 98.30 98.59 99.71
BERT + SVM 98.70 98.45 98.22 98.34 99.94

Note: BERT + FC stands for BERT with fully connected layers.

Table 3
Evaluation results of the ablation study on the concepts

Concept type Precision (smish) (%) Recall (smish) (%) F1-score (smish) (%) Accuracy (%)

Textual concepts 97.74 94.89 96.30 99.10

Structural concepts 99.23 94.85 96.99 99.28

Behavioral concepts 98.72 96.25 97.47 99.62

Pdf_Fol io:7 07



Artificial Intelligence and Applications Vol. 00 Iss. 00 2026

Table 4
Comparison of the proposed model with existing models

Author Feature extraction Accuracy

Jain et al. [19] BERT + Low-level features 94.00 (%)

Sharaff et al. [22] RE 99.01 (%)

Proposed model RE + Smishing Concepts
+ BERT

99.32 (%)

either at the lexical or sequential levels. This modest accuracy
gain indicates an added layer of discriminative power provided by
concept abstractions beyond raw regex-driven features.

6. Conclusion

This study introduces an attention-driven, concept-based
framework for detecting smishing in SMS messages. Message fea-
tures are first extracted from domain-specific message signatures
and then grouped into textual, structural, and behavioral con-
cept categories. These conceptual representations form the basis
for an interpretable and robust smishing detection model built
on a BERT architecture. By combining contextual embeddings
with token-level attention information, the model is able to focus
on the most informative parts of each message, thereby enhanc-
ing both interpretability and detection accuracy. Experimental
results demonstrate that the proposed framework consistently
outperforms traditional classifiers, with the BERT-based model
achieving the best performance across all evaluation metrics.

In practical deployment environments, efficiency, efficiency
and scalability are critical, particularly in mobile environments
that rely on resource-constrained devices, where smishing attacks
typically occur. Although the standard BERT model delivers
the highest accuracy, its large parameter size and computa-
tional cost limit its suitability for real-time mobile or edge
deployment. To address this limitation, the framework also inte-
grates MobileBERT, a compact transformer model optimized to
reduce memory usage and faster inference. While MobileBERT
exhibits a slight reduction in accuracy compared to BERT, it
offers substantial gains in efficiency, making it more suitable
for deployment in resource-constrained environments. In addi-
tion, MobileBERT can be fine-tuned on multilingual datasets,
enabling cross-language adaptability, while the attention-driven
concept extraction mechanism supports continuous adaptation to
evolving smishing strategies.

The ablation analysis further revealed that each conceptual
component contributed uniquely to performance, with behavioral
features proving especially effective in identifying manipulative
and deceptive linguistic patterns. Overall, the proposed approach
achieves a balance between state-of-the-art deep learning perfor-
mance and the transparency required for practical cybersecurity
deployment. By integrating concept extraction with attention
analysis, this framework lays the foundation for transparent,
adaptive, and generalizable smishing detection systems capable
of addressing both existing and emerging mobile threats. Future
work will focus on extending the framework to multilingual
datasets and incorporating dynamic behavioral feedback derived
from real-time user interactions.
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