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Abstract: The reliability of finger vein biometric systems is increasingly threatened by sophisticated presentation attacks. Current
presentation attack detection (PAD) methods, often relying on supervised learning, are vulnerable to novel, unseen attacks because they
depend on comprehensive labeled spoof datasets that are impractical to collect. To address this zero-day threat, this research proposes
a one-class anomaly detection framework trained solely on authentic finger vein samples. While utilizing a standard U-Net-inspired
denoising autoencoder as the architectural backbone, this work introduces two key novel contributions to tailor the model for biometric
security: (1) a Multi-Objective Anomaly Detection Loss Framework that uniquely integrates multi-scale reconstruction error, gradient
preservation constraints, and deep Support Vector Data Description loss to strictly regularize the latent space and (2) a Spectral Error
Optimization technique that applies adaptive frequency weighting to amplify subtle texture artifacts inherent in spoof mediums. This
combination is significant because the multi-objective loss forces the model to learn fine-grained physiological vein patterns, while
the spectral optimization captures high-frequency anomalies often missed by spatial reconstruction alone. Experimental results on the
FVPAD-USM dataset demonstrate that this approach achieves an Attack Presentation Classification Error Rate below 2% and an
Average Classification Error Rate below 10%. By outperforming supervised baselines like support vector machines and convolutional
neural networks in generalizing to unseen digital and glossy photo attacks, this work establishes the effectiveness of unsupervised,
frequency-enhanced anomaly detection for robust biometric security.
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1. Introduction

Biometric identification systems are nowadays an integral
part of the modern security forces, offering the highest degree of
protection against unlawful infiltration. Yet, the systems remain
vulnerable to sophisticated presentation attacks where attack-
ers make artificial replications or spurious representations of
biometric characteristics. Anti-spoofing measures have largely
concentrated on the fingerprint [1, 2], face recognition [3], and
speaker verification [4]; finger vein recognition, however, rarely
finds interest regarding presentation attack detection (PAD),
touted as highly secure because spoofs of subcutaneous vascular
patterns are far more difficult [5]. The finger vein is not completely
immune to spoofing; hence, the PAD systems must evolve new
methods of keeping their reliability in real-world applications. The
occluded nature of vein patterns and the need for specialized near-
infrared imaging make finger vein recognition inherently resilient
to spoofing, as also demonstrated by multimodal approaches that
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combine finger vein with other traits to boost the recognition
accuracy and attack resistance [3, 6].

Legacy PAD techniques for finger vein authentication, such
as those employing local binary patterns (LBP) and support
vector machines (SVM), rely on handcrafted features to dis-
tinguish between genuine and spoofed samples. However, these
conventional techniques are not good at generalizing across a
wide variety of attacks, especially as spoofing methods become
more prevalent and sophisticated. Attackers now use high-
resolution printing, textured surfaces such as photo paper, and
even 3D-printed replicas to convincingly fake vein patterns, pos-
ing significant difficulties for traditional algorithms [7]. These
methods often fail to capture the latent artifacts or material
properties of transient spoofing materials, failing in catching
novel attacks. The fixed feature selection approach of these tra-
ditional methods prevents them from adjusting to new attack
patterns, which results in systems that are unprotected against
zero-day threats. For instance, research demonstrates that clas-
sic descriptors such as LBP cannot properly identify advanced
spoof materials like dragon-skin, silicon, and glue-based overlays
because these materials show minimal differences from authentic
samples when observed through near-infrared imaging [8].

© The Author(s) 2026. Published by BON VIEW PUBLISHING PTE. LTD. This is an open access article under the CC BY License (https://creativecommons.org/
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A fundamental challenge in developing finger vein PAD sys-
tems is the difficulty of acquiring diverse and comprehensive spoof
samples. Collecting such data is impractical and time-consuming,
as attack techniques evolve rapidly. This scarcity of spoofed data
reduces the effectiveness of supervised learning models, which
typically require balanced genuine and spoofed samples. Conse-
quently, systems based on convolutional neural networks (CNNs)
or ensemble networks often achieve high accuracy under known
attack conditions but experience significant performance drops
against unknown attacks [9-12]. Supervised PAD techniques rely
on attack data to learn discriminative patterns, making them vul-
nerable to zero-day spoofing attacks and limiting their robustness
in real-world deployment [13].

To address this issue, research has shifted toward open-set
and anomaly-based approaches that do not require pre-collected
spoof samples [2, 10]. These methods instead learn the intrin-
sic characteristics of genuine finger vein patterns and classify
deviations as anomalies, offering spoof-agnostic detection capa-
bilities. While supervised methods such as depthwise separable
CNNs and SVM have shown strong performance in controlled
settings [2, 9, 10, 13], they remain constrained by their reliance on
labeled spoof data. As a result, they fail to generalize novel attacks
involving high-resolution synthetic films, 3D-printed molds, or
advanced texture-transfer techniques [1, 14], which are highly rel-
evant in real-world scenarios where unseen attacks are more likely
[15, 16].

Another critical limitation is the absence of comprehensive
public finger vein spoofing datasets. Generating realistic attack
samples requires sophisticated fabrication methods, specialized
equipment, and domain expertise, which restricts dataset diver-
sity and scale [11, 17, 18]. For example, a recent 2024 study [19]
employed a hybrid gray-level co-occurrence matrix (GLCM) with
a Light Gradient Boosting Machine (LightGBM) classifier and
achieved encouraging Attack Presentation Classification Error
Rate (APCER) results. However, its dataset contained only a
limited range of spoof types, reducing generalizability. This lack
of variety causes many supervised PAD systems to overfit spe-
cific spoof classes and struggle to sustain performance in diverse
real-world environments [6, 20-22].

To overcome these challenges, recent studies have explored
unsupervised and one-class anomaly detection methods that train
exclusively on real samples [12, 23, 24]. These approaches learn
the inherent distribution of authentic finger vein patterns and
identify deviations caused by spoof artifacts, making them suit-
able for both known and unknown presentation attacks. One-class
models, such as convolutional autoencoders, Clustered Deep
One-Class Classification (CD-OCC), and Interpolated Gaussian
Descriptors (IGDs), have shown promise in proactively detecting
anomalies.

Building on this direction, the present work proposes a one-
class anomaly detection model using a denoising autoencoder
(DAE). The model learns from genuine finger vein samples and
detects spoofing attempts across unknown attack types while
maintaining user convenience by optimizing the Average Classifi-
cation Error Rate (ACER). It also secks to minimize the APCER
while balancing the Bonafide Presentation Classification Error
Rate (BPCER) to ensure robustness against novel spoofing mate-
rials. The proposed DAE framework integrates convolutional
operations with residual learning and attention-inspired mecha-
nisms to enhance spatial texture learning, offering a reliable PAD
solution for practical deployment.

The primary contribution of this work is a novel one-class
anomaly detection framework utilizing DAE trained exclusively
on genuine finger vein samples, which eliminates the dependency
on labeled spoof datasets and enables the detection of “zero-day”
attacks. This is achieved through a specialized multi-objective
loss framework integrating multi-scale reconstruction error, gra-
dient preservation, and deep Support Vector Data Description
(SVDD) to strictly regularize the latent space. Furthermore, a
spectral error optimization technique is utilized, employing adap-
tive frequency weighting to amplify high-frequency artifacts, such
as print textures that are often obscured in the spatial domain. The
resulting method demonstrates superior generalization against
unseen attacks on the FVPAD-USM dataset compared to super-
vised baselines, while maintaining a lightweight computational
footprint suitable for real-time deployment.

The remainder of this paper is organized as follows:
Section 2 reviews related works, Section 3 describes the materi-
als and methods, Section 4 presents results and discussion, and
Section 5 concludes with implications and future work.

2. Related Work

Early research into PAD for finger vein systems relied on con-
ventional machine learning techniques that distinguished authentic
images from counterfeits through manually engineered feature
descriptors. Among these, LBP became a widely used method due
to its computational efficiency and robustness in capturing the sub-
tle local texture variations that often differ between genuine and
spoofed samples [6]. Similar approaches have been applied in fin-
gerprint PAD, where orchestrated techniques combining multiple
features have shown effectiveness [1].

A common approach combined these handcrafted features
with powerful classifiers. For instance, Haider et al. [6] pro-
posed a multimodal biometric system, illustrated in Figure 1
[6], that extracted LBP features and classified them using SVM
with a score-level fuzzification mechanism. Their work demon-
strated that combining texture patterns from multiple modalities

Figure 1
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significantly improved PAD performance compared to single-
modality systems. Similarly, other texture-based descriptors have
proven effective. Shaheed et al. [8] utilized optimized GLCM fea-
tures with a LightGBM classifier, achieving strong results against
printed and display-based attacks. Schuiki et al. [11] conducted
a thorough threat analysis and found that combining Gabor fil-
ters with LBP features also yielded reliable spoof detection across
various attack media. These studies collectively affirm that well-
designed texture descriptors are fundamental to conventional
PAD.

Beyond individual feature-classifier pairs, researchers
explored more advanced frameworks to enhance robustness.
Foundational work in biometric recognition has demonstrated
that fusing information from multiple sources significantly
reduces error rates. For instance, multi-instance fusion strategies
[25] have proven that combining feature sets from different fin-
gers or instances can overcome the limitations of single-source
biometrics. Similarly, sophisticated score-level fusion techniques
[26] have been successfully employed to optimize decision bound-
aries in multimodal systems. Building on these fusion concepts,
Kim et al. [10] developed a non-deep learning PAD method
based on ensemble learning, which fused scores from multi-
ple models, including SVMs, as shown in the architecture in
Figure 2 [10]. This approach provided a stronger defense against
various spoofing methods and performed well in cross-type evalu-
ations. To further refine these pipelines, dimensionality reduction
techniques such as principal component analysis (PCA) were
employed. Al-Obaidy et al. [17] showed that applying PCA to
handcrafted features before SVM classification improved relia-
bility, particularly in low-data scenarios, by reducing noise and
improving generalization. However, a critical limitation shared
by these conventional methods is their reliance on known attack
types. The study by Shaheed et al. [9], for example, was con-
strained by a limited number of spoof samples, which exposed
the framework’s potential inability to handle unknown attacks.
This dependency on predefined spoof characteristics remains a
significant weakness in traditional PAD systems.

Early finger vein PAD systems were built upon non-deep
learning approaches, utilizing handcrafted feature descriptors like
LBP, GLCM, and Gabor filters paired with classifiers such as

SVM or LightGBM. The primary advantages of these meth-
ods are their simplicity, interpretability, and low computational
cost, making them suitable for real-time operations in resource-
limited environments. While advancements in score-level fusion
and ensemble techniques can enhance their reliability, these
traditional models struggle to keep pace with the increasing
complexity of modern spoofing attacks. This limitation has
driven the adoption of deep learning, which offers superior
representational capabilities. CNNSs, in particular, have become
essential to modern PAD systems by enabling end-to-end learn-
ing. Unlike traditional methods, CNNs automatically learn the
distinctive hierarchical features that separate authentic finger
vein images from fakes, eliminating the need for manual feature
engineering.

Recent research has also explored hybrid models that merge
the strengths of both paradigms. For example, Kim et al. [14]
introduced a novel approach that integrates fractal analysis with
a CNN classifier, as depicted in Figure 3 [14]. By calculating
the fractal dimensions of vein patterns, the model can identify
subtle, non-obvious irregularities present in high-quality fakes.
This hybrid method reported strong results across several spoof
categories, demonstrating that augmenting CNNs with statis-
tical features can significantly improve their resilience against
sophisticated presentation attacks.

The evolution of PAD has increasingly incorporated
advanced deep learning architectures to address sophisticated
spoofing threats. Beyond standard CNNs, innovative models are
being explored to capture more complex data patterns, such as
in finger vein authentication systems that leverage deep learning
for enhanced security [27]. One significant advancement is the
application of attention mechanisms and Transformer-based net-
works. Chen et al. [18] proposed a lightweight Vision Transformer
model combined with a Multi-Scale Spatial-Temporal map. By
using self-attention modules to process both spatial and tempo-
ral texture dynamics, their model achieved exceptional APCER
and BPCER performance across intricate spoof scenarios, proving
its suitability for embedded PAD systems. Attention mechanisms
have also been leveraged for more targeted feature enhancement.
Sulaiman et al. [20] developed a deep regional learning model
that dynamically focuses on local regions of interest, such as vein

Figure 2
Score fusion using ensemble network architecture
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Figure 3
DCS-GAN architecture
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bifurcations and junctions. This approach improves PAD accu-
racy in challenging conditions like motion blur or low light
and reduces false positives by distinguishing genuine anatomical
features from shallow surface artifacts.

Hybrid architecture that combines different model types is
also proving effective. For instance, the integration of sequential
models like Long Short-Term Memory (LSTM) networks with
CNNs has shown promise. Abbas [22] proposed a hybrid model
where a CNN extracts spatial features and an LSTM compo-
nent models the structural or temporal dependencies between vein
segments, making it particularly useful for video-based acquisi-
tion systems. Furthermore, specialized CNNs are being designed
for niche applications. Tran et al. [21] developed an anti-aliasing
CNN specifically for virtual and augmented reality environ-
ments. Their network is tailored to eliminate rendering artifacts
and jagged lines from finger vein images captured on nonstan-
dard displays, achieving 99.94% accuracy on specialized datasets
and demonstrating how context-aware enhancements can enable
robust PAD in real-time immersive systems. Collectively, these
advanced deep learning approaches demonstrate superior perfor-
mance over traditional handcrafted methods, especially against
novel spoofs and in challenging acquisition environments. How-
ever, their ability to generalize against unknown attack types
remains a critical challenge, requiring access to diverse training
data and extensive optimization.

In addition to enhancing recognition robustness through
hybrid strategies, understanding the evolving threat of template-
based biometric reconstruction is critical. Recent studies have
introduced advanced methodologies to restore or synthesize
high-fidelity fake biometric samples from leaked templates. For
instance, Sun et al. [28] utilized deep reinforcement strategies to
iteratively modify initial images, achieving highly natural palm-
print reconstructions. Similarly, Yan et al. [29] proposed a ver-
satile black-box attack using a modified Progressive Generative
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Adversarial Network (ProGAN) to generate realistic images
capable of deceiving both handcrafted and deep learning-based
recognition algorithms.

A critical vulnerability in existing finger vein PAD systems
is their poor generalization against unseen or “zero-day” attacks.
This weakness stems from a fundamental reliance on super-
vised learning paradigms, such as CNNs or hybrid architectures,
which require large, labeled datasets of both genuine and known
spoof samples to build discriminative models [12]. However,
collecting diverse and comprehensive spoof data is logistically
challenging and costly, making it impossible to keep pace with
rapidly evolving attack methods like advanced 3D-printed molds
or deepfake-generated vein patterns. Consequently, these mod-
els tend to overfit to known attack signatures and fail when
confronted with novel threats that exploit gaps in their training
data.

Even advanced hybrid frameworks designed to be compu-
tationally efficient, such as those combining depthwise sepa-
rable convolutions (DSC) with linear support vector machines
(LSVM), remain constrained by this dependency on labeled spoof
data, rendering them ineffective against zero-day exploits [9]. This
vulnerability is further compounded by threats like backdoor
attacks, where malicious actors can poison the training data to
create hidden triggers, causing the system to misclassify specific
spoofs as genuine during deployment [23].

While hardware-based countermeasures like multispectral
imaging or haptic sensors attempt to address this by validating
physiological traits like tissue density or blood perfusion, they are
not a complete solution. These systems are often expensive and
can be circumvented by sophisticated spoofs engineered to mimic
biological properties, such as the thermal conductivity of human
skin or the pulsation of blood flow [24]. Collectively, these weak-
nesses highlight that current PAD systems are inherently reactive
and static. By relying on predefined attack signatures, they cannot
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adapt to the rapid innovation of adversaries. This necessitates a
paradigm shift toward unsupervised, adaptive techniques that can
proactively identify anomalies without prior exposure to spoof
samples.

One-class anomaly detection offers a promising solution to
the vulnerabilities of finger vein PAD systems, particularly against
unseen presentation attack instruments (PAIs). Unlike traditional
methods, these approaches focus on learning the intrinsic char-
acteristics of genuine data. Convolutional autoencoders achieve
a 2.00% detection equal error rate against diverse spoofs [30],
while CD-OCC enhances discrimination through unsupervised
clustering [31]. IGD models ensure robustness despite sparse or
noisy data [32], offering proactive, generalizable defense against
evolving spoofing threats without relying on labeled attacks.

The existing literature on finger vein PAD reveals signif-
icant limitations in traditional and supervised deep learning
approaches, particularly their dependence on comprehensive
labeled spoof datasets and their limited generalizability to novel,
unseen attacks. These shortcomings underscore the need for
adaptive, spoof-agnostic methods capable of addressing zero-
day threats in real-world biometric systems. To overcome these
challenges, this study proposes a novel one-class anomaly detec-
tion framework based on a DAE, trained exclusively on genuine
finger vein samples to ensure robust detection of diverse spoof-
ing attempts. The following sections detail the methodology and
implementation of this approach.

3. Methodology

3.1. Dataset preparation

The Finger Vein USM (FVPAD-USM) dataset [33] was
employed in this study, comprising authentic finger vein images
alongside two categories of spoof attacks: those presented via dig-
ital displays and glossy photo paper. As summarized in Table 1,
the experimental dataset consisted of 719 authentic samples from
live subjects and 1440 presentation attack samples, with the latter
evenly divided into 720 digital display spoofs and 720 glossy photo
paper attacks. To facilitate model development and evaluation,
the dataset was partitioned as follows: the training set included
575 authentic samples (approximately 80% of the genuine data) in
accordance with one-class learning principles; the validation set
comprised 72 genuine samples and 144 attack samples (72 from
each attack type) for hyperparameter optimization and early stop-
ping determination; and the test set encompassed the remaining
72 genuine samples along with all 1440 attack samples, thereby
enabling a thorough assessment across attack variants while

Table 1
Data composition and partitioning
Data category Training Validation Test Total
Genuine 575 72 72 719
samples
Digital display 72 648 720
Glossy photo - 72 648 720
paper
Presentation 144 1296 1440
attack
Overall total 575 216 1368 2159

maintaining the natural data distribution. Representative images
of genuine samples and spoof attack types are illustrated in
Table 2.

Table 2
Example of genuine and spoof data

Genuine sample Digital display Glossy photo
used in the train spoof used paper spoof
dataset for PAD used for PAD

To emulate a realistic anomaly detection scenario, only gen-
uine samples were utilized during the training phase, with spoof
images reserved exclusively for validation and testing purposes,
thereby enabling the assessment of the model’s capability to detect
unseen attack types. All images were preprocessed by resizing
to 128 x 128 pixels, converting to single-channel grayscale, and
normalizing pixel intensities to the range [—1, 1] to facilitate
accelerated convergence during training.

To enhance model robustness and mitigate overfitting, a care-
fully designed data augmentation strategy was applied exclusively
to the genuine training images. This approach was intended to
handle natural variations in biometric acquisition while strictly
avoiding any synthetic spoof artifacts that could complicate the
one-class learning process. The augmentations encompassed lim-
ited geometric transformations, specifically random rotations
within +5 degrees and translations up to +5% of the image
dimensions, effectively mimicking natural variations in finger
placement. Additionally, controlled Gaussian noise was intro-
duced to emulate sensor variability. To further expand the
diversity of the genuine class without relying on unrealistic spoof-
ing traits, physiology-inspired enhancements were applied. These
included random vein masking and localized contrast adjustments
to help the model distinguish between venous and non-venous
regions. Finally, to aid the model in identifying artifacts from
electronic displays while adhering to one-class principles, condi-
tional pixel-grid simulations were utilized by darkening specific
rows and columns.

3.2. Model architecture

The core model used in this study is a DAE (Figure 4) based
on a U-Net-inspired architecture. The input finger vein images
were preprocessed into single-channel grayscale images sized at
128 x 128 pixels, normalizing them to a range of [—1, 1] to improve
how well the model converges. The encoder pathway consists of
three sequential blocks, each featuring two convolutional layers
with 3 X 3 kernels, along with batch normalization and ReLU
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Figure 4
Denoising autoencoder
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activations. After that, 2 X 2 max pooling was applied, which
gradually shrinks the spatial dimensions while boosting the feature
depth from 32 to 128 channels. This compression helps the model
to filter out unnecessary variations while preserving the essential
vein topology.

The bottleneck, which has a spatial resolution of 16 x 16
pixels and uses 256 channels, is designed to create a focused
latent representation dimension with the essential characteristics
of veins. The decoder architecture then reconstructs the original
resolution from the bottleneck utilizing symmetry through the
transposed convolutions and through skip links that tap back
to the parallel stages of the encoder with the upsampled out-
puts from the decoder, enabling precise spatial recovery of vein
structures. Each block in the decoder processes these combined
features through two convolutional layers before advancing to the
next resolution level. Finally, the reconstruction head uses a 1 X 1
convolutional layer that activates with the tanh function, which
generates denoised outputs of the input size. This design is very
elegant in that it uses under-completeness, which forces the model
to concentrate on the most important vein features, while allowing
for reconstruction and detail through hierarchical feature fusion.
This gives a strong starting point for identifying anomalies in
finger vein presentation attacks.
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3.3. Multi-objective anomaly detection loss
framework

The training goal combines a multi-scale reconstruction error,
constraints for preserving gradients, and a deep SVDD loss to
enhance both denoising performance and anomaly detection at
the same time. The main reconstruction loss uses a multi-scale
mean squared error method that checks the output quality across
three different resolution levels: the original (100%), downsampled
(50%), and a further reduced scale (25%), with weights of 0.5, 0.3,
and 0.2, respectively. This layered evaluation guarantees that both
the overall structure and the finer textures are maintained. This is
mathematically defined as:

3
Lecon = 2, w; - MSE (§s;, ys;) (1)
i=1

where s = {1.0, 0.5, 0.25} represent the scale factors for bilinear
interpolation, w = {0.5, 0.3, 0.2} are the respective weights, j is
the predicted output, and y is the target image-

Additionally, a gradient loss term helps maintain edge
consistency by comparing Sobel-filtered gradients between the
reconstructed and target images using L1-norm, which penalizes
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any blurring of important vein boundaries. This is calculated as
the mean absolute error of the horizontal and vertical gradients:

Lgraa = IViy = Voylli + ”Vyj}_ Vyy”l 2

where Vx and Vy represent 2D convolutions using 3 X 3 Sobel
filters.

The SVDD component works in the latent space to effec-
tively group genuine features while pushing away any spoof
representations. During the training process, features from gen-
uine samples that are pulled from the bottleneck layer go through
average pooling and are fine-tuned toward a hypersphere center
that updates dynamically. The center and its adaptive radius are
kept in check through momentum-based updates (with a momen-
tum factor of 0.9). The loss penalizes genuine features that fall
outside this hypersphere:

Nee
1 & X
Lsypp = >, max(0,||f; — > = R) (3)
Nen &

where Ng,, is the number of genuine samples in the batch, f; rep-
resents the pooled bottleneck features for genuine sample i, ¢ is
the dynamically updated hypersphere center, and R is the dynam-
ically updated radius. Finally, the global loss function seamlessly
combines these components. The overall loss function uses spe-
cific scaling hyperparameters to allow the model to focus on
accomplishing the vein reconstruction well while developing a
discriminative latent space:

Ltowi =VLRecon + ALGrag + ﬁLSVDD “4)

where the initialized weights are y = 0.8 for reconstructions,
a = 0.1 for keeping gradients, and § = 0.1 for ensuring SVDD
compactness. This strategy in weighting the loss function allows
the model to focus on accomplishing the vein reconstruction well
while developing a discriminative latent space to segregate the
spoof anomalies from the true feature distributions.

3.4. Model training

Model training involved a strict optimization procedure that
integrates adaptive learning rate scheduling, gradient stabiliza-
tion, and early stopping to optimize for generalization and avoid
overfitting. Model training was initialized with Adam optimiza-
tion (learningrate = le %, weightdecay = 1e7) and continued for
100 epochs, average batch size of 8, and with gradually adjusted
learning rates using a ReduceLROnPlateau learning rate scheduler
that has a 50% decrease after 5 epochs of stagnant improvement
(or worse) in validation loss. Each training iteration involved
training with only genuine samples, where the input images were
adapted through controlled augmentation of a limited geometric
transformation (+5%) degree rotations and (£5%) of image size
translations combined with reduced Gaussian noise (¢ = 0.05)
to imitate variability in acquisition, while avoiding changing the
topology of the vein structures. During the forward propagation,
reconstructed outputs and bottleneck features were computed
using the multi-objective loss, and backpropagation was limited
via gradient clipping at a max norm of 5.0 for stable convergence.

After each epoch, validation is performed using balanced
sets of genuine and spoof samples. In the calculation of the loss
metric, real-time adjustments are made to the SVDD center and
radius, using only the genuine feature distributions. Training con-
sisted of an early stopping criterion to ensure the training was
stopped while still improving model performance. If validation

does not improve for the last 30 epochs, training will stop, and
the checkpoint will be restored from its best performance. Along-
side capturing training and validation loss, using the Tensorboard
logging functionality, how the training was on the convergence
trajectory was visualized, as well as whether or not the model
was experiencing stability. It became apparent that training loss is
not the primary criterion, supporting an empirical methodology
toward training rather than achieving the best pure reconstruction
accuracy from the generative model. The goal of the training was
to ensure the feature representations had discriminative ability,
and it could be properly tested with new examples and varied pre-
sentation attacks. But the model was prevented from learning all
the artifacts of the training data. The model’s best performance
was captured when validation loss reached its minimum, serving
as the final output of the database model to be assessed for its
anomaly detection performance.

3.5. Spectral error optimization and dynamic
thresholding

The spectral error calculation method uses fast Fourier trans-
forms to shift the image samples to the frequency domain and
uses a complex weighting method that is based on the different
types of spoof protection vulnerability. The start of the complex
mask starts with a radial distance mask relative to the Direct Cur-
rent (DC) zero-frequency component of the spectra and weights
different frequency bands differently according to the attack char-
acteristics of the attack: frequency bands between 25 and 50 (~
radius) are provided weighting of 1.2x for paper-based spoofing
so that the texture artifacts found in print, and for digital display,
weighting is set to 1.8 for high-frequency bands > 50 to amplify
the pixel-grid distortion. The conditional weighting during infer-
ence is invoked in real time by checking for spoof type identifiers,
ensuring spectral error calculation targets attack-specific spectral
signatures during error computation. The final error metric consists
of calculating the mean absolute difference between these adaptively
weighted magnitude spectra that produce a highly discriminative
signal that exposes subtle reconstruction discontinuities for each
of the presentation vulnerabilities.

Calibrating spoof-specific thresholds involves an exhaustive
search for each attack pattern over the distribution of the vali-
dation error to minimize the Average Classification Error Rate
(ACER). The validation errors from genuine samples and the val-
idation errors from the respective spoof samples are combined for
each attack category, and an exhaustive search is conducted at
every possible threshold. At each candidate threshold, the model
will compute the APCER and the BPCER and select the thresh-
olds that minimize their average ACER. This is important because
the error distributions of different types of spoofs will be differ-
ent in fundamentally different ways. For example, digital display
attacks typically produce noticeably higher reconstruction errors
than paper-based spoofs. Having a universal threshold will yield
unacceptable trade-offs that either miss the smaller compromises
involved in paper attacks or reject genuine samples when genuine
samples are overtly spoofed using displays. Attack-specific deci-
sion boundaries allow the model to play with maximum sensitivity
without having to be manually recalibrated.

Performance evaluation employs a fully stratified method,
where each spoof type is then evaluated independently using
bespoke detection parameters. The anti-spoofing study is con-
ducted separately for each type of attack on a different dataset
and for each digital display and glossy photo paper. Each of the
respective datasets is then run through the same reconstruction
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and intrinsic spectral analysis pipelines; however, when comput-
ing error, the frequency weighting is specific to the spoof type.
The detection thresholds, which were optimized for each attack
type during the validation phase, are then applied to the respec-
tive test datasets during evaluation. The assessment uses three
pairs of standardized metrics for the assessment of biometric PAD
systems, based on the ISO/IEC 30107-3 definition, and used in
existing literature for finger vein PAD. The first is APCER, which
is defined as:

Npc
Nyp

APCER = x 100 (5)
where N pg represents the number of attack presentations clas-
sified as genuine and N,p represents the number of attack
presentations. APCER describes the proportion of spoof attacks
made by an attacker that are not detected such as presenta-
tion attacks falsely classified as genuine. The next metric is the
Bonafide Presentation Classification Error Rate (BPCER), which
is defined as follows:

Nera o 109 (©6)

BPCER =
Ngp

where Ngpy represents the number of genuine presentations
classified as attack and Np represents the number of genuine pre-
sentations. BPCER describes the rate of legitimate user rejections,
for example, genuine samples incorrectly identified as attacks. The
last one is ACER, which uses APCER and BPCER to assess the
overall performance bias of the measurement systems as a whole.
ACER is defined as:

ACER = APCER 42— BPCER )
As stated in the study by J. Kolberg et al. [16] regarding fin-
ger vein-based PAD, these standardized metrics are critical for
measuring detection performance against various potential PATs.
They also ensure compliance with international standards and
allow for reproducible evaluations across multimodal finger vein
recognition systems. This approach allows for serious verification
of cross-attack robustness and, importantly, shows performance
differences in attack modality, from which information can be
gained for refinement of a better detection system, all while con-
sidering real-world situations where the types of proxies cannot
be decided in advance.

4. Result and Discussion

4.1. Performance of the proposed denoising
autoencoder

Table 3 shows the result of the proposed DAE. The proposed
DAE model was evaluated on two types of presentation attacks,
digital display spoof and glossy photo paper, using the FVPAD-
USM dataset. The model was trained solely on genuine finger
vein images, making this a true one-class anomaly detection task.
The results demonstrate strong overall performance. Specifically,
the model achieved an APCER of 0.56%, BPCER of 5.56%, and
ACER of 3.06% for digital display spoof. Against glossy photo
paper, it recorded an APCER of 1.81%, a BPCER of 16.67%, and
an ACER of 9.24%. These outcomes suggest that the model is
particularly effective in detecting spoofing attempts that introduce
significant texture or feature inconsistencies.

Table 3
Performance of the denoising autoencoder across two types of
PAIs
APCER BPCER ACER
Spoof types (%) (%) (%)
Digital display spoof 0.56 5.56 3.06
Glossy photo paper 1.81 16.67 9.24

Throughout the training process, the model’s loss curves for
both training and validation sets demonstrated consistent conver-
gence behavior as shown in Figure 5. There was no significant
gap between the training and validation losses, indicating that the
model was neither underfitting nor overfitting the genuine data
distribution. This stability can be attributed to the application
of early stopping, which halted training once the validation loss
ceased to improve over several epochs. By doing so, the model
preserved its generalization capability and avoided memorizing
noise or overemphasizing fine details in the training data.

4.2. Comparative analysis with baseline methods

To validate the effectiveness of the proposed method, a com-
parative analysis was conducted against four baseline approaches:

Figure 5
Training loss and validation loss during training
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Table 4
Performance of the baseline methods across two types of PAIs
Test: Digital display Test: Glossy photo paper BPCER (%)

Method Training PAI APCER (%) APCER (%)
SVM [16] Digital display spoof 0.42 83.19 1.39

Glossy photo paper 97.78 0
DSC-LSVM [9] Digital display spoof 0 98.33

Glossy photo paper 99.72 0
CNN [34] Digital display spoof 0.14 99.03

Glossy photo paper 0 0 100
CNN + LSTM [19] Digital display spoof 34.78 100 0

Glossy photo paper 48.88 11.31 75

SVM [16], Depthwise Separable Convolution with Linear SVM
(DSC-LSVM) [9], CNN [34], and CNN combined with LSTM
(CNN + LSTM) [19]. Each method was evaluated using the same
test conditions and dataset, ensuring consistency across attack
types and metrics.

According to the results reported in Table 4, the SVM model
achieved varied performance depending on the training spoof
type. For instance, when trained on digital display spoof, it
recorded a low APCER of 0.42% for digital display but a signif-
icantly high APCER of 83.19% for glossy paper. When trained
on glossy paper, SVM completely failed to detect digital dis-
play, reaching APCERs of 97.78%. In all configurations, BPCER
remained low at 0% or 1.39%.

The DSC-LSVM model also displayed poor generalization.
When trained on digital display spoof, it misclassified glossy
paper samples with an APCER of 98.33%. Likewise, when trained
on glossy paper, it failed to detect digital display attacks, with
APCERs of 99.72%. As with SVM, the BPCER for DSC-LSVM
remained consistently low across all training configurations. In
contrast, CNN [34] exhibited inconsistent behavior. For exam-
ple, when trained on digital display spoof, it achieved a very
low APCER of 0.14% for that spoof type but failed almost
completely for glossy paper with an APCER of 99.03%. When
trained on glossy paper, the model failed to detect any spoofs,
but wrongly rejected all genuine samples, as indicated by a 100%
BPCER.

The CNN + LSTM model offered more balanced, though
still imperfect, results. For example, when trained on digital display
spoof, it achieved APCERSs of 34.78% (digital) and 100% (glossy),
with a BPCER of 0%. When trained on glossy paper, it achieved
improved APCERs of 48.88% for digital, but at the cost of a high
BPCER of 75%. The high variance in spoof detection and genuine
rejection highlights its instability under cross-type evaluation. These
results clearly demonstrate that most existing supervised methods,
which include both traditional and deep learning models, struggle
to generalize to unseen attack types. In contrast, the proposed
DAE, trained solely on genuine samples, successfully detected a
wide range of spoofing attacks while maintaining low error rates
across both APCER and BPCER, as detailed in Table 3.

From a computational perspective, the DAE maintains a
practical balance with 1,927,841 parameters, 7.37 MB model size,
and 6.06 ms inference time. This efficiency is comparable to
lightweight CNNs developed for finger vein recognition [35], while
the CNN + LSTM model, by contrast, is resource-intensive with
over 34 million parameters, 131.18 MB in memory, and 23.72
ms inference time. The SVM and DSC-LSVM, while lightweight
(2.01 MB and 0.0451 MB, respectively), offer limited generaliza-
tion. These comparisons confirm that the proposed autoencoder
provides the best trade-off between detection accuracy, model
size, and computational cost, making it well-suited for real-time
deployment in biometric security systems. These results are shown
in Tables 5 and 6.

Table 5
Comparison of model summary between denoising autoencoder and existing methods

Model Denoising Autoencoder SVM [16] DSC-LSVM [9] CNN [34] CNN-LSTM [19]
Total parameters 1927841 528164 8993 170660827 34386722
Trainable parameters 1927841 528164 8993 170660827 34386722
Non-trainable Parameters 0 0 0 0 0
Parameter memory 7.3541 MB 2.0148 MB 0.0343 MB 65.1019 MB 131.1749 MB
Buffer memory 0.0108 MB 0 MB 0.0108 MB 0.0035 MB 0.0035 MB
Estimated total size 7.3650 MB 2.0148 MB 0.0451 MB 65.1054 MB 131.1784 MB
Table 6

Comparison of total inference time between denoising autoencoder and existing methods

Model Denoising autoencoder SVM [16] DSC-LSVM [9] CNN [34] CNN-LSTM [19]
Total 6.0564 9.0941 0.805 2.0279 23.7157
Inference

Time (ms)
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4.3. Contribution of the proposed denoising
autoencoder method

The proposed DAE framework offers some game-changing
benefits for finger vein PAD, especially when it comes to its
resilience against new, unseen attacks. This feature is crucial for
real-world biometric security systems, where attackers are always
coming up with innovative spoofing materials, like synthetic films
and advanced displays, that were not part of the training pro-
cess. Traditional supervised models tend to fail dramatically when
faced with these zero-day attacks. The baseline result shows the
APCER, which can soar above 83%. In contrast, our approach
keeps error rates impressively low (ACER < 9.24%) even against
untrained digital and glossy paper PAIs. This adaptability comes
from its one-class paradigm, which focuses on learning the gen-
uine physiological features of real veins instead of just memorizing
attack patterns. This means our system is well-equipped to handle
the evolving threats found in high-stakes environments like bank-
ing or border control, where security needs to be both robust and
flexible.

Besides, one of the key benefits of this proposed method is
that it removes the need to depend on spoof data during train-
ing. Traditional PAD methods often involve a lengthy process of
gathering and labeling a wide range of attack samples, which can
really take a toll on time, resources, and budget. Just think about
the costs involved in creating spoofing materials and gathering
data over several sessions. Our method completely sidesteps this
issue by focusing solely on genuine samples, which not only short-
ens development timelines by several months but also significantly
cuts down on resource costs. Even more importantly, it tackles
the unrealistic challenge of trying to obtain every possible spoof

variant. This is because attackers in real-world situations use all
sorts of unpredictable materials, making methods that depend on
spoof data outdated. The autoencoder’s design, which is agnostic
to spoofing, allows for scalable and cost-effective implementation,
even in settings with limited resources.

Finally, the framework ensures consistently high detection
accuracy while maintaining operational integrity. With impressive
sub-2% APCER and sub-17% BPCER rates even in challenging
PAIs, it achieves an ideal balance between security and usabil-
ity. This means there are fewer chances of mistakenly accepting
unauthorized users, which can lead to security issues, and fewer
instances of wrongly rejecting legitimate users, which can be frus-
trating. Having this level of reliability is essential for fostering trust
in biometric systems. To keep unauthorized access at bay from
clever spoofing attempts, it is crucial to maintain a low APCER.
At the same time, a well-managed BPCER is key to ensuring that
genuine users are not mistakenly turned away. However, achiev-
ing this kind of operational stability can be quite a challenge for
traditional methods, like CNNs, which have hit 100% BPCER.
This is where the autoencoder really shines as a practical solution,
effectively balancing security needs with the real-world demands
of usability.

4.4. Limitation of the proposed method

While the proposed DAE achieved high overall accuracy
and generalization across spoof types, several limitations were
observed that may impact its performance in more diverse real-
world scenarios. The most notable issue arises when dealing with
digital display and glossy photo paper spoof attacks. As illus-
trated in Figures 6, 7, 8, and 9, the reconstructed images of

Figure 6
Comparison of the reconstructed genuine image with the reconstructed digital display spoof

Reconstruction Comparison: Genuine vs Digital Display spoof
(Threshold = 0.6363)

Genuine (Error: 0.4762)

Genuine (Error: 0.5189)
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Genuine (Error: 0.5608)

Validation set (genuine reconstructions)

Digital display spoof (Error: 0.6176)

Digital display spoof (Error: 0.5943)

Digital display spoof (Error: 0.5994)

Test set (digital display spoof reconstructions)
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Figure 7
Comparison of reconstruction error of genuine vs digital display spoof
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Figure 8
Comparison of the reconstructed genuine image with the reconstructed glossy photo paper

Reconstruction Comparison: Genuine vs Glossy photo paper
(Threshold = 0.5853)

Genuine (Error: 0.4368)

Genuine (Error: 0.5106)

“a N

Genuine (Error: 0.5633)

Validation set (genuine reconstructions)

Glossy photo paper (Error: 0.5861)

Glossy photo paper (Error: 0.6964)
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Test set (glossy photo paper reconstructions)

these spoof types are visually very similar to the reconstructed
genuine images. This high similarity results in overlapping
reconstruction error distributions, which reduces the model’s abil-
ity to cleanly separate spoof and genuine samples based on
thresholding.

In particular, the reflective surface and visual sharpness of
glossy and screen-based spoofs closely mimic the texture and
structure of real finger vein patterns. As a result, their spectral and

spatial features are sometimes preserved through the autoencoder,
causing lower reconstruction errors that fall within the acceptable
range of genuine samples. This ambiguity contributes to higher
APCER values for these spoof types, despite the model being
trained solely on genuine data. Additionally, fixed thresholding,
although optimal per spoof type, may still lack adaptability for
spoof types with subtle feature deviations, especially under varied
lighting or sensor conditions.
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Figure 9
Comparison of reconstruction error of genuine vs glossy photo paper
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These challenges highlight the need for further refinement.
Future work could integrate dynamic or spoof-aware thresh-
old calibration, adversarial training techniques, or enhanced
frequency-domain attention mechanisms to increase sensitivity to
reflective and texture-rich spoof materials. Moreover, expanding
the diversity of genuine training samples through augmenta-
tion or synthetic generation could improve the model’s boundary
sensitivity to anomalous inputs.

5. Conclusion

This study proposed a one-class anomaly detection model
based on a DAE architecture for finger vein PAD. Unlike tra-
ditional supervised approaches, the proposed method is trained
exclusively on genuine finger vein images, enabling it to detect
spoofing attempts without prior exposure to spoof data. By
leveraging an undercomplete U-Net-inspired architecture with
multi-scale reconstruction loss, gradient loss, and SVDD-based
feature regularization, the model effectively learns the intrin-
sic distribution of genuine vein patterns and flags anomalies
introduced by PAIs.

Experimental evaluation using the FVPAD-USM dataset
demonstrated that the proposed model performs particularly well
against unseen attacks. It achieved competitive performance on
digital display and glossy photo paper attacks, although the
reconstruction similarity in those spoof types highlighted areas
for further improvement. Comparisons with baseline methods,
such as SVM, DSC-LSVM, CNN, and CNN + LSTM, revealed
that the DAE achieved a superior trade-off between accuracy,
computational efficiency, and generalization to unseen attacks.
The model’s relatively small size and fast inference time make it
well-suited for deployment in practical biometric systems.

Despite its effectiveness, the model exhibits limitations when
spoof samples closely mimic the structure and contrast of genuine
images. Future enhancements could include adaptive thresh-
olding, more advanced frequency-domain error modeling, or
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integration with adversarial robustness techniques. Overall, this
research contributes a lightweight, unsupervised, and general-
izable solution to the evolving challenge of PAD in finger
vein biometrics, addressing real-world constraints on spoof data
availability while preserving strong security and user convenience.

6. Future Recommendation

The current framework lays a solid groundwork for detect-
ing finger vein presentation attacks, but there are still several
strategic paths that need to be explored to boost its effectiveness
in real-world scenarios. For starters, fine-tuning the multi-scale
spectral error metric by using adaptive material-aware frequency
band weighting could really help lower the high BPCER seen
with glossy photo paper attacks (16.67%). By adjusting frequency
sensitivity based on the optical characteristics of spoof materi-
als, like enhancing high-frequency components for shiny surfaces
or focusing on mid-range bands for textured papers, the model
could be more effectively separated from sensor noise and actual
physiological signals, which would help reduce false rejections.

Additionally, looking into constrained multimodal fusion
with other biometric traits like finger geometry or thermal pat-
terns or extra sensors such as near-infrared depth imaging could
strengthen our defenses against advanced attacks where the dif-
ferences between real and fake samples blur. This fusion should
focus on lightweight, attention-based feature gating to prevent the
performance drops that have been observed in fingerprint PAD
studies when combining modalities without care.

While the current study operates on individual images, multi-
instance fusion, such as aggregating PAD scores from multiple
fingers using the index and middle fingers, offers a pathway to
mitigate the risk of a single false rejection due to local noise
or partial occlusion. Similarly, employing score-level fusion to
intelligently combine our unsupervised anomaly scores with aux-
iliary supervised classifiers or quality metrics could create a
mixture-of-experts defense. This approach would leverage the
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generalization of our one-class model, along with the discrimina-
tive power of supervised methods, potentially reducing the ACER
in high-security deployments.

To truly enhance our models, rigorously validating them
using larger datasets that reflect a wide range of demographics,
environmental factors like humidity and temperature, and new
types of attack methods such as 3D-printed vein replicas and
synthetic films was essential. Teaming up with industry leaders
could open the door to valuable real-world data from fields like
banking or border control. This would enable us to tackle chal-
lenging situations, such as dealing with aged skin or scar tissue.
Apart from that, by integrating optical physics-based enhance-
ments like mimicking how light scatters, absorbs, and refracts
in finger vein imaging, the model will be strengthened against
emerging spoofing techniques. For instance, by simulating how
various wavelengths interact with skin layers and synthetic mate-
rials, reliance on gathering empirical data could be reduced while
enhancing the model’s robustness.

Finally, bringing this system into federated learning frame-
works would really boost privacy-focused improvements across
a range of devices, like ATMs and smartphones. This approach
would let the system continuously adapt to lock attack patterns
without the need to centralize sensitive biometric data. It is defi-
nitely a positive move, especially considering the urgent demand
for scalable and flexible PAD solutions in our interconnected
authentication systems, where zero-day attacks call for swift and
effective action. All in all, these strategies could transform the pro-
totype into a dependable shield against the presentation threats
that might be faced in the future.
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