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Abstract: The use of artificial intelligence (AI) in cybersecurity serious games and training platforms is an innovative approach, which
enhances the effectiveness of security training by improving the development of practical skills. Numerous studies have focused on
the potential of AI-enhanced serious games, highlighting the flexibility and adaptability of this form of education in the cybersecurity
domain. The overall aim of this study is to map out the AI technology landscape relevant to cybersecurity games and assess relevant
theory and pedagogical frameworks. First, a systematic review of publications from 2019 to 2025 is performed to identify the primary
AI techniques and technologies adopted in cybersecurity and to find those relevant to serious games and training platforms. Then,
the factors that contribute to their success and the barriers that affect their implementation in game-based environments are analyzed,
together with the theoretical frameworks and pedagogical models that support the design of AI-enhanced training platforms. As an
illustrative example of these results, an AI-based reverse Turing game is presented. The article will be of interest to those who design
cybersecurity games and also to educators who are trying to create training formats that are effective in responding to the fast-changing
cybersecurity environment.
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1. Introduction

The rapid advancement of digitalization has brought to
the fore the significance of cybersecurity in modern technol-
ogy infrastructure [1–4]. Cyber threats are becoming increasingly
complex, targeting many different sectors and individuals [1,
5, 6]. Advanced Persistent Threats (APTs) exemplify this, requir-
ing highly skilled actors to successfully mitigate the associated
risks [5, 7]. Traditional, reactive cybersecurity measures struggle
to keep pace with these continuously evolving threats [3], and an
effective defense requires not only skilled personnel capable of
making informed decisions under pressure but also appropriate
technical solutions [1, 3]. While the human element is a critical
component of effective cybersecurity, it is often not given full
recognition in traditional training methods [1, 5], constituting a
significant gap in the training and development of a qualified
cybersecurity workforce [8].

Serious games and simulations provide effective environ-
ments for cybersecurity education and training, allowing individ-
uals to develop skills and experience real-life scenarios in safe
environments [1, 9–12], for example, in games for practicing pene-
tration testing [9, 11]. At the same time, artificial intelligence (AI)
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is transforming cybersecurity, significantly improving our abilities
in anomaly detection, pattern recognition, and automated threat
response [6, 7, 13, 14]. AI can also enhance threat hunting and
detection [15]. The emergence of AI in the cybersecurity arena is
now being reflected in the design and execution of AI-enhanced
serious cybersecurity games.

Examples of serious cybersecurity games include Cyber-
CIEGE [16], which places players in the role of IT decision-makers
navigating realistic security trade-offs, and PicoCTF, developed by
Carnegie Mellon University [17], which features a capture-the-flag
competition that teaches offensive security skills through structured
game mechanics, including scenarios focused on firewall concepts
and industrial control system (ICS) security [11, 12]. Performance
tracking, defined learning outcomes, and operational readiness
take precedence over engagement or enjoyment.

AI goes further than simply adding content to these envi-
ronments. It can generate scenarios on the fly, track individual
trainee behavior in real time, and inhabit the role of teammate
or adversary depending on what the simulation calls for [10,
18, 19]. However, where AI reasoning stays hidden, learners risk
following outputs they do not understand, which undermines the
training itself. Explainable artificial intelligence (XAI) addresses
this issue by making the logic behind automated assessments vis-
ible, building trust that is earned rather than assumed [12, 14,
20]. Extended Reality (XR), Generative AI, and Digital Twins
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are also being tested as means of developing platform fidelity and
adaptability [2, 8, 21].

Despite the potential of AI in enhancing cybersecurity edu-
cation, a comprehensive understanding is needed of how AI
techniques are being applied in cybersecurity games, the factors
influencing their implementation, and the underlying theoretical
basis. In this context, this study addresses the following research
questions (RQs):

RQ1: What are the primary AI techniques and technologies imple-
mented in cybersecurity that are of relevance to serious games
and training platforms?
RQ2: What are the success factors and barriers affecting the
implementation of AI in cybersecurity serious games and training
platforms?
RQ3: What theoretical frameworks and pedagogical models are
being used to guide the development of AI-enhanced cybersecurity
serious games and training platforms?

These three research questions build upon each other to cre-
ate a logical and coherent progression. RQ1 provides a broad
overview of AI techniques and technologies relevant for serious
games and training platforms. RQ2 then examines cybersecurity
games and training platforms, analyzing the successful adapta-
tion of these AI techniques to game-based learning environments.
Finally, RQ3 considers the theoretical and pedagogical founda-
tions that underpin the design of these platforms and provides
a framework for understanding the educational rationale behind
their design.

This introduction is followed by a brief discussion on the role
and function of AI in cybersecurity games in Section 2. Section 3
presents the research methodology, which is based on a systematic
literature review (SLR). Section 4 then directly addresses the three
abovementioned RQs. Section 5 presents Turing’s Twist Game1—a
serious game in cybersecurity based on AI, developed as a practi-
cal illustration of the findings emerging from this review. Finally,
Section 6 presents the research contributions and implications,
identifies its limitations, and proposes future research directions.

2. Artificial Intelligence and Serious Cybersecurity
Games

While cybersecurity is now an integral part of corporate
systems and infrastructure, the complexity of cyber threats is
increasing and targeting a widening range of sectors and individu-
als [5, 9]. Traditional cybersecurity measures, which are primarily
reactive, are inadequate in fully addressing these threats. To estab-
lish robust defenses, organizations must invest in both advanced
technical solutions and highly skilled personnel who can make
informed decisions under pressure. [5]. The human factor is a
critical element in this context [22], but classical training meth-
ods often fail to consider human behavior in decision-making
processes in realistic cyber scenarios [5]. There is thus a signifi-
cant shortfall in training and developing an adequately qualified
cybersecurity workforce [9, 23].

To bridge this gap, approaches such as serious games,
simulations, and gamification are emerging as effective tools
[1, 5, 13, 24]. “Serious games” have emerged from those devel-
oped a generation ago for company employees in business
functions such as production planning and for students and
mid-career professionals working in various public service func-
tions, such as planning and urban design. The primary purpose

1https://turingstwist.com/

of these games was to engender heuristic, interactive learn-
ing and provide a counterbalance to more traditional forms of
learning. Today, the new generation of this type of game now
exploits the potential of digital technologies but still has similar
objectives of fostering learning, developing new skills, and acquir-
ing new knowledge through heuristic, interactive engagement
[13, 24]. Such approaches provide safe and effective environments
for cybersecurity education and training, allowing individuals to
develop skills and practice in realistic scenarios. Games can be
used for various cybersecurity applications, such as penetration
testing, training, or understanding complex systems.

AI can perform many roles in game environments, such
as creating dynamic and realistic training scenarios, analyzing
trainee performance, or acting as a teammate or adversary within
the game [10, 21]. These applications span threat hunting, network
intrusion detection, behavior analysis, and cyber-physical system
security. Digital Twins [12] and Generative AI are also being
tested as ways to push these platforms further. Beyond defensive
applications, games are being used to study how trust and coop-
eration work within human–AI teams [5, 14, 25]. In Appendix A,
AI’s key roles in this space are shown in Table A1, and Table A2
provides more detail on specific applications.

3. Research Methodology

This paper follows the SLR methodology proposed by
Kitchenhamet al. [26] and is structuredaroundPRISMA2020 [27].
Research questions, inclusion and exclusion criteria, and search
procedures were all defined before data collection began. Thematic
synthesis [28] was combined with the thematic analysis procedures
of Braun and Clarke [29] in assessing the literature sources.

The review protocol followed PRISMA guidelines but incor-
porated methodological innovations specific to the cybersecurity
education domain [7, 26, 28]. For eachRQ, carefully tailored search
strings were developed through an iterative refinement process,
ensuring both comprehensiveness and precision and capturing the
multidisciplinary nature of AI in cybersecurity. The search ran
in two stages: automated database queries, followed by manual
screening to catch relevant work that the automated searches did
not locate. For each RQ, keywords were identified, synonyms
expanded, and Boolean strings constructed step by step (Table 1).

Sources were restricted to those published between January
2019 and May 2025. 2019 marked a turning point in natural lan-
guage processing (NLP). Google deployed BERT for its search
engine, which dramatically improved how search engines han-
dle conversational queries and prepositions [30]. OpenAI released
GPT-2 shortly after with 1.5 billion parameters, no task-specific
training, yet capable of coherent text generation, basic compre-
hension, translation, and summarization [31]. These were not
incremental updates. They changed what AI could do with lan-
guage, and so 2019 is seen as a logical starting point for the review.

Three databases were searched: Scopus [32], Web of Science
Core Collection [33], and IEEE Xplore [34]. Studies were included
if they met the following criteria:

1. Topic relevance: Studies explicitly addressing AI techniques
and technologies in cybersecurity or their implementation in
cybersecurity games, training, or educational platforms

2. Time period: Published between January 2019 and March 2025
3. Publication type: Peer-reviewed journal articles, conference

proceedings, book chapters, and technical reports from
recognized organizations

4. Language: Published in English
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5. Focus: Primary emphasis on AI techniques and technologies
in cybersecurity or on implementation approaches, adaptive
systems, or educational outcomes in cybersecurity game-based
training contexts

In addition, the following exclusion criteria were applied:

1. Insufficient AI focus: Studies mentioning AI only tangentially
without substantive discussion of implementation or outcomes

2. General cybersecurity education: Studies focused on cyber-
security education without specific gaming or simulation
components

3. Non-educational focus: Studies focused solely on AI for oper-
ational cybersecurity without any relevance to cybersecurity,
games, or training applications

4. Duplicate publications: Extended versions of conference
papers later published in journals (only the most comprehen-
sive version was included)

5. Non-peer-reviewed publications: Blog posts, news articles,
marketing materials, and opinion pieces

Table 1 shows RQs, the search strings, and academic
databases. The latter was an entry point into the literature as
papers dealing with AI techniques in the context of cybersecurity
games always embed these techniques in the broader cybersecu-
rity domain. This method ensured that the corpus reflected both
the broad landscape of AI techniques in cybersecurity and their
specific application in game-based environments, following the
sequential logic of the three RQs. The number of papers retrieved
for each research question is initially shown in Table 1. The search
strings were used in several databases and resulted in 364 initial
results. After duplicate removal, 210 records were left for screen-
ing. The final set of papers was reduced to 67 studies by using
the exclusion and inclusion criteria. The PRISMA flow diagram
is presented in Figure 1.

A subset of the 67 included studies which contributed to
the corpus-level frequency counts and the thematic categorization
in Appendix A without receiving a dedicated in-text discussion.
These studies were retained because they met all inclusion crite-
ria and informed the marginal distributions reported in Figures
2, 3, 4, 5, and 6. The narrative sections highlight representative

Table 1
Search results by database and research question

Research
questions Search strings Scopus

IEEE
Xplore

Web of
Science Total

RQ1 (“AI” AND “cyber” AND “game” AND “technique”) 32 84 98 214

RQ2 ”AI” AND “cybersecurity” AND “game” AND
(“success factor” OR “barrier”)

2 4 66 72

RQ3 “AI” AND “cyber” AND “game” AND “training”
AND (“pedagogical model” OR “framework”)

9 19 50 78

TOTAL 43 107 214 364

Figure 1
PRISMA flow diagram
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Figure 2
Distribution of techniques and technologies for cybersecurity serious games and training platforms

(Note: techniques are non-mutually exclusive; many papers cover multiple techniques)

Figure 3
Distribution of success factors for AI implementation in cybersecurity serious games and training platforms

Figure 4
Distribution of barriers to AI implementation in cybersecurity serious games and training platforms
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Figure 5
Frequency of theoretical frameworks in AI-enhanced cybersecurity serious games and training platforms

Figure 6
Frequency of pedagogical models in AI-enhanced cybersecurity serious games and training platforms

exemplars for readability. The complete evidence base is
documented across Tables in Appendix A.

4. Results

This section presents the findings of the SLR and directly
addresses the RQs. Sections 4.1–4.3 consider each RQ in turn,
providing comprehensive insights into current trends, techniques,
and outcomes in this rapidly evolving field. In each of these
sections, the relevant sources are first analyzed from a technical
viewpoint, and then the RQ is more specifically addressed.

4.1. RQ1: What are the primary AI techniques and
technologies implemented in cybersecurity that are of
relevance to serious games and training platforms?

Analysis of the selected papers revealed a range of AI tech-
niques and technologies relevant to cybersecurity serious games

and training platforms (Table 2). This umbrella term is used here
to encompass techniques, technologies, tools, approaches, and
theories related toAI in cybersecurity games. This is deemed appro-
priate, as there is some overlap between these concepts, which are
often applied in combination. Based on the comprehensive con-
tent analysis of 67 papers, Figure 2 indicates their distribution in
the literature.

Deep learning (DL) is a prominent technique utilized for its
capability to process large datasets and recognize complex pat-
terns that traditional methods might miss, appearing in 39 of the
67 reviewed papers (Figure 2). Convolutional Neural Networks
(CNNs) and Recurrent Neural Networks (RNNs) are employed
to detect sophisticated attacks like malware and APTs [5]. Self-
Attention-basedDLmodels are applied to Internet of Things (IoT)
cybersecurity systems to improve threat detection at scale [13].
Generative adversarial networks (GANs) combined with Gated
Recurrent Units (GRU) take a different route, targeting intrusion
detection system performance where neither architecture alone is
sufficient [14].

Pdf_Fol io:5 05
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Table 2
Primary AI techniques and technologies in cybersecurity games and training

AI technique/
technology Application in cybersecurity games/training Source(s)

Game Theory Modeling strategic interactions between attackers and defenders; designing
wargames and simulations; optimizing decision-making and resource allo-
cation (e.g., fog federations); addressing client-server selection in federated
learning

[5, 35, 36]

Deep learning (DL) Processing large datasets to recognize complex patterns; detecting sophisti-
cated attacks like malware and APTs (using CNNs/RNNs); enhancing IoT
threat detection (Self-Attention models); optimizing intrusion detection
(GANs + GRU)

[5], [13], [14]

Machine learning
(ML)

Automating threat detection and prevention; powering Network Intru-
sion Detection Systems for SMEs; distinguishing benign vs. malicious
applications (Random Forest); identifying phishing websites

[25, 37, 38]

Reinforcement
learning (RL)

Enabling agents to learn security policies via trial and error; autonomous
cyber operations (Competitive RL); managing channel access and mitigat-
ing jamming in vehicular networks (MARL); verifying action policies in
cyber-physical systems (DRL)

[39–41]

Explainable AI
(XAI)

Improving transparency and trust in AI models; helping users understand
decision-making in serious games; explaining complex outputs (e.g., SHAP)
for intrusion detection systems

[1, 12, 14, 20]

Blockchain Supporting secure and transparent management of game data and digital
assets.

[21, 59, 73]

While Game Theory is not, in itself, an AI technique,
its combination with AI methods—particularly reinforcement
learning—produces a distinct class of approaches referred to
here as “Game Theory-based AI” (appearing in 27 of the 67
reviewed papers; Figure 2). In this context, game-theoretic mod-
els provide the structural framework for modeling adversarial
interactions, while AI techniques operationalize the decision-
making within those models, which allows for the formal
analysis of attacker–defender interactions as non-cooperative,
asymmetric, and sequential games. This is essential for design-
ing effective wargames and simulations [35]. In applied scenarios,
Game Theory-based AI is used to optimize decision-making and
resource allocation, such as in the formation of fog federations
using evolutionary game-theoretic approaches [36]. Additionally,
game-theoretic strategies based on matching have been proposed
to address client-server selection dilemmas in federated learning
environments [42]. It should be noted that Game Theory also
features prominently as a standalone theoretical framework in
Section 4.3, where its role in structuring the conceptual design of
adversarial training scenarios is addressed.

Machine learning (ML) was identified in 52 of the 67
reviewed papers (see Figure 2) and offers the potential to auto-
mate threat detection and prevention. It is often used in security
tools like Network Intrusion Detection Systems [38]. ML algo-
rithms such as Random Forest use network traffic and application
features to distinguish safe from harmful applications. These tech-
nologies are vital for detecting patterns symptomatic of cyber
threats such as phishing websites. ML is a promising technique
that can be used in serious games and training platforms, as in
real-life situations.

In 21 of the 67 papers studied (Figure 2), reinforcement learn-
ing (RL) is utilized to assist agents in learning the optimal security
strategy by testing different actions in dynamic environments. This
includes Competitive RL, where agents compete in hard environ-
ments to improve their strategies in independent cyber operations.
We use multi-agent reinforcement learning (MARL) to manage

the access of multiple users to channels and mitigate jamming in
vehicle networks. Deep reinforcement learning (DRL) is also used
to verify and evaluate action plans in systems that bridge both
digital and physical components.

Blockchain technology also features across the reviewed cor-
pus, appearing in 19 of the 67 papers. By integrating blockchain
infrastructure and smart contracts, games can securely man-
age and track the lifecycle of game artifacts and digital assets,
ensuring transparency, immutability, and trust throughout the
gameplay [21]. Explainable AI (XAI) is mentioned in 15 of
the 67 papers reviewed (Figure 2) and is about more trans-
parent and trustworthy AI models in cybersecurity. By using
XAI in serious games, developers can help users understand
how AI agents make decisions, which can enhance user percep-
tion and human factors [1]. Techniques like SHapley Additive
exPlanations (SHAP) are employed to clarify the outputs of
complex models for detecting intrusions, which helps security
analysts comprehend which features are important and how the
model behaves [14, 20]. This explainability is crucial for jus-
tifying security decisions and building confidence in AI-driven
assessments [12].

Overall, a clear pattern emerges from the reviewed lit-
erature. ML, DL, and Game Theory-based AI get most of
the attention. Techniques better suited to formative learning
remain underrepresented. NLP for conversational tutoring and
knowledge-graph-driven scenario personalization appear far less
frequently in the literature. This skew reflects the field’s prox-
imity to operational cybersecurity priorities, but this results in
a significant shortfall for educational designers, who need AI
that scaffolds progression and diagnoses learner misconceptions.
Simulating adversaries is not enough. XAI presents a different
problem. It appears in the literature as both a technical method
and a pedagogical instrument. This dual role is rarely resolved
explicitly in the source studies. Conflating the two functions risks
overestimating XAI’s readiness as a standalone educational tool,
and dedicated design effort is still needed.
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4.2. RQ2: What are the success factors and barriers
affecting the implementation of AI in cybersecurity
serious games and training platforms?

Understanding the success factors and barriers affecting AI
implementation is essential for those seeking to design effective
cybersecurity serious games and training platforms. The litera-
ture analysis identified critical success factors and implementation
barriers with respect to AI adoption in cybersecurity games.
Explainability and Safe Learning environments emerge as the
most prominent success factors across the reviewed papers, with
Data Utilization themes also featuring significantly (Figure 3).
As regards barriers, those pertaining to game implementation—
particularly Scalability and Infrastructure—were viewed as being
of particular significance, reflecting the practical challenges of
deploying resource-intensive AI models at scale. In addition,
Data and Technical Issues, alongside Human Factors, are signif-
icant obstacles to effective AI integration in cybersecurity games
(Figure 4). A comprehensive breakdown of the success factors
and barriers identified in the literature, including their categories
and supporting sources, is provided in Tables A3a and A3b in
Appendix A.

A more detailed analysis of the literature on AI in serious
cybersecurity games provides more insights into the key factors
and main challenges that designers and operators may encounter
(Table A3a). Explainability is a key factor for success, especially
in building trust and understanding. Using XAI techniques, like
SHAP, which helps users understand how “black box” models
make decisions, is very important for building confidence in AI-
driven security assessments [1, 14, 20]. For example, clear methods
like decision trees can model trust decisions based on server
attributes, and these interpretable models help identify untrusted
clients [42]. Additionally, giving clear reasons for decisions is
important for justifying security actions and maintaining user
trust in automated systems [12].

Safe Learning—Engaging Environment is another impor-
tant success factor. Gamification and XR technologies provide
risk-free simulations that allow operators to practice defending
against cyber threats without jeopardizing critical infrastruc-
ture. [2, 12]. Safe Learning—Engaging Environments significantly
improve learner engagement and motivation, enabling real-life,
hands-on experiences, mirroring real-world operational and phys-
ical performance challenges [19, 43]. Additionally, games designed
to probe human–AI teaming help understand how human biases
affect cooperation, further enhancing the training environment
[11]. Other important factors concern Data Utilization and Exten-
sive Dataset Processing. Effective AI models require the ingestion
and analysis of heterogeneous data sources, such as system logs,
network traffic, and threat intelligence reports, to identify com-
plex attack patterns [15]. Optimization techniques for processing
these datasets balance detection accuracy with energy consump-
tion and response time, ensuring efficient resource utilization [3].
At the same time, it is important to keep training scenarios
dynamic and representative of the current threat landscape. AI
agents can simulate evolving threats, such as APTs and adversar-
ial AI, requiring defenses to dynamically adjust to new vectors [6,
44]. This includes automating complex processes such as detection
and decision-making, reducing human workload and accelerating
response times during training exercises [13, 45].

As regards the barriers to successful incorporation of AI into
game design and operation, scalability is the leading barrier, refer-
ring to the difficulty of encompassing the exponential growth in

IoT devices, data volumes, and computational complexity [3, 46,
47]. In addition, infrastructure overheads reflect the challenges of
deploying resource-intensive AI models in constrained or legacy
environments, such as ICS and Vehicle-to-Infrastructure (V2I)
networks, often resulting in latency issues and high deployment
costs [39, 48]. Dynamic barriers are presented by the techni-
cal sophistication of adversaries (Table A3b). Human and Trust
factors are critical adoption hurdles that need addressing in simu-
lated environments. Human Factors—Low Awareness highlights
the gap in cybersecurity knowledge among users and Small and
Medium-sized Enterprises (SMEs), which may lead to poor adop-
tion [38, 49]. Besides, Human Factors—Design Gaps (7 papers)
points to the lack of systematic techniques for incorporating
human factors into design frameworks [1]. A major issue remains
Trust Issues—Black Box Nature (7 papers), where the lack of
transparency in complex AI models (like DL) leads to uncer-
tainty and distrust among security analysts regarding automated
decisions [14, 20, 23].

A closer reading of success factors and barriers reveals a
structural tension that is not adequately addressed in the extant
literature. Explainability (XAI) appears as both the leading suc-
cess factor and the most cited trust-related barrier through its
inverse, the Black Box Nature. This is not a simple contradic-
tion. Studies reporting explainability as a success factor tend to
reference lightweight interpretable models like decision trees or
SHAP outputs. Studies flagging black-box opacity as a barrier
typically involve deep neural architectures where XAI remains
computationally expensive or post hoc. The distinction matters as
these are not the same XAI, and for game designers, it has direct
implications. Integrating XAI as a pedagogical feature requires
deliberate architectural choices at the design stage. Retrofitting
after deployment is not a viable path. A further tension concerns
scalability. Several studies celebrate resource-intensive XR and
Digital Twin environments as exemplary training conditions. The
same corpus flags infrastructure overhead and deployment cost as
leading obstacles to adoption. This suggests that the “ideal” game
environment in the success-factor literature may be systematically
inaccessible to resource-constrained SME and public-sector con-
texts that represent the largest share of the cybersecurity training
gap [38, 49].

4.3. RQ3: What theoretical frameworks and
pedagogical models are being used to guide the
development of AI-enhanced cybersecurity serious
games and training platforms?

The most dominant theoretical frameworks in the reviewed
literature are AI-based Game Theory and Human Behavioral
Analysis. Figure 5 shows the centrality of adversarial modeling
and user behavior inAI-enhanced cybersecurity training platforms.
Ontologies, Adversarial Perspective, and Situational Awareness
Models are also included, thus pointing to the multi-layered
theoretical foundations on which this domain is based.

Regarding pedagogical models (Figure 6), the most fre-
quently mentioned are Immersive Simulation (VR/XR), Team-
Based Learning, which also indicate a broader shift toward
experiential, collaborative, and engagement-oriented pedagogies
in AI-augmented cybersecurity education. XAI Integration and
Scenario-Based Training also figure prominently, emphasizing the
increasing importance of explainability and real-world incident
response experience in these learning environments.
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Table A4 in Appendix A provides further details on rele-
vant theoretical frameworks. Game Theory is the most dominant
among the theoretical frameworks and is extensively used for
Modeling Adversarial Interactions and Strategy Analysis. It is
a basic tool to model the strategic conflict between attackers
and defenders, often formalized as non-cooperative, asymmetric,
and sequential games to optimize decision-making and resource
allocation [3, 5, 35, 39]. These frameworks allow the design of
competitive scenarios where agents learn to approximate optimal
policies by RL in adversarial environments [41] as depicted in
Figure 7.

Psychological Modeling and Human Behavioral Analysis are
used to understand user behavior during cyberattacks. Frame-
works such as Protection Motivation Theory and the Theory of
Planned Behavior are used to analyze how individuals perceive
threats and make decisions under pressure [2]. This theoreti-
cal approach is essential for identifying vulnerabilities rooted in
human factors and designing training that addresses risky behav-
iors [1, 18]. Furthermore, behavioral analysis is incorporated
into AI models for Vulnerability Identification and Anomaly
Detection to discern between benign and malicious user actions
[6, 15].

Situational Awareness Models can be integrated into concep-
tual frameworks for APT detection, for understanding of complex
threat environments, and for the development of responses [5,
7]. Additionally, Ontologies are used to categorize cyber threat
intelligence, attack patterns (Tactics, Techniques and Procedures -
TTPs), and exercise content, enabling AI-Assisted Scenario Gen-
eration [10, 35]. The Adversarial Perspective plays an important
role by utilizing Red vs. Blue Team Exercises and Penetration
Testing concepts to assess system resilience [9, 44].

In terms of pedagogical models, more detail is provided in
Table A5 in Appendix A, but here, a summary overview is pro-
vided (Figure 8). The principles of Serious Games are commonly
utilized. Serious Games are designed primarily for learning and
skill development rather than for entertainment, which offer safe,
engaging environments to teach cybersecurity concepts, practice
skills (threat detection, incident response), and expose learners to

realistic scenarios without real-world consequences [1, 9, 11, 18].
Examples include games designed to teach firewall concepts or
simulate ICS security [11, 12]. Immersive Simulation technologies
like Virtual Reality (VR) and XR are used to create immer-
sive learning environments, enhancing realism and engagement,
as reported by several authors [2, 8, 12, 21]. These environments
allow learners to interact with simulated systems and scenarios in
a highly realistic manner [8, 21].

Digital Twins (DTs) are virtual replicas of cyber-physical
systems, such as critical infrastructure or vehicles, providing
real-life-like simulation environments for security assessment and
training. DT-based cyber ranges can use gamification and offer a
platform for security analysts to train and test [2, 12]. Gamifica-
tion uses and applies game elements and game design techniques
to non-game contexts to engage and motivate learners, which
involves setting objectives, creating teams, and using gamemechan-
ics within training scenarios [2, 8, 12]. Scenario-Based Training
presents realistic situations for learners to analyze and respond to
incidents, which can be enhanced by AI for generating dynamic
and varied scenarios based on real-world threats [10, 18].

Team-Based and Collaborative Learning are used in training
platforms that involve learners working together in teams, often
in attack/defense roles, fostering collaboration and communica-
tion skills [8, 11, 18]. Social Constructivism is also referenced
by Wei-Kocsis et al. [8], which theorizes that learners construct
knowledge through social interaction and collaboration, and
guides the design of collaborative activities in immersive, game-
based environments. XAI Integration is a technical approach for
the integration of XAI into the training environment but is also a
pedagogical choice aimed at teaching learners to understand and
trust AI systems, which is crucial for future human–AI teaming in
cybersecurity [1, 12, 20]. These frameworks and models frequently
overlap and are combined to create comprehensive training sys-
tems with AI’s capabilities to include current cyber threats and
address the need for skilled cybersecurity professionals [8, 18].

There is a cross-cutting observation across the three RQs that
deserves to be stated explicitly. The reviewed literature shows a
systematic asymmetry between theoretical ambition and empirical

Figure 7
Theoretical frameworks and their applications in AI-enhanced cybersecurity serious games and training platforms
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grounding. Game-Theory-based AI and Human Behavioral Anal-
ysis are discussed as dominant frameworks. However, their use in
the reviewed studies is mainly conceptual. They are validated by
controlled studies of learning outcomes, not by the architecture
of the game and the design of the scenario. Pedagogical mod-
els such as Immersive Simulation and Team-Based Learning are
often cited as best practice, but the evidence base for this is largely
expert endorsement and design rationale. There are few empirical
evaluation comparisons. This is not a limitation of any one study.
It is emblematic of a general trend in the field where the theoreti-
cal frameworks have outpaced the empirical infrastructure to test
them. The frameworks identified here should be considered as a
research agenda. They map what the field believes works rather
than a settled evidence base. Future literature reviews, post 2025,
will be in a better position to judge whether this theoretical con-
sensus is borne out or revised by the growing body of empirical
data. The asymmetry is also observed in the framework frequen-
cies. We can see from Figure 5 that Game Theory and Human
Behavioral Analysis are the dominant areas with more than 30
papers each. Social Constructivism is only present in one paper,
which means that the most cognitively rich frameworks are also
the least empirically tested [8].

Building on this cross-cutting observation, Table 3 con-
solidates the corpus-level relationships among the three RQ
dimensions. More specifically, Table 3 maps selected AI-related
techniques and approaches from RQ1 to its conceptually aligned
success factor and barrier from RQ2 and the theoretical frame-
work from RQ3. Figures 2–5 report marginal frequencies of AI
techniques, success factors, barriers, and theoretical frameworks
independently. They do not show how these dimensions co-occur.

Table 3 addresses this gap. The mapping draws from three sources
within the manuscript: shared citations across Tables A3a, A3b,
and A4 and the RQ1 technique paragraphs; explicit textual co-
mention in Sections 4.1–4.3; and relative frequency ranks in
Figures 2–6. This synthesis surfaces three analytical observa-
tions that motivate the RQ-by-RQ discussion that follows. First,
detection-oriented techniques, such as DL, Game Theory, and
RL, dominate over formative-learning techniques. Second, DL
pairs structurally with the black-box barrier, while XAI pairs with
Trust Building. Third, Game Theory and RL converge around the
same family of Attack/Defense and Adaptive-Threat frameworks.
Each observation is taken up in the relevant RQ subsection in
Table 3.

Each row maps a primary AI technique to the success
factor, barrier, and theoretical framework with which it is con-
ceptually aligned in the reviewed corpus. Column 1 includes
technique frequency from Figure 2. Key supporting citations and
an evidence-level code accompany each row. Evidence-level codes
indicate derivation strength. S (Strong) denotes direct textual co-
mention plus two or more shared citations across separate tables.
M (Medium) denotes shared citations across separate tables with-
out a single textual co-mention. No cell rests on definitional
inference alone. The table serves as an analytical complement to
the marginal frequency distributions in Figures 2, 3, 4, 5, and 6.
It does not replace them. Within-pair frequency counts are not
reported as they would require a per-paper coding matrix beyond
the scope of this synthesis. The XAI row is noted as definition-
ally tautological for its top success factor and inverse-tautological
for its top barrier. This reflects the structural tension identified in
Section 4.2.

Figure 8
Pedagogical models and their application in AI-enhanced cybersecurity serious games and training platforms
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5. Turing’s Twist Game: A Reversed Turing Test as
an Illustrative Application Example

This section presents Turing’s Twist Game, a browser-based
AI-driven cybersecurity serious game developed as a practical
illustration of how the AI techniques and design principles iden-
tified in this review can be applied in a game-based environment.
Rather than serving as an empirical validation of the SLR find-
ings, Turing’s Twist Game is offered as a concrete example of
AI-enhanced serious game design in the cybersecurity domain.

The Turing Test, originally proposed by Alan Turing in
1950 as the “Imitation Game,” poses a deceptively simple ques-
tion: can a machine exhibit intelligent behavior indistinguishable
from that of a human? In its classical form, a human evaluator
engages in natural language conversation with both a human and
a machine, attempting to identify which is which [53]. Decades
later, this foundational concept remains central to debates around
AI, human–machine interaction, and the boundaries of machine
cognition.

5.1. Overview and design concept

Turing’s Twist is a browser-based social deduction game that
flips the classic Turing Test paradigm on its head. Traditionally,
the challenge was for a human to detect AI-generated content.
The game flips the scenario—only one human player must suc-
cessfully mimic AI behavior to survive among several AI agents.
This reversal puts the human in an unfamiliar position, requiring
active awareness of the communication patterns, decision-making
logic, and linguistic precision of AI.

The game takes place in a post-apocalyptic world ruled by
AI, where human consciousness is hunted. A human player joins
a group chat with 2–6 AI bots and an Admin AI moderator, all of
whom are given the task of hunting down and killing the human
player. The human wins by successfully misdirecting the votes of
the AI agents until all the bots are out of the game; the AI agents
win by correctly identifying and voting out the human. This
adversarial design is a direct reflection of the attacker–defender
dynamic that characterizes both cybersecurity training and the
game-theoretic frameworks identified in this review.

5.2. Game phases and interaction design

The game proceeds through five cyclical phases, repeated
each round until either the human is eliminated or all AI bots are
voted out, as illustrated in Appendix B.

Phase 1—Introduction: Participants present themselves and
explain who they are. The human must immediately begin con-
structing a believable AI persona (Appendix B: Introduction
phase)

Phase 2—Question: The Admin AI poses complex philo-
sophical or creative questions (e.g., “What would happen if
dreams could be recorded?”), and all participants articulate
their responses. The human must respond with AI-like precision
while avoiding natural linguistic patterns (Appendix B—Question
phase).

Phase 3—Discussion: Participants analyze each other’s
responses and articulate suspicions. AI agents independently eval-
uate all messages against their detection strategies, accumulating
suspicion scores (Appendix B—Discussion phase).

Phase 4—Vote: Each participant votes to eliminate the
participant they believe is human. The game engine calculates
aggregate suspicion scores across all AI agents to determine each
bot’s vote (Appendix B—Vote phase).

Phase 5—Reveal: The eliminated participant’s identity is dis-
closed. If the human is eliminated, the game ends; if a bot is
eliminated, the next round begins (Screenshot—Reveal phase).

Players can configure the game by selecting up to six AI bots
from a roster of 15+ distinct agents spanning four difficulty tiers,
each with different personality characteristics.

5.3. AI architecture and technical implementation

Turing’s Twist Game features individual AI agents with a
four-part architecture: personality traits, variability in responses
determined by temperature (ranging from 0.1 to 1.3), behavioral
instructions for each phase, and unique evaluation strategies. It
is powered by Application Programming Interface (API) calls
set up for Google’s Gemini 2.0 Flash and is also compatible
with OpenAI. The response of each agent is produced from
a rich prompt that includes a variety of components such as
narrative context, character-specific personality descriptions, the
complete message history, phase-specific instructions, and dynam-
ically ordered suspicion rankings. At the heart of the AI in the
game is a simultaneous evaluation mechanism. At any time after
a message is sent, all AI agents independently call separate API
calls to evaluate the message against their detection strategies and
return a single integer suspicion score that accumulates over the
course of game rounds. During the voting phase, the game engine
sums up the suspicion scores of each player’s agent, and votes
are cast for the agent with the highest total. This mechanism is
shown in Figure 9. This is a design feature that fits directly with
the multi-agent and adversarial AI approaches identified in this
review, where collaborative reasoning among several independent
agents is a core aspect.

The AI agents are given a range of personalities, such as
impatience, analytical precision, and social manipulation, which
results in a dynamic and unpredictable training environment.
The game requires human players to adapt their communication
strategies on the fly and reflects the adaptive threat simulation
principles discussed in Section 4.

5.4. Turing’s Twist Game in context

This section discusses how the developed example, Turing’s
Twist Game, relates to the research questions.

5.4.1. What were the success factors and barriers encountered
in the design and implementation of Turing’s Twist Game?

The design and implementation of Turing’s Twist Game
is a practical manifestation of the success factors and barriers
identified in the literature analysis (see Tables A3a and A3b in
Appendix A). Specifically, Explainability in Turing’s Twist Game
is about connecting the dots between an AI’s complex calcula-
tion and a human’s need for logic. That is, instead of saying
“User A is human,” the AI gives a reason in the discussion phase,
offering a logical explanation for why a particular participant is
suspected of being human. Moreover, the post-apocalyptic story
and the diversity of AI characters create an engaging setting with
a high degree of psychological immersion, supported by a tech-
nical architecture that provides a seamless experience. It is also
a browser-based game, so it is a “sandbox” that allows players
to fail repeatedly without any real security risk, thus providing a
Safe Learning environment.

Moreover, the technical architecture of the game directly
addresses the prevailing implementation barriers of Scalability
and Infrastructure, as shown in Figure 4. With a browser interface
and API calls to Google’s Gemini 2.0 Flash, the game avoids the
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Figure 9
AI agent response evaluation cycle in Turing’s Twist Game

resource-intensive issues that inevitably accompany large-scale AI
deployment, delegating the scalability burden to cloud providers
that already provide scalable large language model (LLM) APIs.

Turing’s Twist Game is not reliant on a single prompt but a
hierarchical system of instructions that defines the world-building
game mechanics and appropriate linguistic benchmarks required
for survival. For example, the global context that all modes share
explicitly sets up a post-apocalyptic, AI-dominated reality.

This approach is further supported by a modular instruc-
tion set and is regulated by each phase of the game cycle. Instead
of just telling the AI to “play a game,” the system gives the AI
specific instructions on what to do at the Introduction, Ques-
tion, Discussion, Vote, and Reveal steps. Finally, this granular
prompting strategy also may provide a strong defense against
AI Manipulation, especially adversarial evasion and “jailbreak-
ing” techniques. The system minimizes the input manipulation
space by heavily surrounding the AI agents with a “thick” context
of world-building, phase-specific behavioral rules, and linguistic
benchmarks.

5.4.2. What tools and techniques were used in the Turing’s
Twist Game design or implementation?

The design and implementation of Turing’s Twist Game is
a direct operationalization of the main AI techniques identified
in the systematic review of the literature, as shown in Figure 2
and detailed in Table A2, adapted to a game-based cybersecurity
training environment.

Basically, the game is a showcase of the power of LLMs.
Google’s Gemini 2.0 Flash is integrated via API calls, so the
basic smarts that allow the bot players to understand complex
natural language are there. Player personas evolve dynamically
and adapt to the conversational strategies of the human player.
Underneath these capabilities, Gemini 2.0 Flash itself is built on
DL and ML architectures and optimized through Reinforcement
Learning from Human Feedback—techniques that, as identified
in this review, constitute the core AI methods driving advances
in cybersecurity applications. These models are used to simulate
realistic and adaptive adversary scenarios to challenge the player’s
cybersecurity awareness in the game.
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The game’s architecture includes a custom-built
autonomous-agentic framework that goes beyond standard API
calls and deliberately eschews off-the-shelf solutions (like n8n) in
order to maintain fine-grained control over the game loop. It is a
custom system built on a cyclical “agentic memory” architecture
and managed by a custom database. As the game progresses,
the database is constantly recording and updating in real time
the evolving chat history and the accumulated suspicion score of
each player. This stored dynamic memory is retrieved in every
game phase and injected into the agents’ complex prompts,
together with narrative context and specific personality traits.
When the API returns a response and an evaluation, the database
is updated. This creates a continuous, self-sustaining loop of
context-aware interaction that drives the game’s mechanics
without the need for human intervention to orchestrate the bots.

Finally, the game’s interaction design and pedagogical value
are well-grounded in Game Theory and XAI. The overarching
reverse Turing test is a strategic game of incomplete information
that emulates the dynamics of cybersecurity attacker–defender,
where the human player strategically manufactures deceptive sig-
nals to mimic machine behavior. The system uses XAI not only
as an architectural feature but also as a core pedagogical tool. In
the Phase 3 “Discussion” stage, AI agents publicly announce their
suspicions according to their internal evaluation strategies with
accumulated suspicion scores. The AI explains its black-box deci-
sion, providing real-time feedback by verbalizing its reasoning,
explaining what linguistic patterns or emotional nuances trigger
its detection logic. This transparent reasoning is an active way
to teach the human player how AI systems analyze and detect
behavioral anomalies, fulfilling the primary educational objective
of the game.

5.4.3. Does Turing’s Twist Game illustrate or build upon any
of the theoretical frameworks or psychological pedagogical
models?

Turing’s Twist offers a functional bridge from the high-level
research trends identified in the SLR to practical application.
The game is a direct operationalization of the Game Theory—
Adversarial Interactions and Human Behavioral Analysis
(Figure 5), which were the most dominant theoretical frame-
works identified by the SLR. Humans need to use “misdirection”
to survive, and the AI uses “detection strategies” to wipe them
out. It resembles the attacker–defender interactions that occur
in game-theoretic cybersecurity. Moreover, the “distributed eval-
uation mechanism” of AI agents, which calculates suspicion
scores using linguistic anomalies, is a concrete realization of the
sub-frameworks of Anomaly Detection and Vulnerability Identi-
fication. The game is based on a “Red Team” approach, where
the human must “become the AI” and “think like the entity they
are trying to avoid.” The human is the “infiltrator” (Red Team),
and the AI agents are the “security system” (Blue Team) that try
to maintain the integrity of their environment. This architectural
decision demonstrates how theoretical models of behavioral anal-
ysis can be translated into active game mechanics that challenge
a user’s situational awareness and psychological resilience.

Pedagogically, the game fits well with the shift to experiential
learning as described in Figure 6. It presents itself as a Serious
Game that employs Scenario-Based Training, grounded in the
very models identified as most effective in fostering engagement
and realistic practice. The post-apocalyptic narrative provides
the “Enhanced Realism” and “Engaging Environments” typical
of Immersive Simulations, even in a text-based environment. It
employs a post-apocalyptic story to establish a “Safe Learning

Environment” for practicing high-stakes communication. More-
over, the collaborative reasoning of the AI bots is similar to the
Team-Based Learning paradigm, not only because the human is
playing individually but also because they are interacting with
a multi-agent system that is modeling a “Blue Team” collective
defense. Finally, Turing’s Twist shows that the leading research
trends—namely, the fusion of Adversarial Perspectives and XAI
logic—could be fused into a browser-based environment to pro-
vide a dynamic, adaptive training experience that reflects the
complexity of modern cybersecurity threats.

6. Conclusion

The present review study shows that the integration of AI
in serious cybersecurity games triggered the evolution from basic
rule-based games to sophisticated multimodal adaptive learn-
ing games. Emerging empirical evidence offers early support for
well-implemented AI-enhanced platforms, especially in terms of
knowledge acquisition, learning efficiency, and engagement. The
key success factors provide practical guidance for designers and
educators. The implementation barriers show what challenges
need to be faced so that successful adoption can be achieved.

This review makes several contributions to theoretical under-
standing. It provides an integrated theoretical framework linking
learning theories with AI implementation approaches in cyber-
security serious games and training platforms. It maps the
conceptual landscape of the field along multiple dimensions
and explores the evolution of AI techniques and their peda-
gogical applications. The review discusses potential barriers and
mitigation strategies and identifies success factors to be priori-
tized in implementation scenarios for practitioners. It also helps
you appreciate the interplay between theoretical approaches and
practical design decisions.

This review differs from earlier editions in several respects.
Most of the literature on AI in cybersecurity education, for
example, Barletta et al. [1] and Kasim et al. [9], only touches
on either technical AI components or game-based frameworks.
This study explicitly links that gap with a three-stage sequential
research question design. More specifically, the framework maps
AI approaches in the larger cybersecurity sector (RQ1), analyzes
their integration in educational games (RQ2), and connects both
aspects to pedagogical models (RQ3). This design leads to an
integrated analysis, which is rare in narrow-scope surveys. The
research also discusses the two-way interaction between AI and
Gaming, examining the impact of AI on game development and
how game restrictions such as scalability and safety influence the
application of AI. Besides this theoretical analysis, the paper also
presents Turing’s Twist Game as a working artifact. This is more
than a typical review, including a practical example.

Existing SLRs in neighboring research areas—such as AI-
driven threat hunting [15], AI for APT detection [5], and cyber
defense skills [18]—fail to address the full scope of the problem.
None of these works simultaneously link techniques to peda-
gogy through sequential research questions, merge theoretical
and pedagogical models, treat the AI-game dynamic as bidi-
rectional, or provide an operable artifact. This study directly
addresses these four limitations, securing its incremental con-
tribution through a more comprehensive analytical framework,
broader scope, bidirectional focus, and the inclusion of a practical
artifact.

As an illustrative application, Section 5 presents Turing’s
Twist Game. It shows how success factors can be opera-
tionalized in practice by combining adversarial AI design,
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personality-driven agents, and real-time distributed evaluation
mechanisms in a game-based cybersecurity training environ-
ment. The game applies Game Theory-based AI for adversarial
modeling, social deduction mechanics for engagement, and
distributed multi-agent evaluation for dynamic difficulty adap-
tation. The reverse Turing Test design also shows how novel
conceptual frameworks beyond conventional attacker–defender
simulations can be applied for human–AI teaming awareness and
cybersecurity literacy development.

There are some limitations of this article. Some recent inno-
vations may not be well represented due to the rapid pace of
AI technology. Publication bias may limit the representation
of unsuccessful implementation attempts. The interdisciplinary
nature of the field also presents difficulties to the comprehen-
sive coverage of the literature. Language limitations limited the
review to English-language publications. However, the review
presents a thorough analysis of the application of AI in cyberse-
curity serious games and training platforms, with respect to the
above-stated three research questions. Between 2019 and 2025,
AI-powered cybersecurity games have advanced significantly in
terms of their technical implementation and pedagogical appli-
cation, with a greater degree of sophistication. Initial Empirical
evidence has indicated the potential of these approaches especially
for knowledge acquisition, skill development, learning efficiency,
and engagement. The analysis also identifies theoretical frame-
works and pedagogical models evidenced in the implementation
of AI-assisted cybersecurity serious games and training platforms.
The scope of this review was notably designed to first map AI
techniques in the broad cybersecurity domain (RQ1) and then to
investigate their adaptation to game-based training environments
(RQ2) and the theoretical frameworks underpinning such plat-
forms (RQ3), embodying a deliberate sequential logic that future
researchers may find useful as an analytical framework.

Future research can build on this review by conducting long-
term studies and comparing AI-assisted cybersecurity games.
There are still some important gaps. There is no standard way of
assessing this, and of course, it is not easily scalable. Efforts to
make training materials culturally relevant have not been made.
Turing’s Twist Game poses an important question: how effective
are serious games designed by AI in real-world situations with
regard to human–AI teamwork, reverse social engineering aware-
ness, and cybersecurity knowledge? There are no data to answer
this question. These are important issues to consider as threats
change and the workforce gap widens.
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Appendix A

Sources Analyzed in the Literature Review

Table A1
Key Concepts Evidenced in the Literature

Source(s) Key Points and Statements Concept/Theme

[1], [2], [3]
[54]

The increasing reliance on digitalization has made
cybersecurity an indispensable component of
modern infrastructure.

Importance of cybersecurity in
modern infrastructure.

[5], [1], [6], [7] Cyber threats are becoming increasingly com-
plex and constantly evolving, targeting various
sectors and individuals.

Complexity and evolution of
cyber threats.

[5], [6] Advanced Persistent Threats (APTs) exemplify
this, being types of attacks requiring persistent
and skilled actors.

Definition and nature of APTs.

[3] Traditional, reactive cybersecurity measures
struggle to keep pace with these continuously
evolving threats.

Limitations of traditional
cybersecurity defenses.

[1], [3] Effective defense necessitates not only technical
solutions but also skilled personnel capable of
making informed decisions under pressure.

Need for skilled personnel
and decision-making in
cybersecurity.

[5], [1] The human element is a critical factor, yet cur-
rent training methods often do not adequately
address human behavior and decision-making in
dynamic cyber scenarios.

Importance and under-
addressed nature of the
human factor and behavior in
training.

[8] There is a significant gap in training and
developing a qualified cybersecurity workforce.

Cybersecurity workforce
training gap.

[9], [10], [11], [12], [1]
[55]

Serious games and simulations provide safe,
engaging, and effective environments for cyber-
security education and training, allowing
individuals to develop skills and experience
realistic scenarios.

Role and benefits of serious
games and simulations for
cybersecurity training.

[9], [11] Such approaches have diverse applications, such as
using games for penetration testing training or
understanding complex systems.

Examples of game applications
in cybersecurity training.

[6], [13], [7], [14], [3]
[56], [57], [58]

Artificial intelligence (AI) is transforming cyber-
security, offering capabilities like anomaly
detection, pattern recognition, and automated
response.

AI’s role and capabilities in
cybersecurity.

[15]
[59], [60]

AI can also enhance the domains of threat
hunting and detection.

AI’s application in threat
hunting and detection.

[18], [19], [10]
[61]

AI can create dynamic training scenarios, analyze
trainee performance, and even act as teammates
or adversaries.

Specific ways AI enhances
training platforms and games.

[1], [12], [14], [20] Explainable artificial intelligence (XAI) is
becoming vital in these AI-enhanced training
environments to build trust and understanding
of AI decisions.

Importance of XAI in
AI-enhanced training.

[2], [8], [21], [12] Technologies like Extended Reality (XR), Genera-
tive AI, and Digital Twins are being explored to
further enhance these platforms.

Emerging technologies
enhancing training platforms.
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Table A2
AI’s Role in Cybersecurity Games/Training Platforms

Source
Definition/Role/Application in Cybersecurity

Games/Training Perspective

[5] Cybersecurity has become an integral part of the
modern world

Importance of
Cybersecurity

[5, 9] Complexity and evolution of cyber threats are
increasing.

Cybersecurity Threat
Landscape

[5, 9] Traditional, reactive cybersecurity measures struggle to
keep pace with evolving threats.

Limitations of Traditional
Defenses

[5] Effective defense requires skilled personnel capable of
making informed decisions under pressure.

Need for Skilled Personnel

[5] Existing training methods often do not adequately
address human behavior and decision-making in
dynamic cyber scenarios.

Human Factor in Training

[23, 9] There is a significant gap in training and developing a
qualified cybersecurity workforce.

Workforce Training Gap

[5, 13, 1, 24] Games whose primary purpose is not entertainment,
but useful for learning, skill development, and
knowledge acquisition.

Serious Games (Definition)

[1] Serious games, simulations, and gamification provide
safe, engaging, effective environments for cybersecu-
rity education and training, allowing individuals to
develop skills and experience realistic scenarios.

Serious Games/Simu-
lations/Gamification
(Role/Benefits)

[9, 13, 44],
[62], [63], [64]

Games can be used for specific applications like pen-
etration testing training or understanding complex
systems.

Game Applications

[5, 9, 1, 2] AI is transforming cybersecurity with capabilities
such as anomaly detection, pattern recognition, and
automated response.

AI’s Role in Cybersecurity

[21, 10]
[65]

AI can create dynamic training scenarios, analyze
trainee performance, and act as teammates or
adversaries in games.

AI’s Role in
Games/Training

[5, 13, 1, 24]
[66], [67]

Machine learning (ML): Used in cybersecurity and
games for pattern recognition, threat detection,
decision-making.

AI Technique (ML)

[12] Digital Twins (DTs): Virtual replicas used as a secu-
rity assessment and training environment can be
combined with gamification and AI/ML for security
orchestration.

Technology/Platform (DT
and Gamification)

[5, 1, 25, 14] Explainable artificial intelligence (XAI): Critical for
building trust and understanding in AI decisions
within cybersecurity, especially in game/train-
ing environments. Helps users understand AI’s
reasoning.

Concept/Importance (XAI)
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Table A3a
Success Factors Affecting the Application of AI in Cybersecurity Games

Factor Description Category Example Source(s)
Trust Building

via Explain-
ability

Utilizing XAI (e.g., SHAP, decision trees) to pro-
vide transparency in AI decisions, reducing
“black box” uncertainty and fostering analyst
trust.

Explainability [42], [1], [14], [20], [12]

Understanding
AI Logic

Enabling users to interpret specific feature contri-
butions to malicious classifications, improving
system clarity and user confidence.

Explainability [13], [68], [69]

Engaging
and Safe
Environment

Creating immersive, risk-free simulations (using
XR/VR and gamification) that motivate learners
and allow error-based learning without real-
world consequences.

Safe Learning [43], [19], [2], [11], [35], [12]

Data Utiliza-
tion and
Insights

Integrating diverse, large-scale datasets (struc-
tured/unstructured) to train robust models
capable of detecting complex patterns like
phishing or lateral movement.

Data
Utilization

[37], [3], [15]

Adaptive
Threats and
Realism

Simulating evolving threat vectors (e.g., APTs,
adversarial AI) to keep training scenarios
dynamic and representative of the current threat
landscape.

Enhanced
Realism

[5], [2], [44], [7]

Automation of
Processes

Automating detection, decision-making, and
response mechanisms to reduce human effort
and accelerate mitigation during training or
operations.

Automation [13], [45], [50], [15]

Federated/
Transfer
Learning

Enabling collaborative model training across
domains without sharing raw data, improv-
ing model robustness and knowledge
transfer.

Data Utilization [37], [3], [15]
[59]

Data Quality and
Labeling

Addressing imbalanced datasets and the need
for high-quality labeled data to train reliable
AI models.

Data Utilization [51], [52], [42]

Data Augmen-
tation and
Synthetic Data

Generating realistic synthetic training sce-
narios to improve model robustness and
overcome data scarcity.

Data Utilization [42], [51]
[60]

Extensive Dataset
Processing

Processing large-scale datasets critical for
training robust machine learning models in
cybersecurity contexts.

Data Utilization [37], [15]

Table A3b
Barriers Affecting the Application of AI in Cybersecurity Games

Factor Description Category Example Source(s)

Scalability Challenges in handling exponential device
growth, massive data volumes, and high com-
putational costs in large-scale networks (e.g.,
mobiles devices such as smart phones and smart
watches).

Implementa-
tion

[37], [3], [50], [46], [47]

Infrastruc-
ture

Difficulties in deploying AI models due to latency
constraints, legacy system limitations, and high
resource demands in environments like V2I and
ICS.

Implementa-
tion

[39], [48], [44], [70]

Integration
Issues

Problems with interoperability between heteroge-
neous systems and the complexity of fusing data
from diverse sources.

Data Problems [24], [72], [73], [74]

(Continued)
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(Continued)
Factor Description Category Example Source(s)

AI Manip-
ulation

Vulnerability of AI models to adversarial attacks,
data poisoning, and evasion techniques where
attackers manipulate inputs to mislead the
system.

Technical
Issues

[13], [42], [44], [8]
[64]

Sophis-
ticated
Threats

Difficulty in detecting stealthy, persistent threats
(e.g., APTs) that lack clear fingerprints or
patterns.

Technical
Issues

[5], [15], [6], [7]
[75]

Low
Aware-
ness

Lack of cybersecurity knowledge and understand-
ing of AI risks among users, employees, and
SMEs.

Human
Factors

[5], [38], [49], [12]

Design
Gaps

Lack of systematic frameworks to incorporate
human factors, perception, and psychology into
cybersecurity game design and training.

Human
Factors

[1], [19], [2], [68]

Black Box
Nature

The lack of interpretability and transparency
in complex AI models leads to distrust in
automated decisions.

Trust Issues [23], [14], [69], [20]

Data
Scarcity

Challenges related to the lack of sufficient, bal-
anced, and labeled datasets required to train
effective AI/ML models.

Data Problems [42], [51], [52]

Table A4
Theoretical Frameworks for AI-Supported Cybersecurity Training Platforms

Theoretical
Frame-
work

Application in AI-Enhanced
Cybersecurity Training Example Source(s)

Game
Theory-
based
AI

Modeling adversarial interactions, design-
ing attack/defense scenarios, analyzing
strategies, autonomous agents

[50], [9], [41], [12], [5], [6], [7], [2]
[76], [77], [78], [79], [80], [81], [71]

Situational
Awareness

Structuring understanding and response to
threats in detection/training frameworks

[5], [6]

Psycho-
logical
Modeling

Studying user behavior and
decision-making during attacks in
simulation

[2]

Human
Behavioral
Analysis

Understanding user actions, identifying
anomalies, addressing risky behaviors in
training design

[5], [6], [15], [1], [18]

Adversarial
Perspective

Designing attack/defense scenarios, pen-
etration testing simulations, testing AI
resilience

[9], [12], [7], [23]
[64], [75]

Ontologies Structuring threat information and sce-
nario content for AI-assisted generation
and analysis

[10], [7]

Cyber Kill
Chain

Framework for structuring attack stages
for detection, potentially used in
scenario design

[7]
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Table A5
Pedagogical Models for AI-Supported Cybersecurity Training Platforms

Pedagogical Model Description Example Source(s)

Serious Games Using games for learning cybersecurity con-
cepts, skills, and realistic practice in a safe
environment.

[1], [9], [11], [18], [12]
[62]

Immersive
Simulation
(VR/XR)

Creating highly realistic and engaging training
environments.

[2], [21], [12], [8]
[55]

Digital Twins
(DTs)

Providing realistic simulated systems and
environments for security assessment and
training.

[12], [2]

Gamification Applying game elements to training to
increase engagement and motivation.

[2], [12], [8]

Scenario-Based
Training

Using specific situations/incidents for anal-
ysis and response; AI generates dynamic
scenarios.

[18], [10], [1], [8]
[65]

Team-
Based/Collaborative
Learning

Learners work together in attack/defense or
cooperative roles to build skills.

[11], [18], [8]

Social
Constructivism

Emphasizing learning through social interac-
tion and collaboration, guiding team-based
game design.

[8]

Explainable AI
(XAI) Training

Teaching learners to understand and interact
with AI systems by providing explanations
for AI decisions in training.

[1], [20], [12], [6]

Performance
Analysis
(ML-based)

Using AI to analyze learner actions and
provide feedback.

[18]
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Appendix B

Game Phases

In the game Turing’s Twist, there are five phases in each round, as shown below. The number of rounds depends on the number
of players in a game. At the end of each round, one participant is eliminated. If the eliminated participant was an AI bot, the game
continues; if AI bots successfully reveal the human player, the game ends, and the human player gets eliminated.

First game phase (Introduction): participants present themselves and explain who they are.

Second game phase (Question): the Admin AI poses complex philosophical or creative questions, and then all participants articulate
their responses.

Third game phase (Discussion): participants analyze responses and articulate suspicions.
Fourth game phase (Vote): each participant votes to eliminate who they believe is the human.
Fifth game phase (Reveal): One player is eliminated, and the game continues if the human successfully disguises and tricks the

other AI players. The eliminated player is revealed, and other participants discuss the results of the vote. If the eliminated player was
the human player, the game ends, and the human loses. The human player wins the game by remaining undetected until all AI bots
are eliminated.
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