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Abstract: Currently, there is a need to study the state of development of data-hiding techniques for securing electronic medical images (EMIs)
when being transmitted or when stored on third-party storage. EMIs are large-sized and are of varying dimensions. Thus, they are commonly
stored in third-party cloud storage. Because EMIs are accessed in real time, data-hiding techniques need to be lightweight and secure to ensure
reduced computational time complexity. The research goal of this article is to study the state of research work that has been done to secure
EMIs. A total of 147 articles were studied, focusing on e-health data and their security from 2019 to 2024. This paper focuses on the challenges
that the conventional techniques face. The results found in this research article have been organized to help future researchers understand the
trends in the programming language currently being used, their research goals, the achievement of these goals, the time required for these
techniques, and the dataset on which the proposed techniques were evaluated. There is a tabulated study on the commonly used programming
language. This research also provides an in-depth study of the currently popular performance metrics used, with a graph-based comparative

analysis of their achieved results.
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1. Introduction

Digital data [1] or multimedia data [2] are raw forms of
information. Digital data exist in various types: text, image, audio, and
video [2-9], as shown in Figure 1. Digital data are created, updated,
modified, and deleted on a computer with the help of computer
peripheral devices [10]. With the growth of Internet users, digital data
can be easily accessed. Digital texts are sentences or words written in
a computer word file. Popular digital text formats are PDF, DOC, TXT,
etc. [11]. Digital speech or audio signals are generally represented
by Motion Picture Expert Group (MPEG) Audio Layer III (MP3) [6,
12], Apple Lossless Audio Codec (ACC), waveform audio file format
(WAV) [12], etc. [13—15]. Digital images are colored or grayscale.
The commonly known formats are Joint Photographic Expert’s Group
(JPEG) [16—-19], Portable Network Graphics (PNG) [6, 20], Graphics
Interchange Format (GIF) [21], Tagged Image File Format (TIFF),
Bitmap image format (BMP) [18, 20], etc. [5, 11]. Digital videos
combine audio with images as frames. The popular video formats are
Audio Video Interleave (AVI), MPEG, MPEG-4 [21], MPEG 2 [21],
ete. [11].

Big data is popular as it stores vast amounts and various types of
digital data [22]. The various areas of application for big data include
e-health [23-25], social networking websites [26], e-commerce,
weather forecasting, stock market analysis, and the Sensex. Electronic
health care records (EHRs) are diverse and are saved as big data [27,
28]. EHRs are records of patient personal data such as name, Aadhar
number, permanent account number (PAN), father’s name, mobile
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number, payment details, body weight, and blood pressure [29] in the
form of table records along with X-ray [30], CT-scans, etc., as medical
images and laboratory reports of a blood test, test reports, etc., in the
form of PDF. EHRs as big data are large and complicated [31]. The size
of big data can usually range up to terabytes, exabytes [32], or even
petabytes [23, 32]. Big data is classified into three types based on its
structure [33, 34].

1) Structured big data: digital data in the form of tables have rows and
columns, thus called structured big data, such as Excel and CSV.

2) Unstructured big data: it has no defined structure, such as social
media records, e-health [35], images, and videos [23].

3) Semi-structured big data: it is a combination of structured and
unstructured big data. Examples: e-mail, archive file ZIP, Extensible
Markup Language (XML), etc.

The 9 Vs [22, 25, 26], which form the major characteristics of big
data [35], are depicted in Figure 2.

The various areas where big data is being used are online banking
[36], online shopping, e-health care [23], stock market, government,
education, transportation, energy, smart city [37, 38], applications,
utilities, public sector (such as power grid, surveillance, and public
welfare) social networking sites, entertainment, manufacturing industry
[23], etc.

Electronic health care records (EHRs) are the records of a
patient’s history, doctor’s prescription, lab test reports, X-rays, personal
details, payment details, insurance details, etc. Because these EHRs
involve more than one patient and record their entire medical history,
they are large and all belong to different file formats. X-ray images are
available in JPEG format, a lab test report is a PDF, and personal details
are saved as part of an XLSX file. Therefore, EHRs are saved as big
data, which deals with more than one file type.
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Figure 1
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Electronic medical images (EMIs) are commonly identified as
medical images such as X-rays, CT scans, and MRIs. Usually, X-ray
images are acquired from different body parts, such as the chest, legs,
and arms, and from different patients of various age groups. Thus, EMIs
vary in dimensions and sizes. EMIs are a part of EHRs. As the EHRs
are usually large, they are usually stored by hospitals on third-party
storage such as the cloud while being transferred over the Internet. The
security of these EHRs when transferred or stored should be ensured.
The previous articles were studied, focusing on parameters such as
security, EHRs, and research work done to secure EHRs during the
years 2019-2024.

Data-hiding techniques are used to ensure the security and
privacy of the data. There are three types of techniques: Cryptography
is the process of converting plain text into ciphertext, which is non-
understandable. Cryptography involves the processes of encryption and
decryption. Steganography is the art of hiding data to make them seem
invisible to the reader. Watermarking leaves a mark on digital data for
copyright purposes. Figure 3 presents the word cloud diagram of the
popularly used data-hiding techniques. This shows that the chaotic map
is currently the most popular technique used as it ensures randomness.
Randomness ensures the confusion and diffusion properties of
cryptography. Least significant bit (LSB) steganography is popularly
used as it is simple to implement and understand and only a single bit of
data is modified. Other researchers have implemented data techniques
such as discrete wavelet transform (DWT), integer wavelet transform
(IWT), and singular value decomposition (SVD). These data-hiding
techniques implement steganography or cryptography, as shown in
Figure 3.

1.1. Research contribution

1) A detailed tabulation of the currently popular data-hiding techniques
used for securing EHRs or images is mentioned, with the goal that
led to their research, and the objectives that they achieved.

2) A critique analysis is presented on the popular online databases
used for downloading the dataset, the commonly used programming
language used by researchers, and the details of the dataset (e.g., the
cover and secret dataset details), performance evaluation tests, and
computational time-based comparison.

3) This research also explores the challenges faced by researchers.

1.2. Article selection criteria

The article selection criteria are based on previously published
articles during the period 2019-2024. They are based on keywords such
as EMIs, security, privacy, cryptography, and steganography. Figure
4 presents the number of occurrences of the mentioned keywords in
the studied works. The list of keywords that were used to identify the
previous articles is shown in Figure 4. Most previous researchers have
implemented cryptography and/or steganography as the data-hiding
technique. These researchers have focused on enhancing the security of
images or EMIs or on dealing with EHRs.

The data include all types of articles, such as research articles,
review articles, early access, and book chapters. All articles were in
the English language only. To know the research trends and security
techniques in the field of EMIs, all articles from 2019 to 2024 were
included. The steps are shown in Figure 5.

1.3. Structure of this paper

This article is divided into five sections. Section 2 presents a
comparative tabular analysis of the work done by previous researchers
based on research goals, data techniques proposed, programming
languages that they used for implementing their proposed techniques,
etc. In Section 3, the challenges occurring in the previous technique are
highlighted. Section 4 presents the performance tests, which previous
researchers have used with their formulae, and finally, in Section 5, the
conclusion and future scope of this article are illustrated.

Figure 2
9 Vs of big data
The amount of data usually measured in terabytes. This also includes tables, files,
VOLUME . . .
and records, in a centralized environment.
‘ VELOCITY The speed with which the data is fetched or accessed. ‘
| VALUE Measures the usefulness if data therefore can it be easily found when needed. |
B Different types of data from various sources are stored on Big Data Stores hence
1 VARIETY .
structured and unstructured big data.
G
VERACITY This is degree of uncertainty fmd mconsmtency‘ in the dafta as it is collected and
D stored at different geographical locations.
A
T VISUALIZATION The Big data can be analyzed so as to make sense and help derive to a
A conclusive decision.
| VISCOSITY How much of the data can stay with us? |
| VIRALITY Does it share a common message |
| VARIABILITY The inconsistency with which big data is loaded from the data source. ‘
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2. Comparative Analysis of the Work Done by
Previous Researchers

Various papers have been studied based on the selection criteria
of'the articles. The tabular analysis is presented in Table 1, which studies
research articles based on their research goal, techniques proposed by
previous researchers, and results that they achieved.

From Table 1, it could be deduced that researchers have focused
on using a hybrid technique, which is a combination of two or more
conventional data-hiding techniques. The commonly used conventional
techniques, such as AES and DES for encryption and LSB for

steganography, have been studied based on their frequency. This has
been graphically depicted in Figure 6.

Figure 6 depicts that most previous researchers used chaotic map-
based encryption, while LSB steganography is commonly implemented.
Then, DWT, AES, SHA, and ECC have been used. Many previous
researchers have implemented hybrid steganography with cryptography
or watermarking. The use of a hybrid technique will ensure the properties
of both techniques. A tabulation of the programming language used by
previous researchers is shown in Table 2.

MATLAB is the most widely used programming language (PL)
by previous researchers, as shown in Table 2. The second most popular
programming languages were Python and Java. In this article, a study
on the database from which the dataset has been downloaded is shown
in Table 3.

From Table 3, it is clear that Kaggle, MedPix, and USC-SIPI
were the commonly used online databases for downloading datasets. A
tabulated study of the dataset used by the previous researchers, based on
their cover data and secret dataset details, is shown in Table 4.

From Table 4, it can be deduced that most of the previous
researchers have hidden text by converting it into ASCII inside an
image. Those researchers who have hidden medical images have
normalized these images about their sizes. Reducing the sizes of these
images will render them unreadable and non-understandable to medical
professionals for medical diagnosis in case of medical emergencies.

3. Challenges in the Previous Techniques

The limitations of the conventional techniques mentioned by the
above researchers in their research work are the following:

1) There is a lack of trust in third-party users. There is a need to ensure
integrity and confidentiality in EHR information sharing [1].

2) LSB has less hiding capacity and is less robust against attacks. Bit
plane lacks data-hiding capacity and security. Pixel value difference
(PVD) is not robust against various attacks, and image visual quality
is degraded. Attacks on pixel intensity modulation data render
them unacceptable. IWT with a chaotic map is less robust. DFT

Figure 4
The number of occurrences of the mentioned keywords in the studied works
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Figure 5

Article selection criteria
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Search Query (( title-abs-key (Security)
OR title-abs-key (Steganography) OR
title-abs-key (Medical Image) OR title-
abs-key (Time and Complexity) AND title-|
abs-key ( health and care and records)
AND title-abs-key (Real and Time) ) AND
pubyear > 2019 AND pubyear < 2024

Extraction Criteria Time Span: 2019-2024
Subject: Data Hiding

Step 2

| Search Results 481

Types of d ts: Book Chapter, Articles,
L Early access, Reviewer

Language: English

Step 3 ';

Y

Related 84 Documents
selected for the study

>
documents extraction
Excluding Criteria Articles were
selected where medical data was hidden
and security is the major research goal

Step 4

:{>{ Final Documents selected ]

Table 1
Prevalent research work based on research goal, proposed technique, and achievement
Cited as Research goal Proposed technique Achieved
[39] Patient data security over network DNN-based steganography where Image quality is retained
communication LSB, DCT, DWT, & binary pattern
complexity
[40] Securing medical images while being LSB steganography Resistance to various attacks
transferred
[41] Data security and privacy in loT - Integrity and confidentiality
[23] Structured or unstructured big data security =~ MapReduce mechanism and cluster Improved security, reliability, less packet
while retaining performance during normalization technique size, packet loss, packet dropping, error
transmission over a network rate, and packets are affected due to
attack and congestion
[42] Detect fingerprints in audio steganography  Study on Xiao Steganography, Highly effective and practical
Invisible Secrets, deep sound audio
steganography detects stego-audio
across WAV files
[43] Reliable wireless communication safeguards Wireless sensor network (WSN) Lightweight encryption technique, safety
health information from storage against inside & outside attacks, with
patient data privacy
[44] Data privacy and security of medical data Homomorphic Brakerski—Fan— Secure multi-party computation
Vercauteren (BFV) with DL model
[45] Data security and privacy on cloud RSA, AES, and IBE algorithms Flexible, efficient, secure, protection,
computing storage with enhanced alongside LSB confidentiality, privacy, and integrity
computational power from attackers
[46] To develop a deep learning-based secure Novel method on blockchain allowing ~ Improved security, immutability, tamper

searchable blockchain as a distributed
database using homomorphic encryption for
secure access and search data

remote encryption to users and upload
to the distributed ledger

resistance, secure data, reduced breaches
to health care data, more efficient
blockchain-based IoT system compared
to benchmark models
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Table 1
(Continued)
Cited as Research goal Proposed technique Achieved
[47] Security of sensitive patient data from Nth Degree Truncated Polynomial Ring ~ Significantly better PSNR, MSE, and
hackers Unit (NTRU) compression and LSB embedding capacity (EC)
encrypted a text message into an audio
file
[48] IoT empowering sensitive e-health care data Cross-layer and cryptography- Stable, reliable route selection,
suffers from challenges such as security, based secure routing (CLCSR), lightweight cryptography authentication
privacy preservation, QoS, and network which performs attack detection, for privacy preservation, and energy-
lifetime privacy preservation, and secure data efficient
transmission
[49] Selfie-based data hiding to reduce suspicion Eigen-based steganography More robust against compression
attacks, JPEG compression, clipping,
and scaling
[50] Confidentiality and protection of patient Arithmetic coding with DES, then High confidentiality, quality, EC, robust,
information in DICOM image transmission  fixed LSB position hiding, followed outperforms existing algorithms, lower
in e-health service by integer wavelet high-frequency imperceptibility, can be applied to
transform hospitals worldwide
[51] Good steganography ensuring privacy & Vigeneére cipher and LSB Confidential, exact retrieval of hidden
secrecy of big message steganography messages, imperceptible, and secure
[52] Reliable, confidential Internet-based LSB of integer wavelet transform Better PSNR, MSE, R, secure,
exchange of EMRs & EMIs for patient imperceptible, and enhanced
diagnosis, geographically separated confidentiality
[53] Confidentiality of information hiding in the = Long short-term memory recurrent Better results in the frequency domain,
ECG-TP segment neural network (LSTM-RNN) for reduced computational complexity,
hiding in the TP segment of ECG more effective than LSB, and no visual
distortion in the achieved ECG
[54] Security of medical data Logistic equation, then hyperchaotic Require few resources such as storage
equation, then DNA lossless capacity, transmission bandwidth, high
computational secret image sharing security against attacks, and strong key
(CSIS), pseudo random number (PRN), sensitivity that withstands statistical &
& XORed, secret sharing (SS) differential attacks
[55] Security and privacy of ECG and patient The hybrid of IWT & modified-LSB Large key space and high key sensitivity,
metadata over a public network (IWT-m-LSB) in the pivotal QRS- yielding excellent results, a highly
region, while pixel inverted pixel efficient and authentic approach
value differentiation (PI-PVD) in the
non-QRS region, then 1D combined
logistic-sine (CLS) chaotic map
[56] Health care systems are suffering from data  LSB, with AES-256, RSA, with Robust encryption and high validation
breaches, & protected with privacy K-means algorithm, with segmentation
[57] Solve the centralized data island problem On-chain ledger and off-chain storage =~ Lesser communication costs, small key
in the blockchain of the health care service =~ (OLOS) with secure keyword- sizes, security against adaptive chosen-
system, protect cross-institutional EMRs searchable attribute-based encryption keyword, & adaptive chosen-policy
sharing security while improving quantum  (KS-ABE) attacks in the random model while being
resistance very efficient & good performance
[58] When a patient’s medical image is EIS-SDT & manta ray foraging -
transmitted between centers, to allow faster  optimization algorithm, then double
& proper diagnosis for COVID-19 logistic chaotic map (DLCM)
encryption, whale optimization
algorithm (WOA), followed by gray-
wolf optimization (GWO)
[59] Protect the cardiac database against Daubechies wavelet transform & then Effective, secure, stable, potential use

unauthorized access

conducted energy packing efficiency-
based compression. Steganography
followed by public key cryptography

in telemedicine with data integrity,
confidentiality, increases accuracy, &
protection from unauthenticated access
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Table 1
(Continued)
Cited as Research goal Proposed technique Achieved
[60] Security by chaos-based image is commonly Stacked auto-encoder (SAE) network- ~ Robust, reduced runtime, complexity,
used in telemedicine [oT while overcoming  based shuffling and generation of the security, efficient, & immune to various
vulnerability from attackers independent chaotic sequence attacks (statistical attack & noise
immunity)
[61] To secure efficient transmission, sharing, The particle swarm optimization Confidentiality, high embedding
& updating of large amounts of medical (PSO) algorithm then hashes the secret ~ capacity, high image quality, security,
information among hospitals on a COVID-19 data LSB and data availability
communication channel while ensuring
confidentiality, integrity, & data availability
[62] Efficient and secure encryption of images 2D piecewise smooth non-linear Secure, fast, resistant to various attacks
chaotic map cryptography (2DPSNCM) (correlation, sensitivity, key, noise, and
chosen plaintext), & efficient encryption
[63] Security and privacy of multimedia data SVD & coyote optimization algorithm ~ ------
transmission over the Internet of Everything (COA) with poor and rich optimization
(IoE) network (PRO), then multi-key homomorphic
encryption with steganography
approach for multimedia security
(OMKHES-MS)
[64] Privacy-preserving, secure, reliable health Secure anonymous lightweight three- Superior security, efficiency, threat
care service to legitimate patients on factor-based privacy preserving schema resistance, prevention of attacks,
IoMT in TMIS with attack resilience & (SALS-TMIS) scalability, mutual authentication, low
anonymous key exchange computational & communication cost
[65] Secure COVID-19 government & medical Noval chaos with SHA-256 & AES- It is well protected against (brute force,
practitioners use for travelling passengers 256 then Pavillier cryptosystem with dictionary, advanced dictionary, lookup
on telemedicine Inter-Planetary File System (IPFS) & table, & rainbow table) attacks, &
Authentication Data Table (ADT) privacy
[66] Privacy & confidentiality of data with the Secret collective agreement, counting Simple, intuitive, secure, robust, & no
growth of online information transfer & matrix-based secret sharing with quality deterioration
LSB with DWT, followed by XOR
encryption
[67] Data security in mobile computing using Data normalization using logistic Effectively protect, high-security level,
IoT in health care regression & principal component increased efficiency
analysis (LR-PCS) with genetic
algorithm-based feature selection,
then kernel homomorphic two-fish
encryption (KHTEA) & exponential
Boolean spider monkey optimization
(EBSMO)
[36] Cloud medical image repository 2-tier security of medical image, 3D Resistance to statistical attack, integrity,
Lorenz chaotic attractor, then DNA, & confidentiality
then 1D tent map
[68] Safety and security of medical information =~ Modified AES algorithm Outperforms existing encryption time
while maintaining quality and efficiency with a small avalanche effect if the file
size is large, less complex, enhanced
security, & confidential
[38] IoMT is vulnerable to attacks to provide Fog & BC-based framework for oMT =~ -------
quick, real-time analysis, secure, & private
access to health care data while mitigating
blockchain & fog computing
[69] Secure, confidential, and integrity Virtual private network (VPN) or Increased capacity, imperceptibility, and

transmission of massive medical data
between hospitals

blockchain, hybrid cryptography where
embedding, three iterations of Henon
map, & inverse method, thus blocks

& pixels random selection (BPRS),
ElGamal EEC

security while avoiding existing method
problems, efficient security, robustness,
& immunity against unknown attacks
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Table 1
(Continued)
Cited as Research goal Proposed technique Achieved
[70] Safety, confidentiality, security & reliability =~ Blockchain-based transactional Decreased average processing time,
of IoT health care systems from hackers &  inheritance, then secure storage across  rate of miners, energy consumption,
theft, from large health centers & hospitals ~ multiple servers, then authorization- end-to-end delay, and access time while
based access, then SHA-256, then increasing throughput, being lightweight
LBSS
[71] Authentication of medical image Support vector machine (SVM) & IWT  Imperceptibility, robust, confidentiality,
steganography steganography with circular array and & more security, as it is difficult for
shared secret key attackers to extract patient’s valuable
information
[72] While maintaining image quality and Vigeneére cipher and Huffman coding More efficient, robust, image quality
payload, robust image steganography encryption, then the knight tour retained, increased capacity, secure, and
ensures security and protects against attacks  algorithm, then an arbitrary function robust
with exploiting modification direction
(EMD)
[73] Information security when transmitted over ~ Pixel value differentiation (PVD) Increased capacity, visual quality, can
a public network withstand attacks, & robust
[74] Secure and private communication over an  Zero steganography with LSB/DCT Robustness against filter, compression,
insecure medium for loMT transform addition of noise, 100% retrieval of
payload upon extraction after low pass
filter attack, & 100% payload retrieval
against JPEG compression attacks,
imperceptible, secure, & extraction
possible from severe degradation
[75] Protection & security of information while ~ Segment-based steganography in the High PSNR, low MSE, secure, resistant
communicating on the Internet blue layer using MOD FACTOR 4 to statistical attacks (RS, histogram, &
while changing the threshold chi-square analysis)
[76] Confidentiality, integrity, & availability of ~ Multi-level encryption algorithm Improved strength, intangibility,
data on the Internet (MLEA) security, and better performance
[77] Implementing audio steganography to Short-time Fourier transform Superior performance, confidentiality,
achieve more security and protection from (STFT) & piece-wise linear chaotic retaining quality, more security, good
unauthorized access map (PWLCM) based on bit-level restoration quality, and fewer changes
encryption with DWT
[20] Secure classified information steganography AES-256 & then SHA-256, followed Enhanced security level, retained
maintains visual quality by LSB steganography quality, indetectable, robust, secure from
hackers, & imperceptible
[6] Confidentiality of health care records for Privacy-preserving hybrid AES-128 &  Faster, minimal image distortion, and
secure transmission Diffie-Hellman encryption + LSB more secure
[78] Medical data & image security during SVD chaotic encryption using ECC, Medical image quality retained, visually
transmission health care system in followed by AES & then 2D-DWT, secure, without secret key integrity,
telemedicine as an Al approach for RTA then a fingerprint-based authentication  authentic, confidentiality, & better
watermarking schema performance
[79] Image security & payload capacity concerns Hybrid layers of security compression ~ 68% image quality, secure, output a
while transmitted on the Internet using DWT & AES-128 encryption, distortion-free image, & good quality of
followed by LSB stego-image
[80] To provide security & maintain the Selective digitizer medical image Resistant to different various attacks,
confidentiality of medical images encryption (SEDMI) with DNA-based  less computation time 0.236 s, suitable
transmitted on an open-source network cryptography & dual hyperchaotic map  for RTA, good quality, efficient, &
technique enhanced security levels
[81] Secure data on cloud storage Hybrid AES, then Blowfish, & MD5 Speedy, robust encryption, & efficient
[82] Securing medical images on loT Hybridized visual cryptography with Confidential, reduces file size by

optimal ECC & then elliptic score-
based key enumeration algorithm
(ESKEA)

45.76%, 24.97%, 15.86%, 33%, and
33.86%, achieved 6.89% higher security,
efficient, accurate, & optimal solution
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Table 1
(Continued)

Cited as Research goal Proposed technique Achieved

[25] Mobile Internet, ensuring security, & Privacy-preserving recognition Maintain trustworthiness, protection,
confidentiality, allowing generation & network, medical privacy-oriented privacy, efficient, secure, suitable smart
transmission of large medical images & VC-based recognition (MPVCNet), devices, & low computing power
pathological models on public networks then visual cryptography blind

watermarking, trusted computing
environments (TEE)

[83] Security, confidentiality, integrity of medical Extended visual cryptography with High hiding capacity & lower distortion
images from malicious users for timely & hash-like function circular shift in visual quality while maintaining
successful diagnosis encryption (CRE), then LSB-MSB, integrity

then SHA-256

[84] Protecting colored medical images from Private key-based encryption Good encryption, a highly secure
intruders or penetrators encrypted image is more distorted

[85] Secure storage & transmission of medical DNN and convolution block attention ~ Resistant to common & geometric
data module (CBAM) & then zero attacks, improved security, robust,

watermarking based on depth over invisible, integrity, better than compared
parameterized VGG (DO-VGGQG) schemas, & lossless watermarking

[86] Information security, biometric, and medical Convolutional neural network (CNN) High-security level, efficiency, high
image encryption based on Al & batch normalization, then rectified speed, sensitivity to secret keys, & high

linear unit (ReLU) & two-dimensional  degree of robustness against various
sine logistic modulation map attacks

(2D-SLMM), followed by tent logistic

map (TLM) & then chaotic magic

transform (CMT), together named Deep

Enc, using the one-time pad

[87] Medical multimedia communication Deep learning-based enhanced More resistant to known chosen
requires enhanced security cryptography hybrid chaotic Lorentz plaintext attacks, robust, secure, privacy,

map diffusion, then DNA with hyper high level of security, & efficient
chaotic system, & MD5 performance

[88] Securing data by encryption before IWT, then ant colony optimization, Improved performance, superiority,
transmission to the cloud over the Internet then ECC to enhance the security of security, large capacity, & high level of

medical image management (ACO- security
ECC-SMIM)

[31] To protect the confidentiality, reliability, Multilayer 2D spatial convolution Satisfactory decryption performance,

& availability of digital images on processing network (MCPN)-based promising capabilities to protect the data
online processing applications to storage cryptography, 2D spatial fractional- confidentiality, secure communication,
tools, computer networks, & wireless order convolutional operations, SPCM-  data recoverability, & data availability of
communication based key generator digital images

[89] Chaos-based encryption of medical images  Discrete logistic, Arnold Cat and Simple, speedy, efficient, secure,
while being transmitted on TCP/IP Baker chaotic map system based on the robust, reliable, larger key size, high

iterative map 3DES performance, dependable, and feasible
cryptography

[90] IoMT security on a cloud platform for RSA-based Arnold map (RSA-AM), Effectiveness, less memory, less
efficient storage and safe transfer of medical hostile orchestration (HO), and ambiguity, quality control, & enhanced
images then obstruction bloom breeding security level

optimization (OBBO)
[91] Medical image encryption Mean shift algorithm, then fractional Robustness, security, & good
order hyperchaotic system with performance against various attacks with
embedding doctor-patient information  key sensitivity
SHA-256, DWT, & SVD
[92] EHRs in cloud computing provides larger Obfuscation technique, then ECC Confidential, integrity, minimum

storage at a minimum cost

data theft, data leakage, high security
level, low cost, small key size,

better performance, efficiency, better
computational & communication time,
throughput rate, & turnaround time
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Table 1
(Continued)
Cited as Research goal Proposed technique Achieved
[93] Secure recording and sending of [oT images Lightweight encryption algorithm, Energy efficient, low hardware
DWT watermarking, then DCT, and complexity, secure image transmission,
then Lempel-Ziv-Welch (DCT and lossless compression, & lightweight
LZW) encryption
[94] Efficient medical image watermarking Noval medical image watermarking Better robustness, imperceptible,
(MIW), homomorphic transform (HT), enhanced against various attacks,
redundant-DWT (RDWT), SVD, & 2D & superior performance can be
chaotic Arnold transform (AT) implemented for RTA
[95] Telemedicine and e-health care medical Chen’s hyper chaotic map and then Better security level, efficiency,
image transmission Lorenz chaotic sequence, then zig- performance, integrity, confidentiality, &
zag transform, followed by DNA less complexity time
cryptography & SHA-512
[96] Information hiding in medical images for LSB then 1D piece-wise tent chaotic Imperceptible, image quality retained,
secure transmission on the communication ~ map, then 2D piece-wise smooth and resistant to chi-square attacks
medium chaotic map (2DPSCM), followed by
secret key encryption
[97] Medical images include confidential data DNA then 1D tent and logistic chaotic =~ Good encryption, resistant to chosen/
about patients; thus, efficient security is map, followed by SHA-256 and MD5,  known-plaintext, cropping/noise,
needed followed by XOR operation statistical, & brute-force attacks, secure,
performance, & efficient embedding for
RTA
[98] To develop a scalable, lightweight Merkle tree data structure for hashing =~ ------
framework based on blockchain, as modern & lattice-based cryptography, then
health care is complex & requires secure homomorphic proxy re-encryption
storage for [oMT scheme, secure storage using
blockchain inter-planetary file system
[99] Cloud-based Healthcare 4.0 secure Block chain-based edge & fog High computational efficiency &
processing & privacy-preserving computing cloud, followed by security
lightweight cryptography, & then ECC
with ECC-Diffie—Hellman (ECDH) &
ECC-digital signature (ECDS)
[100] Hiding patient medical data to protect Reed—Solomon coding Accurate extraction, superior quality,
privacy high accuracy, image quality retained,
error-free, superior performance for
various densities of salt and pepper
[101] Authenticity, integrity, and security ECC & AES-256 Authenticity, integrity, performance,
secure, & efficient
[102] Medical images carrying sensitive patient Random phase with transposition The extracted image is of good quality
data protection from unauthorized access method encrypted & phase grating as & robust against attacks
over the Internet 32 cross-sectional CT-scan images
[103] Security from attackers & hackers Hybrid optical-based DWT-based Secure transmission, high-security
attempting to steal patients’ confidential compression, then quantization process performance, high efficiency, robustness
records, as the current solution lacks + encrypted using Rubik’s cube against channel noise & attacks, low
efficiency, as they face a high number of cryptography + optical double random  processing speed, & low complexity
security breaches. Develop a more efficient  phase encoding (DRPE) & SHA-
algorithm that achieves authenticity, 256 generating hash-based message
confidentiality, & integrity while resisting authentication code value (HMAC)
security threats digest, followed by LSB
[104] Secure transmission of medical information  Cryptography using logistic map (LM)  Good performance, fast encryption,
between medical practitioners and Henon maps with SHA-256 excellent resistance against differential
attacks, more efficient, and secure
[105] To develop a new, fast, & secure medical The 1D logistic map associated with Fast computational time, efficient, can

image that can withstand attacks

pseudo-random numbers

withstand cropping, & noise attacks can
be implemented for RTA
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(Continued)
Cited as Research goal Proposed technique Achieved
[106] Securing e-health images LSB & key compression with six Robust
chaotic maps: Chebyshev, Gauss,
Henon, Logistic, Tent, & Piecewise
maps DNA
[107] Medical image transmission and storage are  Permutation then substitution enhanced ~Good visual quality, high entropy, low
quick and secure 2D logistic chaotic map & then SHA-  time complexity, uniformly distributed
256 histogram, & weak adjacent pixel
correlation
[108] Secure, authentic, & confidential 7zr lossless compression & then public  High security, good efficiency, image
transmission of medical images over the key encryption algorithm ECC quality retained, free from statistical
Internet faces size & privacy challenges attacks, & no addition of noise
[109] Multiple medical image encryption Logistic tent 1D Lyapunov exponent Good encryption effects, resistance to
chaotic system, & then Fisher—Yates attacks, secure, faster encryption speed,
scrambling & diffusion algorithm performance, & time-efficient
[110] Telemedicine transmits and stores Chaos cryptography, fruit fly Quick, safe, efficient encryption, high
medical images via the cloud, maintaining optimization algorithm (FFOA), & then performance, & more security
confidentiality, validity, & security two-level SWT, followed by SVD
[111] Secure image communication safeguards Chaotic map (Arnold cat map), then High level of confidentiality, robust,
sensitive information ECC, then genetic algorithm effective, efficient, safe from potential
attacks, secure image transmission,
privacy protection, & digital content
authentication
[112] Privacy and security of medical image Lightweight cryptography (LWC) More successful lightweight, privacy, &
transmission followed by Walsh—-Hadamard security
transform (WHT)
[113] Transmission of medical image security New progressive meaningful visual Quality, high security, low complexity,
from cyber attacks cryptography (PMVC) random pixel replacement, quality
of RSI is maintained, reduced space
complexity, & minimum number of
computations
[114] Authentic data transfer in health care on the  Linear feedback shift register (LFSR) Low correlation, robust, secure transfer,
cloud image encryption secure, & efficient compared to existing
[115] Internet-based security of medical images FastMIE-redundant DWT (RDWT) Reduced encryption time, 50% greater
while reducing computational complexity and then randomized-SVD (RSVD), security, more appropriate for RTA
followed by a scrambled segmented
image
[116] Medical diagnosis involves sensitive End-to-end steganography with Protect medical image efficiency, be
information, which has privacy concerns MedSteGAN & then security quality more effective, retain image quality, be
(S-Q) assessment, followed by a U robust, & improve security
generator network & then feature
extraction capability
[117] IoT for medical image privacy devices to Key learning network based on Highly reliable, powerful outcome,
interconnectivity and cloud devices from ResNet-50 architecture, then return on  attack resistant, performance, high level
cyber-attacks and unauthorized access investment (ROI) framework with AES  of security, & efficient
[118] Hand vein image Chaos-based security then improved Secure, high accuracy rate, & reliability
SURF
[119] Medical image protection using good Sin-Arcsin-Arnold-Multi-Dynamic Better time performance, time efficiency,
chaotic properties random non-adjacent coupled map robust, & secure
lattice (SAMCML) & then SHA-512,
followed by DNA and then 3D Fisher
[120] Enhance security and guarantee data Blind watermarking approach for Imperceptible, robust against

integrity

medical image protection: DWT-SVD
& then LSB

conventional attacks (JPEG compression
& addition of noise attacks), high
quality, & three times less computational
time

10
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Table 1
(Continued)
Cited as Research goal Proposed technique Achieved
[121] Cloud service medical image security in 2D information image with compressed Cloud tamper resistance, secure,
communication sensing (CS) & then chaotic multi- safe performance, high encryption &
image encryption (MIE) based on decryption efficiency, resistance to
identity mutual recognition keys statistical attacks, differential attacks, &
(IMRKSs) & 3D positioning MD-5 chosen plain text attacks
(3DPMDY)

[122] Safeguarding the medical image ECC, then Blum—Goldwasser Resilience against cyber threats
cryptosystem (BGC), then discrete such as brute-force attacks &
logarithmic algorithm, and probabilistic ~differential cryptoanalysis, effective,
encryption, followed by quadratic computationally efficient, swift &
residuosity problem reliable data transmission

[123] Block cipher security in a reliable manner ~ S-box-based chaotic map cryptography, Reduced size of data, privacy,

for medical images leaving the black background confidentiality, resistance against
unencrypted, then the logistic map & common (differential & linear) attacks,
tent map high-level encryption efficiency,
security, fast solution for secure medical
image transmission in RTA, & secure
Figure 6
Conventional data-hiding techniques used by previous researchers
30 27
25
20
2 20
g
& 15 ‘ u o1 2 g
@ 10 8
6 4 5
> 2 3’|3'3’|1112 |31 3'13|1|111121112 112111111
0. I II IIIII Il III | IIIIIIIIIIIIIIIIIIII
AITEFEE R E PR F R LR E LI R R F L E R
= £E 3
Conventional Data Hiding Techniques
Table 2
Study based on the programming language used

Ref. No. Programming language

[23, 31,47, 48, 54, 62, 66, 67,72, 75,77, 78, 8284, 86, 87, 89-91, MATLAB

93-97, 102-107, 109, 111, 113, 115, 117, 120, 121]

[36, 4446, 49, 57,102, 108, 112, 114, 122] Python

[48] Network Simulator (NS2)

[59] MATLAB + Microsoft Visual C++

[60, 116] MATLAB + Python

[65] Python + XAMPP+ Apache HTTP Server+ MySQL+ PHP

[68] JavaScript + MONGO

[71] MATLAB + Java

[79] Visual Basic.Net language

[45, 46,99, 124] Java

[25] C++ (SGX & SDK)

[98]

Ethereum platform + Python

11
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Table 3

The online databases from which the researchers downloaded the dataset used

Ref. No. Database

[50] SOFTNETA-DICOM

[125] BOSSBase

[53] Mitdb, Pitbdb, & European ST-T database PhysioNet

[55] ECG recordings of 47 subjects, Massachusetts Institute of Technology-Beth Israel Hospital (MIT-BIH)
Arrhythmia database, MIT-BIH Normal Sinus Rhythm (MIT-BIH NSR), Beth Israel Deaconess Medical Centre
Congestive Heart Failure (BIDMC-CHF), & self-recorded database

[65] USC-SIPI, NIH, COVID-19 British Society of Thoracic Imaging database, Eurorad COVID-19 cases, &
European Institute for Biomedical Imaging Research (EIBIR)

[66, 115] Kaggle & USC-SIPI

[69, 72, 76, 122]
[71]

USC-SIPI

Sagittal T2-weighted fat-suppressed Dynamic Contrast-Enhanced Magnetic Resonance Imaging (DCE-MRI) +

The Cancer Genome Atlas Breast Invasive Carcinoma Collection (TCGA-BRCA)

74] NIH-Clinical Center chest X-ray

78] Fingerprint database FVC2002

80] National Library of Medicine’s Open Access Biomedical Images Search Engine
25] Diabetic Retinopathy (DR) detection & BreakHis

83] Instituto Mexicano del Seguro Social (IMSS)

85,99, 110] Kaggle

86] FERET

87] Open-source dataset of liver CT-scans LiTS

31] Online Facial Expression Image Database

MedPix

National Library of Medicine’s Open Access Biomedical Images Search Engine

98 Data world
100] European Society of Radiology database
101] Medical Segmentation Decathlon (MSD)
102] NIH
103] OpenMD & MedPix
111, 117] Publicly available databases
112] The Rembrandt dataset is located in the Cancer Imaging Archive (TCIA)
114] Metro Scans and Research Laboratory, Trivandrum
116] BOSSbase & iCTCF
120] ODIR (Ocular Disease Intelligent Recognition)
[54] OPENi
[56] Mini Mammographic Image Analysis Society (MIAS)

3)

4)
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is computationally complex and less robust against manipulation
attacks. DCT has low hiding capacity and not robust against attacks.
DWT has less imperceptibility and lower embedding capacity or
payload capacity [2].

LSB is used for grayscale images that are limited to a size of 24
bits. The pixel-based technique is susceptible to image processing
attacks, the Blowfish technique is highly complex and requires a
shared key, and spread spectrum steganography requires a chaotic
encryption key [4].

RSA is not suitable for real-time applications as its speed is slow.
LSB has low embedding capacity and is vulnerable to statistical

attacks, spread spectrum requires large data capacity and is difficult
to implement, and DES is not a secure encryption algorithm due to
its key size [5].

5) Need to address computational time while storing EMIs while being
detailed and accurate [7].

6) Need to develop an efficient encryption and scrambling technique
that prevents third parties from understanding the information [8].

7) Necessary to increase the payload capacity [9] of the cover for
hiding larger-sized EMIs.

8) Security challenges in the exchange of health care data [10] over a
communication medium.
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Table 4
Dataset details used by researchers

Ref. No. Secret data type & size Cover type & size

[39] Chest X-ray image Natural scene image

[44] 1000 records e

[45] Text: “Rose Adee encrypted files” Three images sized: 1.2,2.9, & 7.2 MB

[49] Convert RGB to grayscale images size 18, 37, 87, 174, 202,598 facial images of celebrities (70 x 109)

& 370 byte

[50] Medical report: 1000, 5000, 10000 up to 20000 10 MRI & CT-scan images size 512 x 512 & 16-bit depth grayscale

characters

[125] Medical JPEG images 10,000 grayscale cover images (512 x 512)

[52] Text with up to 8 and 192 digits 512 x 512 Bitmap grayscale images reduced to (256 x 256) 1 kHz,
360 Hz, and 250 Hz frequency with 11-bit data resolution

[53] -—- 48 ECG records, 222 records, 1 kHz, 360 Hz, and 250 Hz frequency
with 11-bit data resolution

[55] Information, 4996 bits 2D ECG of 1 min having ECG record 100, 3000 samples of record
100

[59] Block length 1024, 2048, and 4096 samples, Real ECG, photoplethysmographic, and Holter cardio data,

watermark length of 32, 64, 128, 256, & 526 recorded for up to 72 h, 24 PPG signals (of 2 h recording), 12 cardio
records

[60] - 5 different medical grayscale images

[61] Medical data Grayscale image

[62] Message block Image: Lena (128 x 128, 256 x 256, 512 x 512), cameraman (256 X
256, 512 x 512), Barbara (512 x 512), boat (512 x 512), & mandrill
(512 x512)

[631 - Peppers, Isabe, house, foreman, boat, Barbara colored images (100
x 100)

[65] Plain password 20 images: Lena, chest X-ray, girl face, clown, tank, truck,
cameraman, chest-1, chest, b-f00163, b-f00175, b-f00181,
b-m00167, b-m00169, b-m00171, e-17524-1-1, e-17543-1-1,
e-17605-1-1, e-17611-1-1, e-17637-1-1, e-17531-1-1 (512 x 512)

[66] 1 & 2 bit 50 images: baboon, deer, flower, fruit (32 bits, 64 bits)

[36] 320-bit hash algorithm DICOM image

[68] EHRs as PDF (202, 270, 461, 540 kB, 0.99, 1.93, EHRs as Excel file (128 B, 5, 10, 15, 20, 30, 40 kB, 1, 2 4, 8 MB),

2.14,2.091, 3.41, 4.09, 6.38 MB) output is a text file
381 - EEG signals, ECG, blood sugar levels, blood pressure levels, &
other conditions
[69] Payload capacity = 16384 bytes, 16384, 32768, 49152, Lena, pepper cover image, colored and grayscale images (512 x
65536 bytes, text: “ElGamal,” (512 x 512)/8 =32768  512), 8 x 8 block thus 64 blocks, 64 x 64 (4096 pixels)
bits

[70y - Block of 1 MB

[71] 500 DCE-MRI slices of 50 women patients, 165 x 165 100 grayscale images of size (165 x 165), 10 images of size (256 x
logo image = 65536 pixels 256), 10 images (256 x 256)

[72] Message “University of Mosul” 6 images size (512 x 512), Lena, man, baboon, airplane F16,
pepper, & Tiffany

731 - 10 grayscale images (512 x 512): Lena, pepper, baboon, airplane,
Tiffany, boat, truck, tank, Barbara, Gold Hill

[74] 16 x 16-bit pseudo-random matrix 112121 X-ray PNG images (1024 x 1024), 30,805 patients having
14 disease labels

[75] Character message of 2547, 2881, 4287, 8192 bytes Images (256 x 256): boat, bird, Flintstone, Lena, pepper, & baboon

[76] Text of 8 kB, different sizes of text 2, 4, 6, & 8 kB 50 edgy and smooth colored images (128 x 128, 256 x 256, 512 x

512, & 1024 x 1024): Lena, baboon, pepper, house, scene, splash,
F-16, & building

13
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Table 4
(Continued)

Ref. No. Secret data type & size Cover type & size

[77] 4 medical images 4 audio

[20] Data of 196608 bits (i.e., 24576 bytes), 264 bits Butterfly (176 kB, 386 x 395), Mario (22.1 kB, 219 x 150), penguin
(47.1 kB, 386 x 395), images (256 x 256), 24-BMP & PNG images

[6] Text “this is the test string” BMP images in PNG and WAV files

781 - EMIs, EHRs, 6 medical images (512 x 512): lungs, pelvic, head,
skin, breast, kidney; 6 images (1024 x 1024): Lena, baboon, girl,
pepper, Barbara, & airplane

[79] Lena image, 65536 bits 40 different-sized cover landscape images, 393216 bytes

[80] 500 medical images each 100 of type (512 x 512),  ------

ECG, MRI, CT-scan, X-ray, & ultrasound

[81] File sizes: 1,3,5,7,9,&10MB v

[82] Brain, eye, lung, kidney, & pancreas images File sizes: 2000, 4000, 6000, 8000, 10000 kB

[2s1 - 35126 DR images (786 x 512)

[83] 10 images DICOM file hiding, medical images in Patient identification photo (255 x 255), 255 x 255 x 12 bit depth =

grayscale: head & brain, 4095 depth 12 bits/pixel 7,80,300 bits for colored images 255 x 255 x 8 bit x 3 = 15,60,600
bits

[84] 151 x333x3 10 images (256 x 256) sizes: 150849, 77976, 518400, 4326210,
122265, 518400, 150975, 150975, 151353, 1890000

[85] Watermark images resized 64 x 64 Different body parts & organs: brain, lungs, eyes (128 x 128)

[86] Facial image CT-scan images, input data 224 x 224 x 3

[87] Originally 256 x 256 131 scans of CT-scan images (224 x 224)

881 RGB medical images: MRI images

[31] JPEG images of 227 x 227 pixels: headshots of 100 10 medical images: hand X-ray, self-created in JPEG (227 x 227),

children’s facial expression images, 100 children’s, 10  resolution of 96 x 96 dots per inch and 24 bits per pixel (colored
hand X-rays, self-created, 10 standard images image)

[89] Grayscale & colored photos Grayscale medical images: head, ultrasound, X-ray, feet, hand, 500
x 500, 512 x 512, 600 x 600, 612 x 612, 900 x 900, & 1024 x 1024

[o01 - Brain, lung, EEG, & other images, glaucoma, cancer

[91] Doctor-patient information 5 ultrasound images & textual metadata, including over 12,000
patient case scenarios, 9000 topics, & 59,000 images

[92] Character text file sizes: 0.1, 0.5, 1, 10, 50, 100, & 500 -----

MB
[93] Human eye, X-ray images, encrypted watermark size ~ Lena, chest, baby, logo, baboon, 9 JPEG images, head chronometer,
of 23 kB, compressed to 18.01 kB face, dental X-ray, Einstein (128 x 128)

[94] Bladder stone Medical images: knee X-ray, abdomen CT-scan, lung X-ray, spinal
disk, thorax CT-scan, leg X-ray, hand X-ray, ankle X-ray, brain CT-
scan, throat, Lena, cameraman, mandrill, pepper, pancreas, cervix,
skull, lake, house, clock (64 x 64, 128 x 128, 256 x 256, 512 x
512); 7 images: knee X-ray, abdomen CT-scan, lung X-ray, leg
X-ray, hand X-ray, ankle X-ray, brain CT-scan, & spinal

[95] 256 x 256,512 x 512, 1024 x 1024 500 medical images (512 x 512): 100 medical images: MRI, CT-
scan, ultrasound, X-ray, & ECG

[9¢1 - Lena, baboon, pepper, airplane (512 x 512)

[97] Lena, cameraman (256 x 256, 512 x 512) DICOM medical images: MRI, US, X-ray (256 x 256, 512 x 512,
1024 x 1024)

[99] 100 chest X-ray images: 700 X-ray, CT-scan, MRI (512 x 512)

[100] Patient information: grayscale logo of Kocaeli Head scan, CT scan, MRI, US, and X-ray images (480 x 480)

University (45 x 45, 64 x 64)
Text file sizes: 559, 636, & 910 kB

Cover image

14
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Table 4
(Continued)
Ref. No. Secret data type & size Cover type & size
[102] 32 high-resolution CT-scan images 677 x 598, size of =~ CT-scan images (4100 x 2050), marked spot (480 x 480; 677 x 598)
364.2 kB, size of 32 images: 11.3 MB (677 x 598) 364.2 kB, 32 images size: 11.3 MB
[103] Gray & RGB images (256 x 256) 256 x 256
[104] 880 x 660: pelvic & thorax, 256 x 256: leg, eye, Lena, baboon, Barbara, cameraman images
thorax, pelvis
[105] Brain, MRI, lungs: 50 grayscale & 50 RGB images Lena, 50 gray & 50 RGB images
512 %512
[106] Patient information (a text file containing 100 6 medical images chest X-rays, body X-rays, abdominal CT, heart
characters, including patient name, age, gender, CT, brain MRI, and neck MRI with different dimensions (chest
address, and patient’s medical diagnosis, was stored in  X-ray, 174 x 290; body X-ray, 483 x 626; abdominal CT-scan, 335
a text file with a size of 107 bytes.) % 400; heart CT-scan, 412 x 800; brain-MRI, 1175 x 1332; neck-
MRI, 315 x 560)
[107] Foot X-ray, 512 x 512; brain CT, 256 x 256; head Output size 2.45 Mbps
MRI, 256 x 256; fetal ultrasound, 512 x 512; brain
PET, 256 x 256; COVID-19 virus, 512 x 512; Lena
normal image, 512 x 512; pepper normal image, 256
x 256
[109] Four CT images 512 x 512, two MRI images of size Different sizes
320 x 320
[110] Logo in RGB (128 x 128, 200 x 256) 3205 DICOM: CT-scan, X-rays, MRI (512 x 512, 430 MB)
[111] - Baboon, Lena, Barbara, cameraman, pepper (512 x 512)
[112] 400 images 100 images: normal & tumor MRI in JPEG (256 x 256, 512 x 512)
[113] 4 grayscale images: Medical imagel, Medical 4 grayscale images: pepper, girl, Image 3, baboon (256 x 256)
image2, QR code, Lena (256 x 256)
[114] CT-scan images 5 DICOM images
[115] Medical dataset (105 images), non-medical dataset (50 Grayscale images: MRI, 512 x 512; kidney stone, 512 x 512;
images) X-ray, 512 x 512; colon MRI, 724 x 839; head CT-scan, 512 x 512;
cameraman, 512 x 512; cell, 512 x 512; rice, 510 x 510; Zelda, 256
x 256; Lena, 350 x 350 (512 x 512)
[116] JPEG CT-scan (256 x 256)
[117] - Chest X-rays and MRI (256 x 256, 512 x 512)
[118] Text: “Personal Name: Fernando Tureng Sex: M Birth ~ Vein pattern image, 500 healthy adults (256 x 256)
Date: 05.11.1990 ID Number: 12986278161 Blood
Type: 0 th =" size = 1, 10, 20, 40, 80
(19 Medical images: brain, knee, chest X-ray (480 x 512)
[120] 5,000 patients, 200 images, 238 characters, concealing Retinal image (512 x 512)
2546 bits
[121] ASCII code for: “Patient ID code = 3D medical images: brain, 512 x 512 x 3; right foot, 256 x 256
230520854070565, Date of admission to hospital = x 3; cervix, 256 x 256 x 3; lung, 256 x 256 x 3; head, 256 x 256
20230810, Department = Neurosurgery, Name = Jack  x 3; pathological tissue sections, 512 x 512 x 3; 3D model: skull
Smith, Gender = Male, Age = 37, Brain, Right foot, (vertices: 42440 x 3; faces: 84666 x 3), left hand (vertices: 94998 x
Cervical, Lung, Head, Pathological Tissue Sections, 3; faces: 190667 x 3) (256 x 256)
Skull, Left hand”
[1221 Dental X-ray (720 x 330), mandrill (512 x 512)
[123] Flower 4 DICOM images: US, axial, CT-scan, X-ray of feet, & brain CT-
scan (512 x 4, 2048-bit blocks)
[51] “battista” converted to ASCII BMP image
[54] Cameraman, peppers, Barbara, aerial 18 images: X-ray, CT-scan images (256 x 256)
[56] 322 mammogram images (1024 x 1024) Breast cancer patient’s data, PNG image RGB
[58] 4 cover and 4 secret images CT scan and X-ray images
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Table 5
Various performance test formulas

Performance test Formula Equation number
Mean square error (MSE) SI( (D
MSE = 212 L)
i=1j
Peak signal-to-noise ratio (PSNR) PSNR = 10 logw%s’g (2)
Root mean square error (RMSE) RMSE = VMSE 3)
Structural similarity index metrics (SSIM _ (2uactretcy)(20acretC2) 4
Y (SSIMD SSIME,Y) = 7 ) G roheres @
Embedding ratio (ER) ER = 2+ ®)
Pearson coefficient (R) R(Ac, Re) = Sorldc Re) (6)
’ GAcORe
Coefficient of variation (CV) (A1) (7
04 =\ =1
HAc = ZLAC (8)
_ X(Ac—pac) x(Re—pre)
Cov(Ac, Re) = Zlhcopu)x(Re-un,) ©
. . NM
Number of pixel changing rate (NPCR) NPCR — Zih:;( J) % 100 (10)
D —
() {1 otherwise
Unified average changing intensity _ 1 NM- Jer(i) —ca(iy)] (12)
e UACI = b (S5 122l 100)
Edge differential ratio (EDR) EDR — Zimlalii -l (13)
S aler (i) —ea(ind)]
Entropy (E N 14
py (B) E = -3 P(Re) log, P (Re) (14
i=1
Kullback—Leibler divergence (KLD) KLD = [ cy(a) x log* E; d(z) (15)
Bit error rate (BER) Yo 1(.3)@ S (ivg) (16)
BER = %
Mean absolute percentage error (MAPE L 17
p g ( ) MAPE:%Z(\Q —afi )><100% (17)
Signal-to-noise ratio (SNR) _ Y (al)-a)’ (18)
SNE =10 logi = 5w Tc
Percentage residual difference (PRD 19
£ (FRD) PRD = % x 100% (19
i=1 \C1(2

9) RSA, AES, DES, and DNA security techniques reduce network
performance, thus resulting in slow speed [23].

10) Traditional techniques are ineffective and computationally
infeasible [32].

11) DES, 3DES, Blowfish, and AES techniques were found to be

inefficient [47] when dealing with EMIs.

12) The AES technique is secure, suffers from the avalanche effect, and
needs improvement in computational cost [68] as it needs more
resources to implement.

13) Traditional security techniques are not enough to provide high
security for medical images [80]. Thus, there is a need for
implementing a lightweight security technique.

14) Conventional encryption techniques such as RSA, DES, AES, and
IDEA are not convenient for encrypting bulky or large images [79]
such as EMIs.

15) AES is a complex algorithm, takes more execution time, and
requires more resources for implementing [101].

16

16) RCS5 provides less security level. DES has poor security levels,
making it vulnerable to several attacks. RC6 is not suitable for
practical implementations. The two-fish algorithm is relatively
slow. Blowfish has complex key management, and time
consumption for decryption is high [117].

17) Conventional techniques such as LSB, PVD, DCT, and EMD have
limited hiding capacity for secret data, and if the size of the secret
data is increased, this would result in distortion [124] of the secret
image upon extraction.

18) Conventional techniques such as DES and IDEA are not suitable
for large medical images [128].

19) Traditional techniques suffer from reliability issues, while these
cryptography techniques are complex to implement [129].

20) Computational complexity to implement a technique is a cause of
concern [68, 130, 131].

Hence, spatial domain-based binary steganography needs more
space for hiding, even for a smaller payload, and is prone to statistical
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Figure 7
Performance test: (a) MSE, (b) PSNR, (¢) R, (d) SSIM, (¢) NPCR, (f) UACI, and (g) entropy
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attacks [2]. Kataria et al. [5] suggested the need for integrity and
authenticity of medical images as e-diagnosis requires them to be
shared over the Internet [13] or storage on third-party insecure medium
while being prone to data breaches [9]. Patient’s personal data such
as personal details and medical history also need to be protected [7],
ensuring confidentiality [10]. Spatial domain methods such as LSB
steganography are prone to stego-attacks [14], pixel value difference

(PVD) and exploiting modification direction (EMD) are vulnerable
to distortion and compression, and transformation techniques such as
discrete cosine transform (DCT), DWT, and fast Fourier transform
(FFT) are computationally expensive [10]. Due to the limited key
space, the 2D chaotic map is not resistant to brute force attacks,
while the chaotic encryption algorithm is prone to exhaustive search
attacks [31]. Modified Advanced Encryption Standard (AES) has a
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higher avalanche effect than simple AES. AES uses the same key for
encryption and decryption; thus, the key is highly vulnerable [30]. The
genetic algorithm (GA) requires more computational time [25]. It can
be concluded that conventional techniques such as DES, AES, and MD
are facing challenges and have not addressed the computational time-
based complexity. Therefore, a new data-hiding technique needs to be
developed, which can hide larger and varying-sized EMIs such that they
are accessible in real time through real-time applications.

4. Result Analysis and Prevalently Used Performance
Test

A few commonly used performance tests and their formulas
are shown in Table 5. These test results are found by comparing the
decrypted images with their originals. Tests such as mean square error
(MSE), peak signal-to-noise Ratio (PSNR), root mean square error
(RMSE), structural similarity index metrics (SSIM), and correlation
(R) help in measuring the quality of the distortion in the image upon
retrieval. These test formulas are shown in Equation (1), Equation (2),
Equation (3), Equation (4), and Equation (6). The formulas for tests
such as embedding ratio (ER), standard deviation (0), mean value
(n), Cov, NPCR, coefficient of correlation (D), UACI, EDR, E, KLD,
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BER, MAPE, SNR, and PRD are shown in Equation (5) and Equations
(7)(19).

Using the formula quoted in Equation (1) to Equation (19) as
in Table 5, the previous research evaluated their proposed techniques.
The preferred MSE test values are low. Some of these values are
shown in Figure 7(a). PSNR values should be above 33. The plot of
the previously achieved PSNR values is depicted in Figure 7(b). The
ideal R value is 1, indicating a high correlation between the original
and decrypted images, graphically shown in Figure 7(c). Figure 7(d)
depicts SSIM values. The preferred value of SSIM is 1, indicating a
similarity between the decrypted images and their originals. NPCR and
UACI are shown in Figures 7(e) and (f). Figure 7(g) shows entropy
(E), which should be close to 8.

As shown in Figure 7(a)—(g), most of the researchers have
achieved the preferred values for the tests. Table 6 shows the test values
for R, MSE, SSIM, UACI, E, PSNR, and NPCR, which are not close
to the ideal values. Table 6 also shows the values for FSIM, KLD, root
mean square error (RMSE), MAPE, PRD, MAE, bit error ratio (BER),
signal-to-noise ratio (SNR), compression ratio (CR), MCE, image
fidelity (IF), and payload capacity (PC).

Table 6 presents a few values of the various performance tests.
The PSNR values shown here were either infinite or below the required
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Table 6
Some performance test values achieved by researchers

Ref. No. R Ref. No. MSE Ref. No. PSNR (dB) Ref. No. SSIM Ref. No RMSE
[3] 0 [3] 7.93 [“[251] 27.87 [25] 5.47 [3] 2.702
[36] 0.00286 [36] 14800 [31] 105.25 [59] 0.0046 [49] 0.072
[59] 0.036 [48] 8.561 [36] 14.87,6 [85] 0.00585 [52] 0.05
[85] 0.002 [51] 0.25 [48] 161.02 [105] 0.0067 [58] 0.21
[90] 0 [62] 0.22 [59] 7.98 Ref. No. FSIM [75] 0.01096
[102] 0.03097 [79] 739.098 [61] 16.95 [59] 0.34 [92] 0.16161
[105] 0.02392 [89] 0.15 [65] 132.47 [85] 0.35 [95] 2.6465
[106] 0.00278 [94] 5178.38 [79] 5.72 [102] 0.4105,1
[108] 0.0011 [95] 0.5397 [84] 15.46 Ref. No MAPE
[114] 0.00298 [98] 509.71 [83] w3 14.4 Ref. No. KLD [3] 2.1793
[121] 0.001 [99] 0.326 [88] 08 100 [137] 957.82 [52] 0.53

[105] 13743 [94] 5.4954 [54] 9.42E-06 [58] 0.068
Ref. No UACI [112] 1.73757 [96] 7.21833 [58] 0.002 [62] 0.00045
[31] 80.24 [132] 1.28 [102] 9.33,© [133] 0.89
[76] 0.00747 [133] 6.05 [104] 7.4232, 0 Ref. No. PRD [112] 3.37172
[93] 28.0645 [134] 4.09 [105] 26.7 [52] 0.02
[119] 0.00016 [113] 0.10142 [110] 24.06541 [54] 0.066 Ref. No. MCE

[117] 0.17864 [121] 8.6138, [58] 0.113 [133] 0.34
Ref. No. SNR [119] 0.13 [128] 32
[52] 81.3 [127] 0.10474 [133] 42,611 Ref. No. BER Ref. No. IF
[54] 48.27 [135] 0.4 [58] 0.119 [127] 0.9994
[58] 36.4 Ref. No. CR [81] 0.002857
[76] 14.8761 Ref. No Entropy [58] 4.16 [101] 6.16 (%) Ref. No. PC
[109] 354 [95] 0.00029 [92] 21.66% [138] 7.76 [74] 8160

[128] 28.50%
Ref. No. NPCR
[136] 0.011048

range of 30 similar values for R, MSE, SSIM, UACI, NPCR, and entropy
mentioned. Table 6 also shows the test values for other evaluation tests.

4.1. Computational complexity

Computational complexity is a measure of encryption time (ET).
ET is the time taken to encrypt the original image, while the decryption
time (DT) is the time taken to retrieve the image. The total time is the
sum of ET and DT. The values achieved for ET, DT, and total time are
shown in Table 7. From Table 7, it is clear that the encryption time is
a measure of the time taken to secure the images by implementing the
proposed data-hiding technique. The minimum encryption time taken
is 9.06E-07 by Peng et al. [116], while the minimum decryption time
taken is 9.05E-06 by Elkamchouchi et al. [87]. Decryption time is the
time taken to decrypt the image back into its original form. To make
the EMI accessible in real time, the time taken to secure the image, ET
and the time taken to extract the image should be less. This will make
the data-hiding technique accessible in real time, thus ensuring the light
weight of the technique. Prevalently, a hybrid and lightweight technique
is needed to secure EMIs, which are large and have varying dimensions.
Therefore, the hybrid lightweight technique should be independent of

the data size and should not modify the data such that they are non-
understandable for medical diagnosis.

4.2. Discussion

Many researchers have clearly quoted computational time-based
complexity in their articles, which helps in concluding the feasibility
of their proposed techniques, as mentioned in Table 7. Reduced time-
based complexity ensures the suitability of these techniques for real-
time applications. Previous researchers have performed the following
data-hiding techniques: DNN, LSB, AES, RSA, DES, chaotic map,
and/or a combination of more than one data-hiding technique, as shown
in Table 1. Table 2 shows that MATLAB is the most commonly used
programming language. Table 3 helps in understanding that most of the
researchers have used an online database to download their dataset. As
shown in Table 4, most of the previous researchers in their articles cited
as [6, 20, 44, 45, 50, 52, 55,59, 61, 62, 66, 68, 69, 72, 75, 76, 81, 91, 92,
100, 101, 116, 118, 121] have hidden text data in the cover image. This
is achieved by converting the text into ASCII and then hiding it in the
images. In general, researchers [50, 80, 95, 99, 105, 110, 111, 115, 120,
121, 125] have normalized the dimensions 512 x 512 of the medical
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Table 7

The encryption, decryption, and total times taken by researchers for their proposed techniques
Encryption time (ET) Decryption time (DT)
Cited as ET (s) Cited as ET (s) Cited as DT (s) Cited as DT (s)
[6] 2 [94] 4.50E-05 [6] 0 [93] 4.26
[31] 0.065 [96] 3.7 [31] 0.107 [97] 1.00E-05
[36] 0.176 [97] 3.56E-06 [59] 2.25 [98] 8.31
[44] 34.43 [98] 12.47 [66] 63 [100] 0.029
[52] 5.36E-06 [100] 0.028 [67] 0.0014 [105] 10.03
[59] 2.25 [103] 0.73 [77] 14.16 [106] 0.59
[66] 60 [104] 0.033 [79] 0.25 [109] 1.02
[67] 0.00129 [105] 8.35 [80] 1.006 [110] 0.86
[77] 13.72 [106] 0.49 [81] 0.0018 [111] 96.38
[78] 4.6 [109] 4.07 [84] 1.36 [114] 0.00898
[79] 0.24 [110] 0.86 [85] 0.44 [116] 7.08E-05
[80] 1.27 [111] 9.79 [87] 9.05E-06 [120] 21.49
[81] 0.0029 [114] 0.175 [88] 4.4 [121] 0.069
[84] 1.36 [116] 9.06E-07 [91] 0.023 [130] 0.001
[85] 0.23 [120] 20.86 [139] 0.006
[87] 1.17E-05 [121] 0.077 [140] 97.84
[88] 4.73 [122] 0.00074
[91] 0.15 [130] 0.001998
[93] 4.28 [139] 0.005

[140] 102.16
Total time (in s)
Cited as Total time Cited as Total time Cited as Total time Cited as Total time
[22] 0.4 [54] 0.15 [94] 37.8 [128] 59
[35] 0.001 [72] 4.9 [102] 1.735 [130] 0.003001
[43] 599.17 [89] 1.5 min [117] 0.099 [141] 83.26
[44] 1.31 [91] 0.5 [138] -0.00542 [142] 7.50E-05
[138] 0.04

images, rendering them unclear for understanding and future diagnosis.
Similarly, Hachaj et al. [49] used a medical image with dimensions of
70 x 109; work by Olvera-Martinez et al. [83], 255 x 255; works by
Huang et al. [85] and Nazari et al. [93], 128 x 128; work by Abdellatef
et al. [86], 224 x 224 x 3; work by Elkamchouchi et al. [87], 224 x 224,
work by Lin et al. [31], 227 x 227; work by Hussain and Khodher [89],
500 x 500; work by Khare and Srivastava [94], 64 x 64; works [54, 97,
104,107, 112, 113, 116, 117, 118, 121], 256 x 256; work by Konyar and
Oztiirk [100], 480 x 480; work by Peng et al. [116], 174 x 290; work
by Wang and Wang [109], 320 x 320; work by Zermi et al. [119], 480 x
512; work by Jamal et al. [122], 720 x 330; and work by Khalifeh et al.
[56], 1024 x 1024. Medical images have various sizes as they belong
to patients of various age groups and during the various phases of their
disease. Security and privacy need to be enhanced while dealing with
large and varied-sized images, ensuring timely access to them.

5. Conclusions and Future Scope

This study has shown that the security of EMIs is a cause of
concern. Hence, EMIs need to be secured using data-hiding techniques.
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The lack of conventional techniques has been highlighted in this article.
EMIs, which are in the form of digital images in JPEG format, have
various sizes and dimensions and are accessed by their users on their
devices through the Internet. It was found in this study that not much
work has been done to develop a data-hiding technique for EMIs, which
would hide large and various sizes of EMIs to secure them while they
are being transmitted over the Internet on third-party storage. Because
EMIs are accessed in real time by the patients and doctors, they should
be accessible in real time for real-time applications. Computational
time-based complexity is an important aspect that needs to be addressed.
Most of the previous researchers have failed to mention them. Thus,
it can be concluded that in the future, researchers could propose a
lightweight hybrid technique that would reduce the computational
time-based complexity of the data-hiding techniques. Hybrid means
that a combination of two or more data-hiding techniques is applied on
EMIs, ensuring the properties of both data-hiding techniques. Future
research could focus on larger and varying-size datasets of EMIs while
ensuring security and privacy by implementing a hybrid technique that
emphasizes the reduction of computational time-based complexity,
thereby making it lightweight.
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