
Received: 11 May 2026 | Revised: 28 July 2026 | Accepted: 14 August 2026 | Published online: 29 August 2026

Artificial Intelligence and Applications
2026, Vol. 00(00) 1–19

DOI: 10.47852/bonviewAIA620210360
RESEARCH ARTICLE

Groupwise-Spatial Attention-Based Dense
Neural Network for Image Multi-Forgery
Detection

S. Aruna1,* and Surabhi Narayan1

1Department of Computer Science and Engineering, PES University, India

Abstract: Digital images have become the primary source of information exchange on digital platforms, making digital image forgery
detection important and crucial in the field of digital forensics. Among various illegal manipulation techniques, copy-move and splicing
manipulation are the two most common types of forgery. Copy-move forgery involves duplicating the areas within the same image,
whereas splicing forgery involves taking out areas or objects from one or more images and combining them together to produce a
spliced image. Detecting various forgeries in an image has become a crucial requirement due to the presence of subtle artifacts and
minimal inconsistencies during the forgery process. Hence, a multi-forgery detection framework based on Groupwise-Spatial Attention-
based Dense Neural Network (GSA-DNN) is proposed to detect copy-move and splicing forgery. Error level analysis (ELA) technique
is used to detect image manipulation by figuring out the compression differences between authentic and forged images, followed by
a generic standardizing procedure for all images based on dimensions and pixel values so as to improve final model convergence.
InceptionNet V3 is employed to extract the multiscale features through convolutional kernels, which enables the learning of global and
local feature representation. The proposed GSA-DNN method obtains high detection accuracy of 99.58%, 97.77%, and 94.59% on
benchmark datasets such as CASIA V2, CoMoFoD, and Multiple Image Splicing Datasets compared to existing methods such as the
Siamese neural network.
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1. Introduction

Image forgery refers to the malicious alteration of digi-
tal images, and its detection falls under digital image forensics,
involving the use of various tools to verify image authenticity.
Forgery detection methods are broadly categorized into active and
passive approaches [1], as illustrated in Figure 1. In the active
approach, additional information about the image is embedded
in advance. Watermarks integrated into images are employed for
authentication. Compared to conventional watermarks, digital
watermarks [2] have manipulations like compression and resiz-
ing. In a passive approach, no prior information is integrated into
the image, but the images are analyzed for visual, statistical, and
structural inconsistencies to identify anomalies in the image. Pas-
sive forgery detection is categorized into forgery-type dependent
and forgery-type independent methods. The forgery-type depen-
dent method identifies manipulation such as copy-move, splicing,
image retouching [3], resampling, and in-painting. Among these,
splicing and copy-move are commonly employed in image forgery
detection [4]. The forgery-type independent method employs
techniques based on metadata analysis, noise analysis, princi-
pal component analysis, and compression artifacts. Copy-move
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forgery [5] involves copying a region from an image and pasting
it into another location in the same image [6].

Copy-move forgery involves post-processing operations like
scaling, rotation, and smooth blending of the duplicated regions
to make detection more challenging [7]. Splicing forgery involves
copying a region of one image and inserting it into another,
typically integrating images captured under diverse lighting condi-
tions and obtaining varying noise levels [8]. To achieve a seamless
blend with the target image, the spliced region typically under-
goes multiple post-processing adjustments [9]. As a result, the
primary objective of copy-move forgery detection is to iden-
tify duplicated regions within the same image, whereas splicing
detection focuses on identifying manipulated forged regions using
advanced approaches with a vast proliferation of fake images
[10]. Other types of image forgery include retouching, resam-
pling [11], and object removal [12]. Retouching involves altering
visual attributes like color, brightness, and similar visual attributes
to represent particular features [13, 14]. Object removal is the
act of removing an object entirely from an image [15]. Image
forensics in recent times has gained significant research atten-
tion, leading to the development of different forensic methods
for identifying manipulations in forged images [16, 17]. Diverse
methods are developed to identify and localize image forgeries
[18] to ensure the authenticity of digital information. The deep
learning (DL) [19] method is chosen for detecting multi-forgery
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Figure 1
Overview of digital image forgery detection methods and

manipulation categories

because it automatically learns the intricate feature representation
when compared to machine learning models. This ensures DL [20]
method to capture subtle patterns across multiple types of manip-
ulations [21]. Hence, DL provides high robustness in multi-forgery
detection [22].

Existing methods face challenges in detecting subtle manipu-
lation, small forged regions, and intricate multi-forgery scenarios.
These challenges demonstrate the need for a robust method to pre-
serve the integrity and authenticity of digital images via accurate
forgery detection.

Therefore, Groupwise-Spatial Attention-based Dense Neural
Network (GSA-DNN) is proposed for multi-forgery detection.
Groupwise-spatial attention (GSA) mechanism divides feature
representations into diverse groups and then learns spatial atten-
tion for each group independently instead of generating a single
spatial attention map for all feature channels as in conven-
tional attention mechanisms. This process enables the model to
extract diverse forgery characteristics at different spatial loca-
tions, which preserves fine-grained manipulations. Moreover, the
integration of the error level analysis (ELA) method, multi-level
feature extraction via InceptionV3, and GSA-based dense learn-
ing leads to the development of a unified model for multi-forgery
detection.

The main contributions of the proposed GSA-DNN are
presented as follows:

1) GSA-DNN is used to detect multiple forgeries by dividing
feature maps into groups and learning independent spatial
attention for each group. The GSA mechanism focuses on
manipulation-related regions by minimizing irrelevant infor-
mation, which enables the model to capture subtle artifacts
and enhance localization and detection performance.

2) InceptionNet V3 is used for effective feature extraction with
the help of multiscale convolutional filters, effectively capturing
diverse patterns.

3) ELA identifies the forgery by highlighting the differences in
compression values between the authentic and forged regions
of an image.

The remaining part of the paper is organized as follows.
Section 2 discusses in detail the literature review of the existing
works. Section 3 describes in detail the proposed methodology.
Section 4 presents the results obtained from various experiments
performed. Section 5 provides the conclusion.

2. Literature Survey

The existing works on multi-forgery detection using the
CASIA V2, CoMoFoD, and Multiple Image Splicing Datasets
(MISD) datasets are discussed in this section.

Ramirez-Rodriguez et al. [23] presented a Siamese neural
network to find the manipulated regions in images. This work
identifies a single feature representation of specific parts of an
image, and by doing a feature-based comparison, it identified
the forged areas effectively. The Siamese network used here has
two identical branches with shared weights and features to pro-
cess image blocks and identify forged areas. Also, the K-means
algorithm was employed to determine similar centroids, facilitat-
ing accurate localization of repeated regions within the image.
However, the presented method faces challenges in accurately
identifying subtle manipulations as it focused on feature simi-
larity rather than pixel information. Nazir et al. [24] suggested
an enhanced Mask Region-based Convolutional Neural Net-
work (Mask RCNN) for detecting forged images. DenseNet-41
was employed to extract keypoint features and then performed
localization using Mask RCNN to recognize the manipulated
areas. Mask RCNN identifies manipulated regions by generating
a semantic mask with a classification score, which minimizes com-
putational complexity. Qazi et al. [25] introduced a ResNet50v2
to detect image forgery. ResNet50v2 employed a residual layer
to enhance the detection rate of the tampered regions. Trans-
fer learning with pre-trained You Only Look Once-CNN weights
generates feature initialization that minimizes complexity and
improves detection performance. Shinde et al. [26] developed a
Graph Convolution Network (GCN) to detect and categorize
image forgeries. The GCN was utilized to improve the feature
extraction process through structural and spatial dependencies.
GCN represents an image as a graph, where pixel values are
represented as nodes and edges are treated as spatial and struc-
tural relationships. Later, a support vector machine (SVM) was
used for classifying the images. However, GCN struggles to accu-
rately detect multiple forgeries due to its limited ability to capture
fine-grained spatial relationships.

Ganguly et al. [27] presented a Local Tetra Pattern (LTrP)
method to localize tampered regions via block-level image com-
parison. Initially, input images were partitioned into overlapping
blocks, and then LTrP features were extracted from each block to
produce a feature vector. LTrP method employed a shift-vector-
based outlier removal method to enhance model performance in
forged region localization. Nevertheless, LTrP relies only on local
texture, which affects the model’s ability to differentiate between
tampered and genuine areas. Jaiswal and Srivastava [28] intro-
duced a Convolutional Neural Network (CNN) to detect image
splicing. The feature maps were extracted from convolutional lay-
ers and then upsampled in the decoder block. A sigmoid function
was used to categorize pixels as forged or non-forged regions.
Nevertheless, varying input scales led to inconsistent performance
because different scales generated distinct feature representations
that caused the model to focus on irrelevant information. Kadam
et al. [29] established a Mask Region CNN with MobileNetV1 to
identify image splicing forgery. MobileNetV1 was used to extract
features from forged regions, whereas the region of interest (ROI)
produced feature maps with the help of the Region Proposal
Network. Then, the ROI was used to effectively handle precise
spatial locations. The bounding box locations and corresponding
segmentation masks were generated by utilizing a Fully Convolu-
tional Network. Jalab et al. [30] presented a pixel’s fractional mean
(PFM) method to detect image splicing. Histogram of Gradient
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(HoG) was used to evaluate the local pixel intensity distribution
in each region of the image, while the Gray-Level Co-occurrence
Matrix characterized image texture based on the spatial relation-
ship between pixels to extract relevant features. PFM was used
to adjust each pixel individually depending on its frequency, and
these extracted features were fed into SVM to categorize the image
as authentic or spliced image. Nevertheless, the PFM method
obtains less effectiveness in detecting intricate splicing regions with
subtle manipulations due to pixel-level inconsistencies. Ding et al.
[31] developed a dual-channel U-Net to detect image splicing
forgery by using a high-pass filter that generates a residual image
having edge information. A standard dual-channel encoder and
decoder approach is used to build the prediction of forged areas
in images. Dual-channel U-Net enhanced feature extraction per-
formance by leveraging multiscale context data and combining
complementary image channels. However, dual-channel U-Net
struggled to adapt to varying spatial resolutions and intricate
image features, which led to blurred boundaries.

El Biach et al. [32] established a CNN based on an
encoder and decoder to determine the manipulated regions. The
encoder employed ResNet50 to extract discriminative features
between non-manipulated and manipulated regions. To perform
prediction, the decoder effectively learns the mapping from low-
resolution feature maps. However, CNN struggled to detect
subtle dependencies because of its limited receptive field, which
minimized model performance. Walia et al. [33] introduced a
Block-Quaternion Discrete Cosine Transform (QDCT) method
for detecting image forgery. Quaternions represented the image
as a vector field, while discrete cosine transform coefficients were
extracted from the color components. Then, the Markov-based
features were used to identify complex alterations introduced in
the forgery process. Nevertheless, QDCT minimizes model per-
formance due to its sensitivity to compression artifacts, which
affects the proper detection of manipulated regions. Sabeena
and Abraham [34] established a Convolutional Block Attention
Mechanism (CBAM) to detect image forgery. CBAM integrates
channel and spatial attention for capturing texture and contextual
information, which enhances feature representation. Then, Atrous
Spatial Pyramid Pooling was used to concatenate the scaled cor-
relation maps, which result in a coarse mask. At last, bilinear
upsampling was applied for resizing the predicted output to match
the original image size. CBAM enhanced feature representation
through an attention mechanism based on both channel and spa-
tial dimensions, which enabled the network to stay focused on the
significant parts of the input. The CBAM struggled with images
that had undergone substantial noise or compression, thereby
reducing its effectiveness in distinguishing forged areas.

Rao et al. [35] presented a self-supervised domain adapta-
tion with a Siamese model and a Compression Approximation
Network (ComNet) to localize image forgery. ComNet was
employed to approximate the compression process through super-
vised learning, which enhances model performance. Then, the
backbone network was trained with a domain adaptation mech-
anism to localize the tampered regions and boundaries with Joint
Photographic Expert Group (JPEG) images. Nevertheless, the
Siamese approach suffers from high variability in forgery styles
due to its dependence on learned similarity measures, result-
ing in limited ability to capture intricate features. Diwan et al.
[36] developed a Multiscale Detector Neural Network to localize
copy-move forgery. The multiscale detector employed a sophis-
ticated function to accurately detect and localize the copy-move
manipulation. Nevertheless, the multiscale detector struggled to
accurately identify forgery instances, which makes it difficult to
differentiate between forged and non-forged images.

Diwan et al. [37] suggested a CenSure keypoint detection
and CNN to identify and localize copy-move forgery. By com-
bining key points with CNN features, the suggested method
improved detection performance, even in the presence of attacks
like geometrical transformations, scaling, and rotation. Also, the
suggested method managed post-processing operations like noise,
JPEG compression, color reduction, image blur, contrast adjust-
ment, and brightness changes. However, the CenSure keypoint
with CNN missed smooth regions as it focused on high-contrast
key points, which limits learning features from forged regions.
Diwan et al. [38] evaluated different methods used in image foren-
sics like authentication, tampering detection, and source device
identification. The proposed method obtains better performance
in detecting and categorizing image manipulations. Mohamed
Abdelmaksoud et al. [39] developed a Vision Transformer (ViT)
with SVM to detect forgery. ViT was employed for extracting
the features by dividing images into uniform patches and linearly
transformed as patch embeddings. The embeddings involved posi-
tional encodings to retain spatial data by utilizing a multi-layer
perceptron and multi-head self-attention. SVM was used to detect
and classify the forgery by learning a decision boundary that sep-
arates authentic and forged data depending on extracted features.
Anjani Kumar Rai and Subodh Srivastava et al. [40] presented an
Enhanced Center Mask Regional Convolutional Neural Network
(ECMNet) for copy-move forgery localization. A MobileNetV2
and convolutional block attention module were used to capture
fine-grained feature representation. In ECMNet, a fully convolu-
tional one-stage object detector and spatial attention-guided mask
head were utilized to detect and classify forged instances with the
help of a bounding box. The reliance on bounding box-based
localization limits the precise detection of uneven-shaped forged
regions. Vanishri. V. Sataraddi and Nethravathi [41] suggested an
attention-guided DL method to detect copy-move forgery with
precise localization. The suggested method employs hierarchical
convolution feature maps to capture representational saliency via
spatial and channel attention mechanisms. The transformer block
and the multi-attention mechanisms increase computational com-
plexity and training time and do not generalize across various
forgery types.

From the overall evaluation, it is obvious that the exist-
ing methods have the following shortcomings: They struggle
in detecting fine-grained manipulations, improper classification
of manipulated images due to subtle artifacts, difficulties while
dealing with low-quality images or highly manipulated regions,
struggles to adapt to varying spatial resolutions and complex
image features, and challenges with images subjected to signifi-
cant compression or noise. In order to address the aforementioned
issues, this research proposes a GSA-DNN for multi-forgery
detection and classification using spatial attention, with a focus
on fine-grained information. This enables the model to detect sub-
tle artifacts in manipulated regions and capture intricate features,
thereby improving the overall detection performance.

3. Proposed Methodology

The GSA-DNN method is proposed for detecting multi-
forgeries using CASIA V2, CoMoFoD, MISD, and CG-1050.
During preprocessing, ELA is used to detect traces of manipula-
tion, image resizing standardizes image dimensions, and min–max
normalization scales pixel values into a consistent range. Then,
Inception V3 is utilized to extract the features, while GSA-DNN
detects and localizes the extracted features. Figure 2 depicts the
overview process of the GSA-DNN method for multi-forgery
detection.
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Figure 2
Working process of the proposed GSA-DNN method for

multi-forgery detection

3.1. Dataset

This research utilizes the CASIA V2, CoMoFoD,MISD, and
CG-1050 datasets to determine the model’s performance on multi-
forgery detection, which are explained in detail below. The datasets
are divided into training and testing sets using a stratified 80:20
split, where 80% of the data is utilized for training and 20% is used
for testing. The stratified 80:20 split is performed using a fixed
random seed (42) to ensure reproducibility. From the training data,
a subset is employed for validation during training to analyze the
model’s performance.

CASIA V2: It is a commonly used dataset for image tam-
pering detection research. It contains 7492 authentic images,
with 5123 ground truth images that present pixel-level anno-
tation. Additionally, it has 5123 tampered images exposed to
manipulations such as splicing and copy-move. Figure 3 shows a
representative sample image of the CASIA V2 dataset.

CoMoFoD: It is a copy-move forgery dataset that contains
10,400 images with a resolution of 512 × 512 pixels, organized
into 200 sets of images. CoMoFoD dataset has employed five
transformations on images like distortion, rotation, scaling, trans-
lation, and combination, each with 40 sets of images. The samples
involve six kinds of post-processing attacks like intensity vari-
ations, blurring, contrast adjustment, compression, noise, and
chrominance changes. Figure 4 denotes sample images from the
CoMoFoD dataset, specifying the ground truth and tampered
images.

Figure 3
Sample from the CASIA V2 dataset illustrating tampering and

ground truth images

Figure 4
Sample from the CoMoFoD dataset representing a tampered and

ground truth image

MISD: The MISD dataset contains a total of 620 authentic
images, which act as an original unaltered set of images, consist-
ing of 302 tampered and 731 ground truth masks with detailed
annotation of the manipulated areas. The MISD dataset con-
tains multiple types of forgeries such as copy-move and splicing.
Figure 5 shows a sample image from the MISD dataset, indicating
both the tampered and ground truth image.

Figure 5
Sample from the MISD dataset indicating tampered and ground

truth image

CG-1050: It contains 2530 images for training and testing
including 100 natural images, 1380 masks, and 1050 tampered
images. Every image has undergone 10–11 manipulations, such as
copy-move, cut-paste, colorizing, and retouching. The dataset is
structured into four directories: original images, tampered images,
mask images, and a description file. Table 1 shows a summary of
forgery types involved in each benchmark dataset.

3.2. Preprocessing

After image acquisition, ELA, resizing, and min–max nor-
malization are applied to detect inconsistencies, standardize
dimensions, and scale pixel values for further processing. The
CASIA V2 dataset lacks uniformity in image dimensions, which
creates bias. Hence, a subset of images with less compression is
chosen in this stage by utilizing ELA.

ELA: It is a normalized technique used to identify image
regions with varying compression levels, indicating image tam-
pering. ELA [42] is particularly effective for JPEG (.jpg) images
because authentic regions have similar compression characteris-
tics, whereas manipulated regions contain different compression
levels. JPEG is a widely employed lossy image compression stan-
dard that minimizes image size by removing a portion of the
image information while maintaining visual quality. Typically,
JPEG employs a compression ratio of nearly 10:1, which provides
a balance between image quality and compression efficiency. The
JPEG compression process operates on images using 8 × 8 pixel
block. Block sizes larger than 8× 8 are less practical for standard
JPEG compression, whereas smaller block sizes do not capture
sufficient information for reliable compression. Hence, the ELA
method employs 8×8 pixel block to preserve original JPEG com-
pression characteristics and accurately determine inconsistency
associated with digital tampering.

During JPEG compression, each 8 × 8 pixel block performs
the same compression procedure, resulting in relatively uniform
compression artifacts across authentic images. In an unaltered
image, the error level is consistent when the image is recom-
pressed. Compared with nearby regions, tampered regions have
diverse compression levels, leading to inconsistent error levels.
As a result, ELA recognizes these inconsistencies and detects the
manipulated regions. In this research, the input image F is recom-
pressed using a JPEG quality factor of 95% to obtain compressed
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Table 1
Overview of image forgery types, authentic samples, ground truth masks, and tampered images across standard

evaluation benchmark datasets

Datasets Types of forgeries Authentic Ground truth Tampered

CASIA V2 Copy-move and splicing 7492 5123 5123

CoMoFoD Copy-move 2080 6240 2080

MISD Splicing 620 731 302

CG-1050 Cut-paste, copy-move, colorizing, retouching 100 1380 1050

image Fcomp. Then, the pixel-wise difference between the original
and recompressed images is calculated using Equation (1):

Fdi ff = F − Fcomp (1)

where Fdi f f denotes the ELA difference image. Regions with
higher error values correspond to inconsistent compression lev-
els, representing image manipulation, whereas authentic regions
denote relatively uniform error levels. Figure 6 represents the
sample images from the CASIA V2, CoMoFoD, and MISD
datasets after applying the ELA method. The generated ELA
image is fed as input to the further process of the proposed
framework.

Resizing:The image is resized to 256 × 256 pixels to minimize
complexity and ensure consistent performance. Also, resizing
improves the model’s ability to concentrate on tampering-related
artifacts.

Min–max normalization: This method is used to scale pixel
values to a range (0, 1), which ensures uniformity. Also, min–max
normalization minimizes bias created by varying pixel intensities,
and its mathematical formula [43] is expressed in Equation (2):

f (x, y) = f (x, y) − Zmin

Zmax − Zmin
(2)

where f (x, y) denotes the normalized image and Zmin and
Zmax refer to the minimum and maximum pixel values.

Figure 6
Sample images from CASIA V2, CoMoFoD, and MISD datasets

applying the ELA method

3.3. Feature extraction

Inception V3 [44] is used to extract features and capture
multiscale patterns by convolutional paths for detecting subtle
image artifacts. ELA represents regions with varying error levels
which shows potential image tampering, whereas InceptionNet V3
effectively extracts features by capturing low-level and high-level
features. Inception V3 adopts a sparse structure while increas-
ing the network’s depth and width. Then, it converts similar and
non-uniform sparse data into a dense representation to enhance
accuracy. Figure 7 demonstrates the architecture of Inception V3
for feature extraction.

To perform the convolution process, a large number of fil-
ters are employed for extracting fine-grained features. Before the
convolution process, nearby filters are utilized to reduce the
dimensions that conserve appropriate information and reduce
data loss. This process increases the model’s depth and width
by providing efficient resource utilization. Overall, Inception V3
extracts 2048 features that are passed to GSA-DNN to detect and
classify the multi-forgeries.

3.4. Detection and classification

After feature extraction, GSA-DNN detects and classifies
the forged and non-forged regions by focusing on appropriate
features. This ensures to selectively weigh the significance of dif-
ferent spatial areas and enhance accuracy. Compared to CNN,
a Dense Neural Network (DNN) is used because it learns intri-
cate and high-level feature representations from different forgery
patterns. CNN concentrates on local spatial features, whereas
DNN effectively captures complex relationships among multiple
manipulations, enhancing detection performance across images
with varying textures. DNN layers contain input, hidden, and
output layers [45], where hidden layers have a convolutional layer,
pooling layer, and transposed convolutional layer.

Convolutional layer: It has a learnable set of filters with small
receptive fields that are applied across the entire input for extract-
ing local spatial features. The primary role is to map the input
feature map by computing the dot product. The convolutional

Figure 7
Architectural flow of Inception V3 emphasizing multiscale feature learning through convolutional paths to extract the features
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layer parameters include the convolution kernel size, padding, and
stride. These three parameters determine the output feature map
and are considered hyperparameters of the CNN. When a sin-
gle convolutional kernel of size 2 × 2 is utilized, the output node
value is calculated using Equation (3).

ci j = f (∑2

m=1
∑2

k=1
wk,m.xi+k−1, j+m−1) (3)

where wk,m represents the node value in the convolution ker-
nel, xi+k−1, j+m−1 indicates the input layer value associated with
the convolution kernel, and f denotes the activation function.

Pooling layer: Also known as the downsampling layer, the
pooling layer considers only the average and maximum values at
the corresponding positions. It minimizes the number of param-
eters, enhances the computation speed, and avoids overfitting. If
the pooling layer window size is 2 × 2 and the stride is 1, the
output node value is determined using Equation (4).

Pi j = max(ci j, ci+1, j,ci, j+1, ci+1, j+1) (4)

Transposed convolution layer: The transposed convolution
layer is a special forward convolution process that enhances the
size of the input matrix by inserting zeros and then accomplishing
forward convolution based on the convolution kernel. If the con-
volution kernel size is 2 × 2, the padding is 1, and the input array
is 2 × 2, then the input size is computed as shown in Equation (5):

is = i + (s − 1) (i − 1) + p (5)

where i, s, and p define input size, stride, and padding.
The transposed convolution output size is computed using
Equation (6):

o = s (i − 1) + 2p − k + 2 (6)

where k indicates the convolution kernel size.
GSA: The GSA mechanism splits feature representation into

diverse channel groups and then learns a spatial attention map for
each group instead of relying on a single attention map. This pro-
cess ensures that the model concentrates on localized forgery and
preserves subtle manipulations over spatial regions. Furthermore,
the DNN employs these attention-refined feature representations
to enhance feature discrimination and minimize data loss.

Therefore, the GSA with dense learning enables the model
to capture fine-grained spatial inconsistencies and contex-
tual relationships that improve the multi-forgery detection
performance.

It divides feature representations into multiple channel
groups and learns a spatial attention map for each group rather
than relying on a single global attention map. This group-specific
attention enables the network to selectively focus on localized
forgery while preserving subtle manipulation artifacts across dif-
ferent spatial regions. Moreover, DNN effectively utilizes these
attention-refined feature representations to improve feature dis-
crimination and reduce information loss. Hence, the integration
of GSA with dense feature learning enables the proposed GSA-
DNN to simultaneously capture contextual relationships and
fine-grained spatial inconsistencies, which enhances the detection
of multiple forgery types under challenging imaging conditions.

Spatial attention plays a primary role in DNN with a focus
on the significant convolutional feature spatial regions. Generally,
these approaches involve multiplying the input feature dimension
H × W × C via the matrix of spatial attention H × W. Mean-
while, the pathological patterns of various regions exhibit varying
shapes and sizes, and so a uniform matrix of single-channel spa-
tial attention is not suitable for all channels. The GSA processes
each feature group separately, which makes the attention model
focus on unique features and refines the convolutional features
effectively. Figure 8 illustrates the proposed GSA model struc-
ture, where input features are split into groups, spatial attention
is computed for each group, and the outputs are aggregated for
enhanced representation.

Initially, an input feature of shape H ×W × C is normalized
to x̃ using an instance normalization layer to rescale single-
channel spatial components. Then, the normalized features x̃ are
split into G groups, each containing

C

G
channels. The ith feature

group is denoted as x̃1, and the entire set of groups is indicated as
x̃ = [x̃1, x̃2, . . . , x̃G]. The group-wise features are squeezed with
the channel dimension through the average pooling PA and maxi-
mum pooling PM layers. Traditional spatial attention mechanisms
generate a single attention map across all feature channels, consid-
ering that every channel contributes equally to forgery detection.
The forged regions have heterogeneous characteristics like texture
variations, boundary inconsistencies, illumination changes, and

Figure 8
Architecture of the GSA mechanism, where the input features are partitioned into groups, spatial attention is determined for each

group, and the outputs are aggregated for enhanced representation
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compression artifacts, which are distributed across different fea-
ture channel and spatial locations. Using only a single spatial
attention map minimizes discriminative features across different
spatial regions. To solve this issue, the GSA mechanism is used,
which splits the feature representation into diverse channel groups
and learns spatial attention for each group independently. A 7 × 7
convolutional layer (Convi) is applied to the same pooled fea-
tures, which generates the spatial attention matrix A (x̃1) for the
ith group using Equation (7).

A (x̃1) = Convi ([PA (x̃1) , PM (x̃1)]) (7)

Then, the G spatial attention matrices are concatenated along
the channel dimension. The attention matrix for every G group is
expressed using Equation (8).

A (x̃) = [A (x̃1) , A (x̃2) , . . . , A (x̃G)] (8)

As every spatial attention matrix is associated with
C

G
= 32

channels, the resultant A (x̃) attention size matrix H × W × C is
extended with a channel dimension, which creates the last spatial
attention map channel C. Finally, the output features are obtained
by multiplying the spatial attention map channel C with the input
feature x. The proposed GSA has the ability to learn group-
specific spatial attention rather than relying on a single global
attention representation. GSA enables various channel groups to
focus on various suspicious image regions. This grouped attention
strategy enhances feature discrimination, improves localization of
small tampered regions, and preserves fine-grained manipulation
traces that are overlooked through global attention mechanisms.
The proposed model is most effective for identifying subtle copy-
move and splicing forgeries under challenging imaging conditions.
GSA-DNN improves feature representation by focusing on the
most appropriate spatial regions, which assist in capturing fine-
grained dependencies and subtle artifacts that enhance model
performance.

Based on grid search, hyperparameter values are selected to
ensure better performance. The cross-entropy loss function is used
to reduce the difference between ground truth labels and predicted
probabilities. Training is performed for 50 epochs with a batch
size of 64 to achieve stable convergence by maintaining compu-
tational efficiency. The Adam optimizer is used with a learning
rate of 0.0001 to offer adaptive parameter updates during train-
ing. The Softmax activation function is used in the output layer
to convert the network output into normalized class probabili-
ties, which enable accurate classification. Algorithm 1 shows a
pseudo-code for the overall process.

Algorithm 1:

1. Input: CASIA V2, CoMoFoD, MISD, CG-1050 datasets
2. Data preprocessing:

Start Loop
For each image I in the dataset:
Convert I to ELA format
Resize I to 256 ×256 pixels

Normalize pixel values of I to [0, 1] range
End Loop

3. Feature Extraction:
Start Loop

For each preprocessed image:
Apply preprocessed image to the Inception V3 model

Extract deep features F from an intermediate layer
End Loop

4. Classification:
Start Loop
For each feature vector F:
Employ GSA mechanism

Divide feature vector into groups
Start Inner Loop
For each group:

Compute spatial attention scores
Multiply attention scores with feature vector

End Inner Loop
Pass the attention-enhanced feature vector into DNN
Input layer: Flatten feature vector
Hidden layer: Fully Connected (FC) layer with Rectified

Linear Unit activation function
Output layer: SoftMax activation for classification
End Loop

5. Train DNN using labelled data and binary-cross-entropy loss
function
6. Output: Predicted labels indicating whether each image is forged
or not

4. Experimental Results

The GSA-DNN is simulated on Python 3.10.12 with Ana-
conda Navigator 3.5.2.0 (64-bit). The experiments are evaluated
on an Intel Core i5 processor, 8GB random-access memory, and
TensorFlow, Keras, Transformers, and scikit-learn libraries. To
validate model performance, the GSA-DNN method is evalu-
ated on the CASIA V2, MISD, and CoMoFoD datasets. Also,
the CG-1050 dataset is employed to analyze generalization abil-
ity on unseen data. Accuracy, F1-score, precision, and recall are
used to measure the proposed method’s performance, which are
formulated in Equations (9)–(12). To ensure fair comparison,
the baseline methods are reimplemented using identical settings
like an 80:20 data split, preprocessing method, feature extrac-
tion, hyperparameters, and hardware/software environment. In
Section 4.3, existing method values are directly adopted from
respective papers.

The GSA-DNN method is evaluated based on primary and
secondary validation. Primary validation is performed using a
stratified 80:20 train–test split where 80% of the data is utilized
for training and 20% is used for testing. The stratified 80:20 split
is performed using a fixed random seed (42) to ensure repro-
ducibility and consistency across experiments. From the training
set, a subset is employed for validation during training to analyze
the model’s performance. The secondary validation is performed
using 5-fold cross-validation on different test folds.

Accuracy = TP + TN
TP + TN + FP + FN

(9)

Precision = TP
TP + FP

(10)

Recall = TP
TP + FN

(11)

F1 − Score = 2TP
2TP + FP + FN

(12)

whereTPdepicts truepositive,FNdemonstrates falsenegative,
TN represents true positive, and FP indicates false positive.
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4.1. Performance evaluation

Table 2 denotes a primary evaluation of different feature
extraction methods for multi-forgery detection. The baseline tech-
niques like VGG-16 [46], DenseNet 201 [47], and Xception
[48] are compared with Inception V3 [44]. Although VGG-
16, DenseNet201, and Xception references present improved
methodologies, only the baseline methods are considered and
implemented for comparison. When compared to these tech-
niques, the Inception V3 obtains a high accuracy of 99.58%,
94.59%, 97.77%, and 97.45% using the CASIA V2, MISD,
CoMoFoD, and CG-1050 datasets. Because the proposed Incep-
tion V3 employs multiple convolutional filter sizes within the
same module, which allows it to capture features at various scales
effectively.

CASIA V2 contains both copy-move and splicing forgeries,
involving a combination of duplicated and composited image

regions. CoMoFoD includes only copy-move forgeries, featur-
ing duplicated parts within the same image. MISD has splicing
forgeries, where elements from diverse images are combined to
generate a tampered image. CG-1050 is a challenging dataset
that has different forgery types like cut-paste, copy-move, col-
orizing, and retouching. The cut-paste operation introduces clear
boundary inconsistencies to identify spatial artifacts. Copy-move
forgeries assist to analyze the model’s sensitivity to duplicated
patterns within the same image. Colorizing involves subtle alter-
ations to evaluate unnatural color transitions, whereas retouching
involves fine-grained alterations to detect minimal edits that
ensure high robustness. Overall, using these four operations rep-
resents the model’s ability to solve forgery challenges. To analyze
generalization, the CG-1050 dataset is utilized in this research.

The primary analysis of diverse classification methods is
shown in Table 3. The baseline techniques like Artificial Neu-
ral Network (ANN) [49], ResNet-101 [50], and CNN [37] are

Table 2
Primary analysis of different feature extraction methods for multi-forgery detection on diverse datasets

Methods Datasets Accuracy (%) Precision (%) Recall (%) F1-score (%)

VGG-16 [46] CASIA V2 86.37 84.15 87.89 85.99

MISD 80.56 78.12 81.98 79.95
CoMoFoD 82.91 81.43 83.76 82.59
CG-1050 88.34 89.12 88.76 88.94

DenseNet 201 [47] CASIA V2 84.29 82.67 85.54 83.96

MISD 79.22 77.54 80.35 78.42
CoMoFoD 81.67 80.12 82.45 81.29
CG-1050 90.67 91.21 90.13 90.67

Xception [48] CASIA V2 81.67 80.12 82.45 81.29

MISD 77.89 75.54 78.92 76.94
CoMoFoD 80.12 78.34 81.19 79.76
CG-1050 91.78 92.04 91.23 91.63

InceptionV3 [44] CASIA V2 99.58 99.70 99.43 99.56

MISD 94.59 95.08 92.43 93.60
CoMoFoD 97.77 98.17 98.23 98.20
CG-1050 97.45 97.47 97.45 97.45

Table 3
Primary analysis of different classification methods for multi-forgery detection on benchmark datasets

Methods Datasets Accuracy (%) Precision (%) Recall (%) F1-score (%)

ANN [49] CASIA V2 84.32 82.47 85.11 83.78

MISD 78.56 76.22 79.91 77.82
CoMoFoD 80.89 79.34 81.43 80.36
CG-1050 88.34 89.12 88.76 88.94

ResNet-101 [50] CASIA V2 87.21 85.12 88.44 86.77

MISD 81.04 79.65 82.83 80.73
CoMoFoD 83.79 82.34 84.47 83.39
CG-1050 90.67 91.21 90.13 90.67

CNN [37] CASIA V2 85.67 83.90 86.78 85.31

MISD 79.91 77.54 80.67 78.96
CoMoFoD 82.12 80.87 83.58 82.21
CG-1050 91.78 92.04 91.23 91.63

GSA-DNN CASIA V2 99.58 99.70 99.43 99.56
MISD 94.59 95.08 92.43 93.60
CoMoFoD 97.77 98.17 98.23 98.20
CG-1050 97.45 97.47 97.45 97.45
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compared with GSA-DNN. Although ResNet-101 and CNN
references present improved methodologies, only the baseline
methods are considered and implemented for comparison.
GSA-DNN obtains an accuracy of 99.58%, 94.59%, 97.77%,
and 97.45% on different datasets as it learns complex and
high-level feature representation. Also, the deeper architecture
enables efficient differentiation between authentic and manip-
ulated regions, which improves the model’s performance when
compared to other methods.

The primary analysis of different attention mechanisms is
presented in Table 4. Compared to baseline methods, the pro-
posed GSA-DNN obtains a high accuracy of 99.58%, 94.59%,
97.77%, and 97.45% on different datasets as its feature representa-
tions are partitioned into groups, which assist in learning different
features in each group. By employing an attention mechanism

across diverse spatial and feature groups, GSA-DNN captures
local and global inconsistencies. Later, DNN refines the extracted
features to learn discriminative representations, which improve
forgery detection performance.

Table 5 presents a primary evaluation of different compu-
tational complexities. Training time represents the total duration
required for training the model, whereas inference time denotes
the time taken to analyze a single image after the model is trained.
The GSA-DNN reduces computational complexity through fea-
ture reuse via dense connectivity. Moreover, GSA-DNN is used
to minimize unwanted computation by focusing on relevant spa-
tial regions compared to existing methods. Unlike deeper methods
like GSA-ResNet and GSA-CNN, the GSA-DNN avoids exces-
sive parameterization that makes rapid processing possible. Also,
its architecture balances between computational efficiency and

Table 4
Primary analysis of different attention mechanisms for multi-forgery detection on standard datasets

Methods Datasets Accuracy (%) Precision (%) Recall (%) F1-score (%)

Global Attention-DNN CASIA V2 91.84 90.57 89.92 90.24
MISD 85.42 84.77 86.33 85.54
CoMoFoD 94.27 92.89 93.12 93.00
CG-1050 90.67 89.58 90.01 89.79

Multi-Head Attention-DNN CASIA V2 93.65 92.30 91.88 92.09
MISD 89.23 88.45 87.61 88.02
CoMoFoD 92.89 91.33 92.12 91.72
CG-1050 92.81 91.75 92.08 91.91

Local Attention-DNN CASIA V2 89.74 88.56 88.04 88.30
MISD 83.41 84.19 82.65 83.41
CoMoFoD 91.45 90.63 89.77 90.20
CG-1050 88.45 87.90 88.11 88.00

GSA-DNN CASIA V2 99.58 99.70 99.43 99.56
MISD 94.59 95.08 92.43 93.60
CoMoFoD 97.77 98.17 98.23 98.20
CG-1050 97.45 97.47 97.45 97.45

Table 5
Primary analysis of computational complexity with baseline and proposed GSA-DNN method

Methods
Total images for

training and testing Datasets
Memory

usage (MB)
Training time
per epoch (s)

Inference
time (s)

GSA-ANN 17738 CASIA V2 12.34 0.112 2.4831
1653 MISD 9.85 0.034 0.8912
10400 CoMoFoD 10.76 0.068 1.2054
2530 CG-1050 11.24 0.091 2.0153

GSA-ResNet 17738 CASIA V2 15.91 0.145 2.7654
1653 MISD 12.43 0.058 1.1029
10400 CoMoFoD 13.77 0.081 1.3973
2530 CG-1050 14.62 0.099 2.1426

GSA-CNN 17738 CASIA V2 10.52 0.096 2.0123
1653 MISD 7.78 0.039 0.7591
10400 CoMoFoD 9.12 0.063 1.0085
2530 CG-1050 9.89 0.084 1.9674

GSA-DNN 17738 CASIA V2 7.98 0.080 1.7264
1653 MISD 4.92 0.021 0.4998
10400 CoMoFoD 6.11 0.056 0.8096
2530 CG-1050 6.98 0.074 1.8506

Pdf_Fol io:9 09



Artificial Intelligence and Applications Vol. 00 Iss. 00 2026

accuracy, leading to better performance in multi-forgery detec-
tion. The eight dense layers are used for extracting and refining
intricate features to detect image forgeries. Fewer dense layers
such as 4–7 affect the model’s ability to capture deeper patterns,
while higher dense layers such as 12, result in overfitting and high
complexity. Therefore, eight dense layers are used, which provides
sufficient structural depth without increasing the complexity.

4.1.1. Epoch vs accuracy
The primary analysis of accuracy vs epoch for GSA-DNN

is shown in Figure 9 on benchmark datasets. The training and
validation accuracy increase rapidly near 0.0096 on the CASIA

V2 dataset, representing efficient model learning. In the CoMo-
FoD and MISD datasets, accuracy increases rapidly to 0.9, which
shows effective learning across epochs. Also, validation accu-
racy performs better than training accuracy in the CG-1050
dataset that enhances the model’s generalization capability on
unseen data. As a result, GSA-DNN achieves enhanced detection
performance and better generalization on different datasets.

4.1.2. Epoch vs loss
Figure 10 demonstrates the primary evaluation of loss vs

epochs for the GSA-DNN method using different datasets. For
CASIA V2, the figure shows smooth convergence with minimal

Figure 9
Primary analysis of accuracy variations with respect to epochs for GSA-DNN on different datasets for multi-forgery detection

Figure 10
Primary analysis of loss variations with respect to epochs during training for GSA-DNN on benchmark datasets
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gap between training and validation loss, which indicates bet-
ter performance. With respect to validation loss, the CoMoFoD
dataset exhibits certain fluctuations, whereas the MISD dataset
begins with a higher initial loss, but validation and training losses
stabilize effectively, indicating efficient model learning.

In CG-1050, the loss curve represents a consistent decrease
in both validation and training loss as the number of epoch
increases, which shows effective learning. Moreover, validation
loss dropped lower than training loss, representing that the model
performs efficiently on unseen data and avoids overfitting.

4.1.3. ROC curve
Figure 11 illustrates the primary evaluation of the receiver

operating characteristic (ROC) curve for the proposed GSA-
DNN. The ROC curve indicates the trade-off between true
positive rate (TPR) and false positive rate (FPR). The CASIA
V2 dataset achieves an area under the curve (AUC) of 1.00, rep-
resenting better classification performance, whereas CoMoFoD
obtains an AUC of 0.99, and the MISD dataset achieves 0.98. The
ROC curve for CG-1050 shows a high TPR with an AUC of 0.97,
representing better discrimination between forged and authen-
tic images. These AUC values indicate that GSA-DNN performs
effectively on different datasets.

4.1.4. Confusion matrix
Figure 12 represents a primary evaluation of the confu-

sion matrix on different datasets for GSA-DNN. On CASIA
V2, GSA-DNN correctly classified 1509 instances in class 1 and
383 instances in class 0, with 9 misclassifications (4 FP and 5
FN). For the MISD dataset, the classifier correctly predicted
50 instances of class 0 and 122 instances of class 1, with 13
misclassifications (9 FP and 4 FN). In the CoMoFoD dataset,
the classifier obtained 1008 TN and 1026 TP with 46 errors
(27 FP and 19 FN). The CG-1050 dataset indicates that GSA-
DNN correctly classified 303 real and 309 fake images, with 5

FN and 11 FP, respectively. A low number of misclassifications
reflects the model’s precision and robustness, whereas a slight
imbalance between FP and FN indicates fewer FN, which is
critical in forgery detection. As a result, the proposed method
obtains better performance with minor misclassifications. The FP
occurred in images with intricate textures and repetitive struc-
tures that resembled manipulated regions, whereas FN occurred
in images containing small tampered regions. These observa-
tions indicate that the proposed model remains sensitive to highly
challenging forgery scenarios and provide directions for future
improvement.

The confusion matrix reported in this research is calculated
using the test set, which is separated from the training set. This
ensures that the evaluation represents the model’s generalization
ability rather than memorization of the training samples. To solve
the overfitting risk, especially to dataset-specific compression arti-
facts introduced by JPEG compression, the dataset is divided at
the image level to avoid overlap of manipulation patterns between
training and test sets. Moreover, the model is trained on samples
with a range of compression levels and post-processing variations,
which minimizes its reliance on fixed compression. The consistent
performance achieved across multiple evaluation metrics shows
that the model learns complex forgery-related features rather than
superficial compression artifacts.

Based on the primary evaluation, robustness analysis is
conducted for GSA-DNN against post-processing methods on
different datasets in Table 6. Figure 13 depicts the robustness anal-
ysis of GSA-DNN against post-processing methods: (a) original
images, (b) authentic and tampered images with Gaussian noise
with 𝜎 = 20, (c) Gaussian blur with a kernel size of 20, and
(d) JPEG compression with a quality level of 50, applied on the
MISD dataset. In this analysis, Gaussian noise with 𝜎 = 20 was
applied, as it introduced moderate graininess while keeping the
image clearly recognizable. Lower levels, such as 𝜎 = 5, produced
nearly invisible noise, while 𝜎 = 10 generated subtle noise that was

Figure 11
Primary evaluation of the ROC curve representing the trade-off between TPR and FPR for the GSA-DNN method
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Figure 12
Primary evaluation of confusion matrix representing the classification performance across testing instances for CASIA V2 (1901),

CoMoFoD (2080), MISD (185), and CG-1050 (628) datasets

Table 6
Primary evaluation of robustness analysis against post-processing techniques on different datasets

Methods Datasets Accuracy (%) Precision (%) Recall (%) F1-score (%)

GSA-DNN with Gaussian noise CASIA V2 97.90 97.62 95.15 96.75
MISD 93.81 92.25 90.30 91.17
CoMoFoD 96.43 94.45 94.43 94.43

GSA-DNN with image blurring CASIA V2 98.42 99.57 98.18 99.35

MISD 92.85 93.18 91.72 92.51
CoMoFoD 96.76 97.14 97.00 97.10

GSA-DNN with JPEG compression CASIA V2 99.14 99.36 99.12 99.27

MISD 93.75 94.00 92.90 93.35
CoMoFoD 97.43 97.55 97.35 97.44

Proposed GSA-DNN CASIA V2 99.58 99.70 99.43 99.56

MISD 94.59 95.08 92.43 93.60
CoMoFoD 97.77 98.17 98.23 98.20

barely noticeable, whereas higher noise levels like 𝜎 = 40 caused
severe distortions that significantly impaired image recognizabil-
ity. The JPEG quality was set to 50, which introduced moderate
artifacts by conserving the overall structure with a compression
ratio of nearly 33.7%. This provided appropriate degradation of
the image for robustness analysis.

Higher quality levels produce minimal compression arti-
facts, whereas lower quality levels have degradation. Despite the
presence of Gaussian noise, JPEG compression, and Gaussian
blur, GSA-DNN achieves better performance in distinguish-
ing between authentic and tampered images. Even in distorted
conditions, the dense connectivity structure performs efficient

feature reuse and improves the propagation of information
across layers, contributing to better performance in multi-forgery
detection.

Table 7 demonstrates the evaluation of different DL meth-
ods that are trained on the CASIA V2 dataset and tested on the
MISD dataset. The cross-dataset validation is performed to ana-
lyze the generalization ability on unseen data. Although CASIA
V2 involves compression artifacts, this research focused on dis-
tinguishing genuine areas from dataset-specific artifacts by doing
cross-dataset validation. CASIA V2 is chosen for training as it
contains a large number of images, whereas MISD is selected
for testing as it contains fewer images, which shows effectiveness
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Figure 13
Robustness analysis based on primary analysis of GSA-DNN against post-processing methods: (a) original images, (b) authentic and
tampered images with Gaussian noise with 𝜎 = 20, (c) Gaussian blur with kernel size of 20, and (d) JPEG compression with quality

level 50 on the MIST dataset

Table 7
Performance analysis of different DL methods trained on CASIA V2 and tested on the MISD dataset

Methods Accuracy (%) Precision (%) Recall (%) F1-score (%)

GSA-ANN 74.25 73.80 72.10 72.94
GSA-ResNet 76.10 75.55 74.00 74.77
GSA-CNN 75.3 74.65 73.20 73.92
GSA-DNN 90.81 90.25 88.30 89.17
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across varied data distributions. The outcomes show that the
proposed GSA-DNN obtains better performance as it captures
intricate and subtle forgeries compared to baseline methods
like GSA-ANN, GSA-ResNet, and GSA-CNN. These findings
confirmed that the proposed GSA-DNN generalized well from
training data and proved to be highly suitable for image forgery
detection tasks.

Table 8 shows the primary evaluation of statistical analysis
for the proposed method using five independent runs with a fixed
random seed (42). The 95% confidence interval (CI) quantifies
the uncertainty related to the mean performance, with narrower
intervals indicating greater precision as well as stability. Stan-
dard deviation measures the variability of metrics across five
runs, which shows the consistency of the proposed GSA-DNN
method. Together, these statistics represent the reliability of the
proposed method in multi-forgery detection.

Table 8
Statistical analysis based on primary evaluation for GSA-DNN

across all four datasets

Dataset
Accuracy
mean (%)

Standard
deviation 95% CI

CASIA V2 99.58 ±0.21 [99.37, 99.79]

MISD 94.59 ±0.48 [94.11, 95.07]

CoMoFoD 97.77 ±0.33 [97.44, 98.10]

CG-1050 97.45 ±0.41 [97.04, 97.86]

Figure 14 depicts visual examples of baseline methods and
the proposed GSA-DNN using different datasets to identify sub-
tle manipulations: (a) CASIA V2 sample—Copy-move + Hide
Add manipulation, (b) CASIA V2 sample—Animal + Nature,
(c) MISD sample—Nature + Architecture + Animal, (d) MISD
sample—Copy-move + Hide Add manipulation, (e) CoMoFoD
sample 1, and (f) CoMoFoD sample 2. Traditional methods
such as ANN, CNN, and DNN face challenges in accurately
detecting forgeries because of limited capability in capturing
localized tampering artifacts. For example, in MISD sample
2, the ground truth mask (white region represents manipulated
areas) and ELA output (manipulation region) show the dif-
ference between the manipulated region and detection result.
Traditional methods determine overly broad tampered regions,
which leads to inaccurate localization of fine-grained manipu-
lation. ANN faces challenges in learning intricate hierarchical
features, which leads to suboptimal performance. Due to a uni-
form convolution process across the entire image, CNN fails to
identify subtle manipulations when the artifacts are very mini-
mal. DNN does not focus on discriminative regions, leading to
suboptimal performance and high FP rates on different datasets.
In subtle manipulations, the proposed GSA-DNN effectively
detects forgeries as it employs ELA, which suppresses the noise
and enhances only the tampering inconsistencies and compres-
sion artifacts. GSA focuses on very relevant regions by grouping
the spatial features of tampered areas, whereas DNN preserves
fine-grained dependencies, facilitating accurate localization of
tampered regions on different datasets.

4.2. Ablation study

Table 9 shows a primary analysis of the ablation study to
evaluate the individual components of GSA-DNN. Compared to
other variants, the combination of ELA + Inception V3 + GSA +

DNN achieved high accuracies of 99.58%, 94.59%, 97.77%, and
97.45% on different datasets due to the complementary strengths
of each component. ELA effectively highlighted subtle tampering
artifacts in images, thereby improving feature visibility. Since the
CASIA V2 dataset lacks uniformity in image quality, it introduced
bias into the analysis.

To mitigate this, a subset of images with minimal com-
pression was selected during the preprocessing stage using ELA,
addressing concerns related to compression fingerprints. Incep-
tion V3 is used to extract multiscale features by capturing local
and global patterns. GSA refined these extracted features by
focusing on relevant spatial region that improves model perfor-
mance. The GSA-DNN incorporates GSA-guided features into
DNN, which allows it to leverage enriched feature representa-
tion for classification and obtain better performance on different
datasets.

Table 10 shows secondary analysis of 5-fold cross-validation
on different test folds for detecting multi-forgeries. In this analy-
sis, each dataset is partitioned into five equal folds. During each
iteration, one fold is employed as the test set, whereas the remain-
ing four folds are used for training. This process is repeated five
times so that each fold acts as the test set once. The GSA-DNN
performance is analyzed for each fold, and the mean values across
five folds are computed to evaluate the generalization on unseen
data.

4.3. Comparative analysis

Tables 11, 12, and 13 illustrate a comparative analysis of
existing methods on the CASIA V2, CoMoFoD, and MISD
datasets. Compared to existing methods, GSA-DNN achieves
high accuracy as the employed GSA mechanism enables the
model to concentrate on localized forgery patterns while minimiz-
ing irrelevant background information. Moreover, DNN employs
attention-refined features to enhance feature discrimination and
preserve subtle manipulation patterns. Hence, the proposed GSA-
DNN method detects multi-forgery types more accurately than
existing methods.

4.4. Discussion

The advantages of the GSA-DNN method and the limita-
tions of existing approaches are briefly discussed in this section.
Existing methods such as the Siamese network [23] struggled
to localize fine-grained manipulations due to the architecture’s
emphasis on feature similarity. Mask RCNN [24] showed limita-
tions in accurately detecting small or subtle multi-forged regions.
ResNet50v2 [25] exhibited performance degradation due to
processing on low-quality images, which limits model effectiveness
in forgery detection. The proposed GSA-DNN solves these issues
by deploying GSA to concentrate on relevant spatial regions
in an image. GSA-DNN captures fine-grained pixel-level infor-
mation, which facilitates learning of subtle manipulations like
texture variations, boundary inconsistencies, and compression
artifacts that improve multi-forgery detection performance. More-
over, GSA-DNN identifies multi-forged regions by refining spatial
attention and maintaining better performance even on low-quality
images.

Although CASIA V2 has known compression artifacts, this
research focuses on differentiating genuine forgery detection from
dataset-specific artifacts through cross-dataset validation and
statistical analysis. A p-test is evaluated to determine whether
the observed difference in accuracy is statistically significant,
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Figure 14
Visual instance of traditional methods and GSA-DNN based on primary analysis on different datasets to identify subtle manipulations:

(a) CASIA V2 sample 1: Copy-move + Hide Add manipulation, (b) CASIA V2 sample 2: Animal + Nature, (c) MISD sample 1:
Nature + Architecture + Animal, (d) MISD sample 2: Copy-move + Hide Add manipulation, (e) CoMoFoD sample 1, and

(f) CoMoFoD sample 2

which shows the reliability of GSA-DNN. Compared to other
methods, the statistical analysis shows that DNN achieves better
performance as indicated by the lowest p-test values for different
datasets. For example, DNN obtains the lowest p-test value with
ELA of 0.020 for CASIA V2, 0.028 for MISD, 0.023 for CoMo-
FoD, and 0.024 for CG-1050 datasets. Without ELA, p-test value
was enhanced to 0.022, 0.030, 0.025, and 0.026 for the respective

datasets. Similar improvements are observed for ANN, ResNet,
and CNN, where the inclusion of p-values improves detection per-
formance. Moreover, the ablation study shows that each variant in
the proposed GSA-DNN contributes to the final performance. As
a result, experimental outcomes show that GSA-DNN achieves
better performance compared to existing methods on different
datasets.
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Table 9
Primary analysis of the ablation study to evaluate the individual variant of the proposed GSA-DNN on different datasets

Methods Datasets Accuracy (%) Precision (%) Recall (%) F1-score (%)

ELA + Inception V3 + DNN CASIA V2 98.31 98.54 97.89 98.21

MISD 91.76 92.23 89.87 91.03
CoMoFoD 95.83 96.2 96.12 96.16
CG-1050 95.28 95.33 95.3 95.31

ELA + GSA + DNN CASIA V2 97.62 97.85 96.98 97.41
MISD 90.2 91.02 87.55 89.25
CoMoFoD 94.35 94.9 94.75 94.82
CG-1050 94.12 94.25 94.1 94.17

ELA + DNN CASIA V2 96.8 96.91 95.87 96.39
MISD 88.65 89.12 86.21 87.64
CoMoFoD 92.98 93.43 93.3 93.36
CG-1050 93.05 93.12 93 93.06

Inception V3 + GSA + DNN CASIA V2 98.95 99.1 98.43 98.76

MISD 92.84 93.22 90.76 91.97
CoMoFoD 96.42 96.87 96.92 96.89
CG-1050 96.07 96.15 96.1 96.12

Proposed method (ELA + Inception
V3 + GSA + DNN)

CASIA V2 99.58 99.70 99.43 99.56

MISD 94.59 95.08 92.43 93.60
CoMoFoD 97.77 98.17 98.23 98.20
CG-1050 97.45 97.47 97.45 97.45

Table 10
Secondary analysis of 5-fold cross-validation on different test folds for detecting multi-forgeries

Datasets Folds (k = 5) Accuracy (%) Precision (%) Recall (%) F1-score (%)

CASIA V2 1 99.23 99.37 98.91 99.14
2 99.67 99.73 99.43 99.58
3 99.49 99.62 99.21 99.41
4 99.74 99.82 99.53 99.67
5 99.38 99.51 99.12 99.31

Mean 99.50 ± 0.208 99.61 ± 0.177 99.24 ± 0.247 99.42 ± 0.211

MISD 1 93.73 94.11 91.83 92.96
2 94.27 94.63 92.51 93.55
3 94.89 95.22 93.31 94.26
4 95.13 95.41 93.62 94.51
5 94.04 94.32 92.23 93.25

Mean 94.41 ± 0.451 94.73 ± 0.445 92.70 ± 0.575 93.70 ± 0.518

CoMoFoD 1 97.13 97.53 97.41 97.47
2 97.87 98.12 98.03 98.07
3 98.03 98.32 98.11 98.21
4 97.62 97.92 98.01 97.96
5 97.29 97.63 97.72 97.67

Mean 97.58 ± 0.378 97.90 ± 0.329 97.85 ± 0.289 97.87 ± 0.301

CG-1050 1 96.91 97.02 96.83 96.92
2 97.32 97.43 97.21 97.31
3 97.77 97.82 97.63 97.72
4 97.43 97.52 97.31 97.41
5 97.06 97.11 96.92 97.02

Mean 97.29 ± 0.259 97.38 ± 0.256 97.18 ± 0.256 97.27 ± 0.253
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Table 11
Comparative evaluation of GSA-DNN and existing methods on the CASIA V2 dataset for multi-forgery detection

Methods Accuracy (%) Precision (%) Recall (%) F1-score (%)

Siamese neural network [23] 98.6 97.5 95 96

RCNN [24] N/A 83.41 86.02 84.69

ResNet50v2 [25] 99.3 N/A N/A N/A

ViT + SVM [39] 98.92 N/A N/A N/A

Attention-guided DL method [41] N/A 95 92 93

Proposed GSA-DNN 99.58 99.70 99.43 99.56

Table 12
Comparative evaluation of GSA-DNN and existing methods on the CoMoFoD dataset for multi-forgery detection

Methods Accuracy (%) Precision (%) Recall (%) F1-score (%)

ResNet50v2 [25] N/A 98.12 95.85 96.97

GCN [26] 78 N/A N/A 78

LTrP [27] N/A 96.33 91.81 93.46

CNN [28] 93.82 97.94 95.20 96.55

Attention-guided DL method [41] N/A 95 93 94

Proposed GSA-DNN 97.77 98.17 98.23 98.20

Table 13
Comparative evaluation of GSA-DNN and existing methods on

the MISD dataset for multi-forgery detection

Methods
Precision

(%)
Recall
(%)

F1-score
(%)

Mask Region CNN [29] 73 62 67

Proposed GSA-DNN 95.08 92.43 93.60

5. Conclusion

The GSA-DNN is proposed to detect multi-forgeries using
different datasets. GSA-DNN focuses on the most informative
spatial regions, which enhance discriminative feature repre-
sentation and detection performance. Inception V3 is used
to capture intricate and fine-grained dependencies through
multiscale convolution filters. ELA method helps to identify
inconsistencies, and resizing standardizes the image dimension.
Furthermore, min–max normalization scales the pixel intensities
to a fixed range, which minimizes variations in feature mag-
nitudes, enhances model convergence, and stabilizes gradient
updates during training. Therefore, the GSA-DNN achieves a
high accuracy of 99.58%, 97.77%, and 94.59% on the CASIA V2,
CoMoFoD, and MISD datasets compared to existing methods
such as Siamese neural network, ResNet50v2, and Mask RCNN.
Also, GSA-DNN obtains high accuracy of 97.45% on the CG-
1050 dataset for generalization analysis on unseen data compared
to baseline methods. In future work, different DL methods and
diverse datasets will be used to detect forgery, further enhancing
the model’s generalization capability and performance.
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