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Abstract: Internet of Things (IoT) is to connect billions of devices andmachines via Internet and to have a smart system. Sensors and devices in IoT
environment are connected and communicated together. Connecting such a huge number of devices requires high level of security and privacy. A
crucial characteristic of ubiquitous IoT devices is their limited resources. In recent times, a scheme for privacy-preservingmachine authenticated key
agreement scheme (PPMAKA) has been introduced for the IoT environment. It was argued that PPMAKAprovides security and privacy at the same
time including forward secrecy. Nevertheless, this paper will demonstrate that PPMAKA lacks forward secrecy, a crucial security, and privacy
feature in the IoT environment. We use Cannetti and Krawzyck threat model for the detailed analysis of PPMAKA. Furthermore, we provide
remarks for the future research as it is recommendable to design any security and privacy schemes over IoT environments with lightweight
operation and communication property, authenticated key agreement with forward secrecy, anonymity, and unlinkability.
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1. Introduction

The substantial expansion of the Internet of Things (IoT) enables
smart devices to communicate and engage with individuals, devices,
and the surrounding environment, facilitating a wide range of tasks
[1–3]. IoT has gained huge popularity with potential applications
ranging from basic household electronics to large-scale industrial
facilities [2]. Ensuring the privacy and security of users, resources,
devices, and data is imperative in the collection and transmission of
information [2, 4–7]. By focusing on IoT devices, attackers can
harvest sensitive personal information from various devices or extract
confidential details from device encryption and decryption keys. Since
IoT devices have limited resources, traditional security measures
cannot be applied in IoT-based networks [7]. Furthermore, the
functionalities of IoT devices pose new challenges to security design,
encompassing heightened privacy apprehensions, scalability issues, a
preference for services over security, cost-effective architectural
considerations, device heterogeneity, resource constraints, and
stringent trust management [6, 8–11].

Since the initial authentication scheme in IoTwas introduced by
Wong et al. [12], there are various efforts to design authentication
scheme for wireless sensor networks [13–21]. Das [16] discovered
security vulnerabilities in Wong et al.’s [12] scheme, including
susceptibility to logged-in users attacks, stolen verifier attacks,
and other weaknesses. Subsequently, Das [16] introduced an
authentication protocol employing smart card technology [15].

Das’s [16] scheme has been identified as susceptible to offline
password guessing attacks, insider attacks, and impersonation
attacks, as uncovered by certain researchers [17–21]. Fan et al.
[18] introduced an enhanced scheme designed to address the
identified weaknesses in Das’s [16] approach, employing one-way
hash functions. Wang and Wang [21] discovered that the scheme
proposed by Fan et al. [18] lacks the provision of user anonymity
[21]. Amin et al. [13] devised an enhanced scheme by introducing
a biometric factor, revealing certain security weaknesses in Chang
and Le’s scheme [14]. Li et al. [19] highlighted that the scheme
proposed by Jiang et al. [22] is incapable of detecting
unauthorized logins and is not suitable for IoT environments.
Subsequently, Li et al. [19] introduced an enhanced scheme
featuring a biometric factor and asserted that their approach is
resilient against a range of attacks. Nonetheless, Kapito et al. [23]
reveled vulnerabilities in Li et al.’s [19] scheme, including
susceptibility to sensor node masquerading attacks, known
session-specific temporary information attack and the absence of
forward secrecy [23]. Kapito et al. [23] proposed a privacy-
preserving machine authenticated key agreement scheme
(PPMAKA) for IoT environments. They provided Burrows–
Abadi–Needham (BAN) logic validation with security and privacy
analysis and insisted that their scheme provides IoT device
privacy, is secure against IoT device impersonation attack, resists
session-specific temporary information attack, and resists replay
attack and various other attacks.

However, this paper shows an important security flaw that
PPMAKA fails to provide forward secrecy. Privacy issue based
on the forward secrecy is an important feature in IoT environment
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especially. Cannetti and Krawzyck (CK) threat model is used for the
detailed analysis of PPMAKA. Finally, we will provide security and
privacy goals in IoT environment for the future cryptographic
algorithm design.

The remaining parts of this paper are as follows. Section 3
provides literature review. Section 3 reviews PPMAKA. Section 4
describes the security considerations on PPMAKA. Finally,
Section 5 concludes the paper.

2. Literature Review

FollowingWong et al.’s [12] introduction of user authentication in
IoT, numerous subsequent studies have explored authentication
schemes within the realm of IoT [12–21]. Das [16] proposed an
authentication scheme for wireless sensor networks based on smart
care, which is two-factor authentication after providing cryptanalysis
on Wong et al. [12]’s scheme. Some researchers were shown the
vulnerability and proposed improvement of Das’s [12] scheme,
which are prone to sensor node capture, password guessing, gateway
bypassing, and denial of service attacks [10, 24]. Vaidya et al. [25]
introduced an enhanced scheme as a countermeasure to the one
proposed by Khan and Alghathbar [10]. This improved scheme
offers features such as authenticated key agreement and resilience
against various attacks.

Yeh et al. [26] suggested a two-factor authentication scheme
utilizing elliptic curve cryptography (ECC) in wireless sensor
networks. They asserted that their scheme offers enhanced security
features with greater efficiency in terms of computational overhead.
Shi and Gong [27] showed that Yeh et al. [26] failed to achieve
mutual authentication and support the key agreement and user
anonymity in their scheme. Shi and Gong [27] proposed an
improved ECC-based authentication scheme and claimed the
efficiency and more functionality than Yeh et al.’s [26] scheme.
However, Choi et al. [28] found the stolen smart card attack and
unknown key share attack in Shi and Gong’s [27] scheme. They also
proposed an enhanced scheme for wireless sensor networks using
temporal credentials [28]. Even if ECC is implementable over IoT
environment, it requires a heavy-weight operation.

In order to address the lightweight operation requirement over IoT,
Li et al. [20] introduced a three-factor anonymity authentication protocol
IoT environments. To adopt biometrics to the scheme, Li et al. [20] used
error correction codes with fuzzy commitment scheme. To be
independent from human involvement, Kapito et al. [23] proposed a
PPMAKA with machine authentication factor. PPMAKA has a
lightweight scheme and adjusted well to IoT environment. However,
it has lack of discipline on the key agreement aspect even if they
provided BAN logic validation with various security and privacy
analysis on PPMAKA.

Following the examination of authentication schemes in IoT
through a literature review, we found that forward secrecy is one
of the important features for the security and privacy, which does
not provide by many schemes. Thereby, we will examine
PPMAKA proposed by Kapito et al. [23] in detail to emphasize
the forward secrecy.

3. Review of Privacy-Preserving Authenticated
Key Agreement

Kapito et al. [23] proposed a privacy-preserving authenticated
key agreement scheme (PPAKA) based on machine fingerprinting
identification in IoT environments. Their scheme consists of three

entities, IoT device, central server (CS), and service server (SS).
CS is assumed to be a trusted entity and performs regular
communication between IoT device and SS. Before the execution
of PPAKA, CS performs system initialization as follows; CS
selects a group Zp where p is a very large number to be secure
enough, and a code set C ∈ {0, 1}n. After that, CS generates a
long-term and random private key KCS ∈Zn and specifies a set of
functions, including a hash functions h(.), two fuzzy commitment
functions f(.) and F(.), and two asymmetric key functions E(.) and
D(.), responsible for encryption and decryption operations, based
on the symmetric key cryptosystem. Finally, CS publishes {Zn,
h(.), f(.), F(.), E(.), D(.)} to the target IoT network. PPAKA
includes three phases, which are IoT device registration phase, SS
registration phase, and login and authenticated key agreement
phase. Table 1 shows the notations used in this paper.

3.1. Registration phase

PPAKA has two registration phases, IoT device registration and
SS registration. For the IoT device registration, an IoT device
performs the following steps:

Step 1. IoT device⇒CS: {DIDi, RBi} where DIDi is computed as
h(MACi∥ai), RBi is expressed as h(Bi∥ai) and Bi is represented as
f(MACi). MACi is IoT device’s unique radio frequency (RF) signal
and ai represents a randomly generated number.
Step 2.CS⇒IoT device:MCwith {α, δ,Ai,Ei,X,F(.), f(.), h(.)}. Here,α
is defined as h(ci), δ is expressed as ci⊕RBi,Ai is given by h(DIDi∥ci),Ei
is equals EIDi⊕h(ci), and EIDi is represented as EKCS(DIDi). ci is a
random code word ϵ C. CS keeps DIDi in its database.
Step 3. IoT device with MC computes Gi by computing ai⊕Bi and
stores Gi into MC.

To register SS, it chooses an identifier IDSS and transmits it to
CS. CS then calculates a confidential master key KCS-SS as the result
of h(IDSS∥KCS) for SS. Subsequently, CS securely communicates
{IDSS, KCS-SS} to SS.

Table 1
Notations

Notation Definition

IDCS, IDSS Identities of CS and SS
DIDi The dynamic identity of the ith IoT device
h(.) An one-way secure hash function
F(.) A fuzzy commitment scheme
f(.) A decoding function for the fuzzy commitment
KCS, KSS Keys generated by CS and SS
SK A session key
C ⊆ {0, 1}n A set of code words of length n
ri, rcs, rss Random numbers generated by IoT device, CS

and SS
∥ A concatenation operation
⊕ XOR operation
E(.) A symmetric key cryptography encryption function
D(.) A symmetric key cryptography decryption function
G A generator in ZP
⇒ A message transmission
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3.2. Login and authenticated key agreement phase

Login involves accessing the system to avail certain services.
The IoT device initiates a service request from SS and CS
authenticates the IoT device’s legitimacy before authorizing
access to SS. This phase works as follows:

Step 1. IoT device⇒CS: {EIDi
0,M1,M2,M3}. Following the input of

MACi by the IoT device, MC performs the calculations Bi
0 by

applying f(MACi), ai 0 as the result of Gi⊕Bi
0, RBi

0 as the outcome

of h(Bi
0∥ ai 0 0), and ci 0 as the XOR operation result of δ and RBi

0,
then validates h(ci 0) ?= α, where ?= signifies the equality check.
If they are identical, MC proceeds to calculate Ei

0 by applying
h(MACi∥ai 0) and Ai

0 as the result of h(DIDi
0∥ci 0), and verifies

whether Ai
0 ?= Ai. If they are equal, MC calculates EIDi

0 as the
computation result of Ei⊕h(ci 0), M1 as the outcome of XOR
operation of h(DIDi

0∥EIDi
0) and ri, M2 as XOR computation of

h(EIDi
0∥ri) and IDSS, and M3 by deriving the hash operation

h(DIDi
0∥ri∥IDSS).

Figure 1
Forward secrecy attack in PPAKA
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Step 2. CS⇒SS: {M4, M5, M6, M7}. CS calculates DIDi
0 0 as

DKCS(EIDi
0), ri 0 as the result of M1⊕h(DIDi

0 0∥EIDi
0), and IDSS

0 as
the outcome of M2⊕h(EIDi

0∥ri 0). CS then verifies the equality of
M3 with h(DIDi

0 0∥ri 0∥IDSS
0). CS proceeds to calculate KCS-SS

0 as
h(IDSS

0∥KCS) and performs additional computations only if they are
equal. In that case, CS determines M4 as XOR operation of DIDi

0 0

and KCS-SS
0, M5 as XOR computation of h(DIDi

0 0∥KCS-SS
0) and rcs,

M6 as XOR operation of ri 0 and rcs, and M7 as the result of hash
operation h(DIDi

0 0∥KCS-SS
0∥ri 0∥rcs).

Step 3. SS ⇒CS: {M8, M9}. SS calculates DIDi
0 0 0 as the result of

XOR operation of M4 and KCS-SS, rcs 0 as XOR result of M5 and
h(DIDi

0 0 0∥KCS-SS), and ri 0 0 as applying XOR operation of M6 and
rCS 0, then verifies the equality of M7 with h(DIDi

0 0 0∥KCS-

SS∥ri 0 0∥rCS 0). If they are equal, SS proceeds to compute M8 by
applying XOR operation of KCS-SS and rss, SKSS as applying hash
operation h(DIDi

0 0 0∥IDSS∥ri 0 0∥rCS 0∥rSS), and M9 as the result of
hash function h(KCS-SS∥SKSS∥rSS).
Step 4. CS⇒IoT device: {M10, M11, M12, M13}. CS calculates rss 0 as
the result of XORoperation ofM8 andKCS-SS

0 and SKCS as the result of
hash operation h(DIDi

0 0∥IDSS
0∥ri 0∥rCS∥rSS 0), then checks the equality

of M9 with h(KCS-SS
0∥SKCS∥rSS 0). If they are equal, CS proceeds to

compute M10 as the result of XOR operation of DIDi
0 0 and rCS,

M11 as XOR operation result of ri 0 and rSS 0, M12 as the result of
XOR computation of EKCS(DIDi

0 0⊕rCS) and ri 0, and M13 as the
hash function result of h(DIDi

0 0∥SKCS∥rCS∥rSS 0∥M12).
Step 5. The IoT device, in collaborationwithMC, determines rcs 0 0 as the
result of XOR calculation ofM10 and DIDi

0, rss 0 0 as XOR result ofM11

and ri, and SKi as the hash function result of
h(DIDi

0∥IDSS∥ri∥rCS 0 0∥rSS 0 0). It then verifies the equality of M13 with
h(DIDi

0∥SKi∥rCS 0 0∥rSS 0 0∥M12). Authentication is deemed successful
only if they are equal. The IoT device and SS subsequently share the
same session key SK, calculated as h(DIDi∥IDSS∥ri∥rCS∥rSS).

4. Lack of Forward Secrecy

This section provides the lack of forward secrecy in PPAKA as
shown in Figure 1. To show the flaw, we first review CK threat
model [29].

4.1. CK threat model

In an IoT environment, smart devices are connected to the
Internet, so they often transmit data through insecure
communication channels. Because of this environment feature,
when designing any security protocol, we need to consider how
to counter security attacks. The threat model involves
categorizing vulnerabilities and targets, followed by
establishing preventive measures to enhance the security of a
system. In this work, we adopt the CK threat model [29]. In
this framework, a threat refers to a possible malicious attack
initiated by an adversary, capable of causing harm to assets.
Under the CK-adversary model, we define the power of an
adversary A as follows:

1) A has complete control over the communication channel for IoT
between network entities, including inserting, deleting, modifying,
intercepting, and eavesdropping any messages over the IoT channel.

2) A might also have permission to compromise the CS to acquire
long-term keys for the purpose of establishing forward secrecy.

3) A has the capability to extract secret parameters stored in the MC
of the IoT device through side-channel attacks in the event of the
device being stolen or acquired by A.

4) A could be a valid but malicious IoT device.

5) A can execute various forms of replay attacks, impersonation
attacks, and attacks targeting known session-specific temporary
information.

In addition to this, we make the following assumptions:

1) We presuppose that the security and privacy scheme employed is
familiar to the attacker.

2) We posit that the cryptographic system should maintain security
even when everything about the system, except the session key, is
publicly known.

4.2. Lack of forward secrecy

Forward secrecy guarantees the security of established session
keys, even in the event of the disclosure of one participant’s long-
term key [30–32]. These security features are becoming
increasingly important as information systems become
increasingly complex and ensuring that systems remain
impervious to breaches and that long-term keys remain
confidential is an exceedingly challenging task. This holds
especially true for security-sensitive IoT applications,
particularly in light of prevalent zero-day attacks [30, 33].
Indeed, emerging security standards like WiFi-protected access
(WPA3) and transport layer security (TLS) 1.3 have incorporated
forward secrecy as a key feature within their key exchange
protocols [31, 34].

If A knows the long-term key KCS in PPAKA, A has the
capability to calculate all session keys between IoT device, SC
and SS as shown in Figure 2. The previously mentioned attack by
A is feasible because of a breach of the “forward secrecy principle”
in PPAKA. Following A’s attack, in addition to obtaining the pre-
viously agreed-upon session key, A with KCS can also compute
the IoT device identity by computingDIDi

0 =DKCS(EIDi) with com-
puting overhead of 5TH+1TE/D, which is not advisable for preserving
user privacy. Since the purpose of PPAKAwas to provide privacy in
authenticated kay agreement protocol, we observe that with the defi-
ciency of forward secrecy, the intended privacy is not achieved. Fur-
thermore, the lack of forward secrecy renders PPAKA susceptible to
known session-specific temporary attacks since in SK = h(DIDi||
IDSS||ri||rcs||rss), DIDi has been exposed.

Figure 2
Attack flow for the forward secrecy in PPAKA
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Figure 1 shows the conceptual flow for A’s attackwith two steps,
A1 and A2. A1 is the same asA’s capability in Figure 2, which means
thatA has the power to get {EIDi,M1,M2,M5,M8} andKCS. A2 is the
steps for A to get SK. This means that PPAKA has lack of forward
secrecy.

5. Conclusion

This paper has demonstrated that the PPMAKA proposed by
Kapito et al. [23] for IoT environments lacks forward secrecy, a
critical feature for the scheme. An adversary processing
knowledge of the long-term secret key could calculate all session
keys, both past and future. We have also shown that privacy of
IoT devices is compromised in PPAKA due to the failure to
provide forward secrecy. The foremost challenges crucial for the
success of IoT are security and privacy. With the growing
technology, attackers learn new means of compromising the
system. Therefore, authenticated key agreement schemes for IoT
should incorporate protective measures, even in scenarios where
the long-term secret key is compromised. Researchers should keep
in mind to consider the forward secrecy importantly to devise any
security and privacy schemes in IoT environment.

IoT provides users with various benefits and services. A crucial
aspect of pervasive IoT devices lies in their limited resources.
Therefore, it is crucial to design energy-efficient and lightweight
security and privacy-preserving algorithms and schemes that cater to
the storage, processing, and transmission of data in accordance with
application requirements, employing optimized resource
management. It is recommendable to design any security and
privacy schemes over IoT environments with lightweight operation
and communication properties, authenticated key agreement with
forward secrecy, anonymity, and unlinkability.
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