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Abstract: This work integrates logical and physical security processes, and simplifies the manageability of the security 

infrastructure.  The process increases visibility to resources, which makes it easier to prevent security incidents, and provides a 

platform to manage the response and recovery after an incident occur.  Log collection is the heart and soul of a SIEM.  Log 

correlation is employed to identify particular sequences of log events from devices. The comparison between network level and 

host level events automatically perform initial validation that would not normally be performed. It considers movement of data 

between systems where it would not normally accounts logging on at unusual times or from unusual places, these may not generate 

specific security alerts, but can be much more easily spotted and flagged by a log correlation solution that sees everything in the 

environment. It shows some enhancements to event log normalization and significantly improves correlation rule execution. The 

event monitoring algorithm and SIEM correlation rules result in false positives or false negatives. Security managers, therefore, 

may waste time and resources that could be used to respond to real threats and assaults if there are too many false positives. This 

study hereby, strikes a compromise between lowering false positive alerts and not ignoring any potential abnormalities that could 

indicate a cyberattack when establishing SIEM correlation rules. In order to decide which data is pertinent and which data is 

irrelevant in an event pipeline, this research employs the use of filters. Through this examination, it can be inferred that the 

conditions are advantageous for promoting investment in the growth and enhancement of this technology as an essential component 

of industrial control systems with security operation centers, as well as offering cyber security management for small and medium-

sized enterprises (SMEs) with restricted security expertise and capabilities. 
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1. Introduction 
 

Due to growing activity by nation-states and 

cybercriminals, cyber security hazards affecting industrial 

control systems (ICT) have significantly escalated over the 

past few years. Attackers are now more hazardous and 

technically advanced, making it difficult to identify them in 

time. The media, the security community, and the IT sector 

have in recent times focused on security due to extremely 

significant cyberattacks. The Solar Winds breach in 2019 

affected the network management systems of numerous 

organizations (Luigi et al., 2022). This resulted in significant 

data leaks and caused a great deal of damage. As a result, 

these sectors have seen an increase in the number of 

complicated problems requiring optimization solutions. 

Companies must adapt rapidly to properly detect, respond to, 

and safeguard their surroundings as cyber-attacks steadily 
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increase in sophistication and frequency (Oyinloye et al., 

2021).  

 

1.1. Physical and logical security 
 

Physical security refers to preventive measures put in 

place to prevent trespassers from physically entering the 

area. Physical security is effective in preventing 

unauthorized visitors and undesirable trespassers. It refers to 

physical or electronic equipment that safeguards the site's 

visible components. Physical security includes things like 

security vaults, closed-circuit televisions (CCTVs), and 

alarms. Unauthorized visitors can be attempting to steal 

equipment like computers and monitors, damage staff 

members, or extract company data (Demetrio 2017). 

 

1.2. How SIEM works 
 

Information security and network operations make up 

the two components of logical security. Information security 

focuses on ensuring the security of data, including data at 

rest and in transit. Network security is a concern for network 

operations. One can more effectively protect your assets by 

integrating the logical and physical security domains. When 

logical and physical security processes and infrastructures 

are combined, resource visibility is improved, making it 

simpler to detect and stop security events and giving you a 

platform to manage the response and recovery after they 

happen. Security Information and Event Management is 

referred to as SIEM. The best elements of Security Event 

Management (SEM) and Security Information Management 

(SIM) are combined in services that offer SIEM to enable 

real-time monitoring, notifications, event correlation and 

analysis accessible to its users (Gonzalez-Granadillo et al., 

2017). Concisely, SIEM is a security tool that aids 

companies in spotting potential security flaws and threats 

before they have a chance to affect daily operations. It 

reveals unusual user behavior and has established itself as a 

mainstay in modern security operation centers (SOCs) for 

security and compliance management use cases. Artificial 

intelligence is used to automate many manual processes 

related to threat detection and incident response. 

 

1.3.  Understanding SIEM architecture 
 

SIEM technologies enable the search and analysis of 

security incidents as well as the application of particular 

criteria for attack detection by combining data from various 

log sources.  A feature of SIEM solutions called security 

analytics consists primarily of real-time dashboards that 

logically display security data as graphs and charts. The 

security team can quickly identify malicious activity and 

address security concerns thanks to these dashboards' 

automatic updates. Agents stationed at the infrastructure 

under surveillance gather the data. These agents are the 

components responsible for collecting data sent by various 

nodes or devices in the infrastructure being monitored and 

normalizing it into security events. 

 

Figure 1 

Understanding SIEM Architecture 

 
 

SIEM architecture is focused on the development of 

SIEM systems and its essential elements. In a nutshell, SIEM 

architecture includes the following elements: 

Keeping track of logs: This relates to data 

management, data collection, and the preservation of 

historical data. As shown in Figure 1 above, the SIEM 

gathers contextual data in addition to event data. Organizing 

systems like installed devices, network protocols, storage 

protocols (Syslog), and streaming protocols are used by 

SIEM architecture to gather event data. 

Log normalization: Figure 1 clearly shows that the 

event and contextual data are input into SIEM. However, it 

is necessary to normalize such. This relates to the process by 

which event data is converted into pertinent security insights. 

Sources of Logs: Networking applications, security 

systems, and cloud systems all produce logs. This procedure 

is concerned with how organizations feed logs into the 

SIEM. 

 

1.4. SIEM as a service 
 

The fact is that cyber-attacks pose a constant threat to 

businesses and organizations. A real-time threat-monitoring 

program, like a Security Information and Event Management 

(SIEM) system, that offers visibility into the network is now 

a crucial layer of defense (Amantie, 2018).  SIEM as a 

service is a collection of integrated security services, log 

management, and monitoring tools that deliver immediate 

incident response and threat detection. SIEM as a service 

helps businesses identify attacks and data breaches in their 

network more quickly. The objective of Managed SIEM is 

to reduce the risk of data breaches by enabling organizations 

to efficiently gather and analyze log data from all their digital 

assets. A top-notch SIEM solution brings together processes 

and technologies, ensuring that every interaction is secure 

and visible— and ensuring that the correct information is 

readily available to respond to potential threats, faster. With 

the assistance of a cloud-based SIEM, all network devices, 

servers, applications, users, and infrastructure components 

can be thoroughly and effectively monitored (figure 2). 
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Figure 2 

SIEM as a Service 

 
 

A company may have moved some of its workloads and 

workflows to the cloud in these circumstances. If this is the 

case, one thing needs to be understood: the risk surface a 

company faces will change. The danger surface has changed, 

necessitating an adjustment in the threat detection and 

response strategy. When all workloads and processes, 

including all physical hardware and data storage, are 

implemented on premises, it has the sole responsibility of 

managing the security infrastructure. Due to the divided duty 

model created by the deployment of things in the cloud, this 

role has undergone significant change (Lao et al., 2018). The 

business has a responsibility to safeguard and maintain the 

data on those systems. If one does not properly manage area 

of responsibility, the organization's attack surface will have 

a significant visibility gap. One won't be able to see the 

numerous security gaps. Clouds are naturally very active in 

nature. A workload in the cloud can be deployed or removed 

with a few simple clicks. 

 

1.5. Motivation 
 

No organization, no matter how big or little, is safe 

from knowledgeable and persistent cybercriminals. The idea 

that too many businesses simply invest in industry-standard 

cyber security measures like firewalls, antivirus software, 

and virtual private networks is even more unsettling. For 

instance, the global Marriott hotel chain experienced a series 

of significant data breaches that exposed the personal 

information of over 300 million visitors. But the fact that 

hackers hid in plain sight for more than four years astounded 

industry experts in managed IT and cyber security. The hotel 

company would have likely identified hackers before any 

serious monetary or reputational harm was done if it had 

properly implemented a Security Information Event 

Management (SIEM) system. 

 

1.6. Statement of the problem 
 

Organizations becoming inundated with security alerts 

is one of the most persistent SIEM challenges. Security event 

correlation generates alerts in traditional SIEM solutions 

when it detects potential incidents. However, these security 

alerts often misclassify regular actions and behaviors as 

linked attacks. These warnings, referred to as false positives, 

drain the investigative efforts of IT security teams, depleting 

their time, resources, and motivation. It allows real threats to 

persist for longer periods and contribute to fatigue. 

These SIEM problems could, naturally, still emerge 

even with a threat intelligence source. The issue in this 

instance is a dearth of pertinent threat intelligence. The truth 

is that not all threat intelligence is created equal. For instance, 

ransomware that targets Internet of Things (IoT) in 

manufacturing may not have an impact on retail business. It 

requires a cybersecurity solution that offers several threat 

intelligence feeds relevant to the company in order to 

overcome these SIEM difficulties. Additionally, the threat 

intelligence feeds need to grow with the IT infrastructure and 

change along with the threat environment.   

Update mechanisms are present in almost all operating 

systems. This notification system needs to be activated. 

Although the issue of whether updates ought to be installed 

automatically is up for discussion. At the very least, updates 

should be communicated to system administrators. Given 

that patches and updates have a history of causing more 

issues than they resolve, they might not want to have them 

loaded automatically. Administrators should install updates 

as soon as possible; waiting too long can expose systems to 

attack. 

 

1.7. Event correlations 
 

What is event correlation? Any size organization can 

have a lot of strange activity going on in its network, and 

keeping an eye on this activity can help protect network from 

threats. Security administrators may mark a user’s account 

as suspicious if there are 100 unsuccessful login attempts 

prior to a successful login, for instance. It can be challenging 

to determine the precise level needed to identify suspicious 

conduct. If you put up a rule of notification after 100 

unsuccessful login attempts followed by a successful login, 

it will go undetected in the scenario above if the hacker 

cracks the password on the 90th attempt (Muhammad et al., 

2022). Its requires more effective and dependable method of 

identifying potential risks to fix this. 

Before offering logical solutions, event correlation 

analyzes a large number of events, adds business context to 

those events, and sequentially connects them. A set of rules 

are used to compare activity sequences in correlation. With 

the help of these guidelines, SIEM can determine which 
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suspicious activity ought to be taken seriously as a security 

concern. 

For instance, one can specify a correlation rule to check 

for events X and Y that take place in a particular sequence, 

where X is the number of unsuccessful login attempts from 

a user account using a specific IP address and Y is the 

successful login using the same IP address to any network 

device. It will receive notifications if this rule is in effect 

each time a series of these occurrences takes place in the 

network. It can distinguish between possible threats and 

everyday occurrences using the preset variables in these 

events (Li et al., 2022). It requires the rules established by 

the SIEM solution or write its own criteria based on the 

requirements of the organization. The key to accurately 

detecting incidents is configuring the correlation engine of 

the security solution based on the nature of business, 

securing past and present experiences (Motorga et al., 2022). 

There are two types of correlation: static and dynamic. 

 

1.8. Static correlation 
 

Enterprises cannot consistently rely on a preventive 

security approach. Unavoidably, breaches happen, and when 

they do, it's critical to investigate how and why in order to 

avoid recurrence and lessen the harm.  Investigating old 

logs to examine breach activities after an occurrence is 

known as static correlation. Static correlation allows for the 

analysis of log data and the discovery of intricate historical 

patterns. This can inform you of an ongoing attack or assist 

you in identifying dangers that may have jeopardized the 

security of your network. 

 

1.9. Dynamic analysis versus static analysis 
 

Static analysis seeks to predict program behavior at the 

time of compilation, before the program is ever run. In 

contrast, the aim of dynamic analysis is to make inferences 

about run-time behavior of programs. Dynamic and static 

analyses can complement one another by supplying details 

that would not otherwise be available. It is more effective to 

perform both analyses simultaneously rather than one after 

the other (and possibly iterating) (figure 3). Since events are 

subject to correlation rules as they happen, a SIEM solution 

can immediately examine incoming log data and look for 

attack patterns. Static and dynamic correlation can be used 

to ensure that organization's network has a timely defense 

against security attacks (Motorga et al., 2022). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3 

Dynamic and Static Analysis 

 
 

Early bug detection and repair benefits the project in 

many ways. It can speed up development, lower costs, and 

guard against data breaches and other security flaws. Testing 

using both dynamic and static analysis are useful in this 

situation. Each one has a different function and offers a 

special return on investment (ROI) that is almost immediate 

for any development team. A two-pronged strategy using 

static and dynamic analysis enhances the development 

process' dependability, bug detection, efficiency, and 

security. Static analysis offers data that can be used to 

anticipate potential outcomes of the integration and 

execution of code. Based on what the tool defines as a defect, 

it finds flaws. 

 

2. Related Work 
 

Numerous proposals for the examination and 

assessment of security systems have been made in the 

literature. Others concentrate on the technological aspects 

that could be enhanced in present SIEM solutions, while 

some study focuses on the business aspects. For instance, 

well-known organizations like Gartner (Cruz-Duarte et al., 

2022) present a commercial analysis of SIEM systems based 

on the market and main vendors, for which a report is 

produced on an annual basis to position SIEM companies as 

market leaders, challengers, niche players, or visionaries. To 

the best of our knowledge, there is no systematic evaluation 

of these systems, their capabilities, and the open gaps despite 

the fact that organizations like Gartner periodically review 

the competence of SIEMs (Xinjian et al., 2020). 

In addition, numerous articles on the capabilities of 

SIEM solutions and on how SIEM providers can be 

compared and evaluated have been published by various 

security organizations (e.g., Techtarget (Li et al., 2022) and 

Info-Tech Research Group (Gonzalez-Granadillo et 
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al.,2021). On the one hand, Techtarget regularly publishes 

electronic guidelines on SIEM system security as well as 

how to define SIEM strategy, administration, and success in 

the business. On the other hand, Info-Tech offers technical 

reports on the SIEM vendor landscape (Adrian Olaru 2023) 

with an emphasis on the advantages and disadvantages of 

significant commercial SIEMs. Both firms use the Gartner 

Magic Quadrant as their starting point for study (Balayla 

Jacques 2020), putting the more complex factors to the side 

for consideration in upcoming SIEMs. Similar to this, 

businesses like Solutions Review by (Luigi et al.,2022) 

provides periodic studies to help SIEM purchasers choose 

the best SIEM solution for their companies. The authors 

conduct a vendor comparison map focused on compliance, 

log management, and threat detection, three essential SIEM 

characteristics. Although the study enables linking 

prospective customers with providers, it neither provides 

technical information about the tools nor examines potential 

enhancements to present SIEMs' capabilities or outside 

factors that might have an impact on their performance in the 

future (Muhammad et al., 2022). 

Chicco et al., (2023) proposed that modeling attacks 

and evaluating security components will enable more precise 

and rapid assessments of network security elements. Apart 

from a few technical factors, no additional features are 

considered for the advancement of modern SIEM systems 

(Oyinloye et al., 2021). Based on the aforementioned 

limitations, we propose in this article a technical and 

commercial examination of current SIEM systems that could 

lead to enhancements in the design, development, and 

utilization of the following generation of SIEMs. The 

examination focuses on the deficiencies of current SIEMs 

and the external factors that may ultimately impact them. It 

provides an analysis and comparison of various commercial 

SIEMs from the past ten years (Perera et al., 2020). 

A recent study by Gustavo et al., (2021) explores 

different perspectives in the 2020 SIEM vendor map based 

on three primary capabilities: (i) threat intelligence 

detection, (ii) compliance, and (iii) log management. In 

addition to threat intelligence, compliance, and log 

management, SIEM developers are considering security 

capabilities and intelligent dashboards as innovative 

additions to their solutions. Consequently, new SIEM 

systems will assist security administrators with pre-built 

dashboards, reports, incident response workflows, advanced 

analytics, correlation searches, and security indicators 

(Papastergiou et al., 2021). Furthermore, a comprehensive 

analysis of SIEMs by Subach et al., (2019) revealed that 

current SIEM solutions need to enhance features such as 

behavioral analysis, risk analysis and deployment, 

visualization, data storage, and response capabilities, in 

order to keep pace with the market. Therefore, there is an 

urgent need to devise new systems for efficient handling and 

providing a comprehensive and shared understanding of 

cyber-attack situations in a timely manner. In conclusion, the 

main limitations of the existing approaches can be 

summarized as follows: (i) the traditional linear incident 

response models are too slow, ineffective, and do not support 

the highly efficient capability required to handle and manage 

today's incidents. In contrast, our work presents a novel 

integrated approach that detects malicious activities and 

provides a thorough analysis of the identified anomalies in a 

more efficient, flexible, and scalable manner. To achieve 

this, it combines proactive approaches, which detect and 

analyze abnormal activities and attacks in real-time, with 

reactive approaches, which provide a comprehensive 

analysis of the underlying infrastructure to evaluate the 

reported incident. 

 

3. Methodology 

 

3.1. Scalability method 
 

Before a system's security can be ensured, it must be 

scalable. In order to examine the scaling strategy from the 

perspective of security, let us look at a web server. The 

theoretical calculation of the web server demand is shown in 

Figure 4a. You must take into account a crucial question in 

order to fully comprehend the workload on a web server: if 

the average time between incoming requests is 100 ms 

(milliseconds), how many requests are received on average 

of one second? Let us label the unknown value in order to 

mathematically explain this. Think of T as representing, for 

instance, the interval between server requests (Murtaza & 

Wooguil 2021). 

 

Figure 4a 

Communications between two parties surfing the web 

 

Up until now, the existing communication channel, 

illustrated in figure 4a, has exerted significant effort in 

safeguarding all its systems from cyber-attacks, malware 

variations, and various other malicious methods. In this 

regard, the objective of combating cyber-attacks and 

safeguarding critical national infrastructures has led to the 

deployment of a series of security sensors at multiple points 

within the port's technological ecosystem, which is 

comprised of Information Technology (IT). These sensors 

are devices or software programs that monitor and gather 

network data, as well as activity data from systems, and offer 
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mechanisms for early identification of attacks and system 

vulnerabilities. This enables prompt implementation of 

countermeasures to mitigate these threats (Kalyan et al., 

2022). 

 

3.2. Mathematical model of correlation 

coefficient 
 

The aforementioned example shows that node 

perception data have some degree of similarity within a 

specific range. It determines the average amount of 

information delivered by a packet by computing the entropy 

of each node (Cruz-Duarte et al., 2022). To express node 

data correlation, the joint entropy can be derived by 

comparing the correlation entropy value with a 

predetermined threshold. Expressions of information 

entropy are described as follows: 

                            

  1                                   

2              

H(x), H(y) separately represent the node's entropy in the 

two formulas above.  ip x is the likelihood of events 

detected by the node .i  jp y is the likelihood that events 

will be detected by node j, where q is the total number of 

events being gathered. The following is how the joint 

entropy between nodes i and j is expressed:                       

 

3 

 

In formula 3, 
 ,i jp x y

 is the joint probability 

consisting of two-dimensional random variables
 ,i jx y

. In 

general, 
( , ) ( ) ( )H x y H x H y 

if 

     ,H x y H x H y 
, which means information 

collected by two nodes are independent. H(x, y) \ (H(x) + 

H(y) represents the correlation degree of data collection for 

thi  node and the 
thj

  nodes, and K is the correlation 

coefficient: 

 

                  4 

K's data range is obviously [0:1]. K = 0 denotes the 

independence of the data acquired by nodes i and j. The 

higher the K-value, the greater the correlation between the 

two nodes. K = 1 indicates that the information gathered by 

nodes i and j is the same. On the basis of conforming to the 

requirements of the network application, nodes are separated 

according to the correlation coefficient K achieved. The 

threshold value is set to the parameter = 0.8. Node i is 

capable of sensing information flow and the area it is 

associated with. Fig. 4b displays a node perceptual relevance 

schematic (Arul et al., 2023). 

 

Figure 4b  

Network conformity requirements 

 

The similarity of nodes is low when 0 k   . The 

similarity of the nodes increases when 1k   . The 

correlation coefficient between nodes can be determined by 

calculating their combined entropy and individual 

information entropies. The nodes that satisfy 0 1k   are 

separated into groups.  All of the nodes in the similarity 

coefficient, which make up the relevant area (correlated area, 

CA), are automatically divided into numerous smaller 

sections. According to Vasillii et al. (2022), the cycle 

formulas 4 and 5 are used to calculate the merits of priority 

for each node within the pertinent area. A representative 

node (RN) with a cycle length of T is selected for the relevant 

area. To prevent the interruption of original data 

transmission brought on by the switch of RN, the value of T 

must be greater than and at least twice as large as the value 

of the EA-MAC protocol listener sleep cycle. Only RN will 

communicate the collected data to the sink node. 

 

3.3. Correlation algorithm 
 

INPUT: Sink Nodes, SIEM systems 

OUTPUT: correlation Coefficient, 

(i) Generate event logs, 

(ii) Nodes receive (messages, sync) 

(iii) Check for new DHCP servers, destination IP 

address and check if it is within the list (“Z”) 

(iv) If five failed attempts login are tried with different 

usernames from the same IP address within fifteen minutes 

(“x”), send an alarm to the administrator, 

(v) Scan port and add context to correlation if the IP 

address of the scan port and the login attempts are the same. 

(vi) Computing entropy according to formula 1, 2, 3 

(vii) Compute correlation coefficient, k, using formula 

4 

(viii)Is k = [0,1] 

(ix) Analyze a whole lot of event logs with mundane 

activities, 

1

( ) ( ) log ( )
q

i i

i

H x p x x p x


 

 

   

,
1

H x y
K

H x H y
 



1

( ) ( ) log ( )
q

i i

i

H y p y x p y


 

   
1 1

( , ) , log ,
n m

i j i j

i j

H x y p x y p x y
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(x) To make sense of them, read the event log format. 

The goal of the event log format is to standardize the event 

log formats used by various vendors and network 

components across the entire network. 

 (xi) The goal of the event log format is to standardize 

the event log formats used by various vendors and network 

components across the entire network. 

 

Figure 5 

Flowchart computing correlation Coefficient 

 

 
 

3.4 Result and discussion 
 

Platforms for (SIEM) offer real-time analysis of 

security events generated by network hardware and 

software. The core elements of a typical SIEM solution are 

depicted in Figure 5 and the pseudocode. The SIEM is 

comprised of several functional components, each capable 

of operating independently but requiring collaboration for 

optimal efficiency. These components encompass the source 

device, log aggregation, parsing standardization, rule engine, 

log storage, and event monitoring. Network security devices 

such as Intrusion Detection Systems (IDS), Intrusion 

Prevention Systems (IPS), and firewalls are a few examples 

of systems that generate extensive logs. The architecture 

effectively integrates two crucial components/features (data 

processing APIs), one for continuous processing and the 

other for batch processing (Tharwat 2018). In order to 

swiftly detect abnormal incidents and/or patterns, these two 

complementary attributes must be present. Significantly, the 

batch processing capabilities provide stream processing 

features with the necessary contextual/domain knowledge to 

identify deviations in observed events/values from 

established norms (Kalyan et al., 2022). 

Like any event-monitoring algorithm, SIEM correlation 

rules might provide false positives. Security managers may 

waste time and resources that could be used to respond to 

real threats and assaults if there are too many false positives. 

The SIEM correlation rules' setting aims to achieve a balance 

between lowering false-positive alert rates and not ignoring 

any potential anomalies that might point to a cyberattack. A 

security administrator won't be as likely to make mistakes or 

overlook events thanks to the better event log normalization 

that is provided here. 

 

3.5. Evaluation 
 

To overcome classification problems, we use the Area 

under Curve - Receiver's Operating Characteristics (AUC-

ROC) curve. It is one of the most important evaluation 

criteria for determining whether a classification model is 

effective (Marcelo et al., 2022). On the other hand, the false 

positive rate (FPR) measures the proportion of available 

negative samples that contain false positive results. The x 

and y- axes of a ROC space represent the relative trade-offs 

between true positives and false positives as described by 

FPR and TPR. 

As a result, the metrics listed below (Eqs. (5) to (10)) 

are defined. Equation (5)'s definition of accuracy (ACC) 

shows that it is the proportion of correctly classified samples 

to all samples of data. When the training dataset contains an 

equal number of data samples for all classes, ACC can be 

used as an objective evaluation metric: 

       5 

The proportion of typical behaviors that are mistakenly 

identified as malicious or anomalous is known as the false 

positive rate (FPR; equation (6)). By dividing FP with the 

total of FP and TN, FPR is calculated. 

                    6 

The True Positive Rate (TPR) (Equation (7) determines 

the percentage of actual malicious or anomalous activities 

identified as malicious or anomalous. TPR is determined by 

dividing TP by the total of FN and TP with an emphasis on 

FN. 

                    7 

The F1 score (equation (8)), which incorporates FN and 

FP, expresses the ideal ratio between TPR and Precision. 

Another evaluation metric, precision, calculates the 

( )
TP FN

Accuracy ACC
TP TN FP FN




  

FP
FPR

FP TN




TP
TPR

TP FN
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percentage of data samples that are labeled as malicious or 

anomalous. 

              8 

where 

Pr
TP

ecision
TP FP


  

 
In other words, it depends on how well the risk of 

mistaking a real attack for a false one and the risk of 

mistaking a fake attack for a real one are balanced.  

Different criteria are applied when making decisions. The 

effectiveness of each risk balancing technique must therefore 

be carefully considered. The study makes use of phrases like 

"true positive" and "false positive." As displayed in table 1 

below: "True negative" and "false negative," respectively. 

 

Table 1 

shows True Positive, False Positive, False Negative 

and True negative in Tabular Format 

 Positive 

attack 

False attack 

Positive Attack True 

positive 

False 

positive 

False Negative False 

negative 

True 

negative 

 

The rates of type i errors and type ii errors are 

respectively, the power and false positive rate are defined as 

follows: 

              9 

       10 

The ROC curve is the curve with the power on the 

vertical axis and the false positive rate on the horizontal axis. 

The higher the curve rises to the upper left corner of the plot, 

or the larger the area under the ROC curve (AUC, maximum 

of 1), the better the test performance, as shown in figure 6 

(Li et al., 2022). 

 

Table 2 

An explanation of area under the curve 

 

The AUC needs to be higher than 0.5 for a diagnostic 

test to be considered useful. is typically regarded as 

acceptable (Kalyan et al., 2022). 

 

3.6. Pseudocode for AUC-ROC curve 

implementation 
 

Having defined most of the metrics that involve the 

evaluation of the models, the probability threshold that gives 

the best performance for the situation is hereby stated. This 

is where the ROC or Receiver Operating Characteristic 

Curve comes into play. It is a graphical representation of 

how two of these metrics (the Sensitivity or Recall and the 

Specificity) vary as we change this probability threshold. 

Intuitively, it is a summarization of all the confusion 

matrices that we would obtain as this threshold varies from 

0 to 1, in a single, concise source of information. 

 

Figure 6 

Pseudocode for the ROC Implementations

 

 

Figure 7 

ROC curve shows all the performance of the test for 

acceptable false positive (kitchen et al., 2023). 

Area Under Curve Interpretation 

AUC Value Interpretation 

≥0.9 Excellent Model 

0.8-0.9 Good Model 

0.7-0.8 Fair Model 

0.6-0.7 Poor Model 

＜0.6 Very Poor Model 

2 Pr

Pr

ecision TPR
FI

ecision TPR

 




1
TP

power
TP FN

  


TP
FalsePositiveRate

FP TN
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An ROC curve is a graph that shows the performance 

of the receiver operating characteristic curve (ROC) at all the 

classification thresholds. The ROC curve plots the True 

Positive Rate (PPR) and False Positive Rate (FPR). The first 

step in plotting the ROC curve is to calculate the Recall and 

FPR for the different thresholds. Then, plot the two values 

against each other. Fig. 7 shows the ROC curve of a random 

model: The line that goes from 0,0 to 1,1 is the ROC curve. 

This is the ROC for a random model that predicts a half-time 

value of 0 and a 1-half-time value of 1, regardless of its 

inputs. 

 

4. Conclusion 
 

This study further supports the notion that SIEM aggregates 

logs through data correlation, enabling security analysts to 

sift through billions of logs generated by network devices 

(González-Granadillo et al., 2021).   Security concerns can 

then be sorted by risk factors, providing immediate action to 

minimize the attack surface and improve network health. 

This research is armed with the features and capabilities to 

fight suspicious network activity while producing report logs 

to comply with industry policies and practices. Network 

security equipment such as IDS, IPS and firewall devices 

generate many logs. This course shows how SIEM alerts 

security analysts about events and trends they need to be 

aware of.  One of the most important components of a 

functional SIEM is good and logical correlation rules. 

Improving event log normalization significantly improves 

SIEM’s and its correlation rules’ functionality. If SIEM can 

normalize event logs, it is less likely to make errors or ignore 

events a security analyst needs to be concerned about ( 

Oyinloye, 2021). To differentiate between valuable and 

insignificant data in the event pipeline, this research employs 

the utilization of rules. It becomes more captivating when 

employing log-based activity information and correlation 

inspired by security events to address business issues. This 

function as a tool for managing security has provided 

organizations and their networks with a strong security base. 
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