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Abstract: Internet of Medical Things technology is becoming popular because of recent advancements in sensor node technology. 

A sensor node is characterized as a resource limited device. This characteristic has led to several security challenges that underpin 
the necessity for cryptosystems that are both more effective and robust in protecting vital data. We propose an efficient and secure 
access control scheme where the transmitting node and receiving node are in certificateless cryptography and identity-based 
cryptographic environment respectively. The design of the access control protocol for use in Internet of Medical Things with mobile 
edge computing is based on a heterogeneous signcryption scheme and it is supported by 5G network. Random oracle model was 
used to provide the security proof of the proposed scheme. The proposed heterogeneous access control scheme provides public 
verifiability and ciphertext authentication properties. In addition, we have compared the efficiency of our access control scheme 
with other related existing schemes, our scheme has low energy consumption and computation cost. 
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1. Introduction 
 
The Internet of Medical Things (IoMT) entails the interconnection of hardware and software infrastructure and medical 

devices that enables healthcare systems to communication with each other over the internet [1]. IoMT has the capacity to play a 
vital role in implementing a secure ubiquitous medical system that can provide healthcare services anytime and from anywhere 
enabling real-time monitoring of patients [2]. To ensure real-time uninterrupted and reliable low latency communication (URLLC), 
ubiquitous healthcare systems should utilize both 5G and MEC technologies [3]. The IoMT sensors perform the task of sensing, 
processing and communicating physiological data to a sink in its communication network [4]. 

In healthcare ubiquitous system, the potential utilization of sensor nodes was shown in the study by Vanteru et al. in 2023[5]. 
A similar approach was demonstrated in the study by Nawaz et al. in 2024 [6] where continuous patient monitoring improved life 
quality of the patients. Sensors by their very nature are limited in terms of power required for computing, data storage and source 

of power hence, developing and implementing a more secure IoMT has been a difficult undertaking. It is crucial to ensure 
physiological data generated in IoMT is kept confidential as access of medical data by unauthorized persons can cause harm to 
patients. 

Traditional cryptographic primitives require considerable computation energy rendering them unsuitable for use on sensor 
nodes. Elliptic Curve Cryptosystems (ECC) as proposed by both Koblitz in 1987 [7] and Miller in 1985 [8] has gained considerable 
recognition owing to its ability to produce small size keys. Through ECC it has become possible to develop efficient security 
protocol for use on devices that utilize less power and use less memory for functionality. 

Communication in sensor networks should be able to achieve important properties such as anonymity, integrity, 

confidentiality, authenticity and non-repudiation [9-11]. Signing then encrypting has been proofed not to be an efficient concept 
[12], hence the use of signcryption [13] is more preferred. Signcryption is better suited for use on resource-limited devices since it 
can simultaneously achieve message authenticity, confidentiality, repudiation and integrity more efficiently than the process  of 
encrypting then signing or vice versa [14]. 

Cryptosystems come in different forms such as public key infrastructure (PKI) based cryptosystems, identity-based 
cryptography (IBC) and certificateless cryptography (CLC) [15]. In IBC schemes, certificate management is not necessary as is 
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with PKI since such schemes make use of a key escrow mechanism [16]. Several IBC schemes have been proposed and developed 
in recent studies. In the study by Patil and Patil in 2022 [17], they proposed a secure signcryption to help share electronic health 
records. A study by Ramadan and Raza in 2023 [18] gave a secure IBC signcryption protocol for use in telemedicine systems to 
limit spread of contagious diseases. The concept of key escrow makes homogenous security schemes based on IBC not suitable for 
use in an IoMT environment [19]. 

To overcome the key escrow problem in IBC, a study by Al-Riyami and Paterson in 2003 [15] presented a certificateless 
scheme. A certificateless cryptosystem utilizes the services of a third party known as Key Generation Center (KGC) who does not 
know the full secret keys of the parties involved in a communication. The KGC generates and supplies a user with part of the final 
full private key. The user will then compute his/her final and full private key by combining the partial private key with some 
additional secret information. Since CLC was proposed in 2003 by Al-Riyami and Paterson [15], a number of access control 
protocols for WBANs have been proposed [20]. In the study by Jahan et al. in 2023 [21], they presented an end-to-end user 
authentication scheme for a medical system in a smart enabled environment. The medical system was constructed from inexpensive 
sensors, a personal device such as a medical server, mobile phone and a wireless body area network to prevent unauthorized 

behavior. In the study by Arfaoui et al. in 2020 [22], they presented a context-aware certificateless access control protocol that was 
able to achieve user anonymity for use on WBANs. An access control protocol capable of achieving authenticity, confidentiality, 
non-repudiation, user anonymity and integrity was proposed by Li and Hong [20]. The scheme was based on a certificateless 
signcryption with ciphertext authenticity, their scheme was a variant of the signcryption scheme proposed by Barreto et al. in 2005 
[23]. The cost of running a pairing operation is an enormous burden to resource constrained sensor nodes [24]. Numerous studies 
have proposed different ways of accelerating the computation of pairing operation [25, 26]. To this end, the computation cost of 
pairing based operations remain complex and time-consuming. This has made pairing operations not a suitable choice designing 
security protocol for resource constrained network environments. In 2019, Gao et al. [24] went on to design a signcryption based 

access control schemes without the use of bilinear pairing for use on WBANs, their scheme did not provide ciphertext authenticity. 
In study by Kasyoka et al. in 2021 [27], a pairing-free access control protocol for WBANs based on CLC was designed. In the 
study by Ullah et al. in 2021 [28], they gave a signcryption protocol based on CLC for use on Internet of Health Things (IoHT).  

Most of the security schemes discussed so far are homogeneous implying that the sender and the receiver operate in a similar 
environment and cannot support heterogeneous communications. In a study by Hou et al. in 2023 [29], an efficient heterogeneous 
scheme was proposed, where signcrypted communication was delivered from CLC to PKI system. A similar concept was used by 
Yang et al. in 2023 [30] where they proposed a heterogenous signcryption scheme where sending node in an IBC network 
environment can communicate data to a receiving node in a PKI network environment with multi-ciphertext equality test. However, 

PKI comes with an extra cost of certificate management. A heterogeneous access control protocol was put forward by Omala et al. 
in 2018 [31] for a WBANs based on a signcryption scheme (hereafter called OMMJL) where sender operates in CLC network 
environment and the receiver operates in IBC network environment. However, the scheme did not provide ciphertext authenticity.  

Most cryptographic systems cannot achieve ciphertext authenticity. A protocol that lacks ciphertext authenticity can over 
burden a sensor node with unnecessary process of validating the communicated ciphertext through decryption. This can lead to 
unnecessary computations especially when the ciphertext is found to be invalid. We are encouraged to propose a new alternative 
solution with the following perspectives: 

First, we proposed a pairing-free heterogeneous signcryption protocol that is able support public verifiability and ciphertext 
authentication. Second, we design an efficient and secure heterogeneous access control protocol using the signcryption protocol 

where the sending device is in CLC network environment and receiving device is in IBC network environment. Third, we propose 
a 5G communication architecture for use in IoMT with edge computing model. Fourth, we provide a formal security proof of the 
protocol where our  protocol is secure in IND-CCA2 and EUF-CMA under GDH problem and DL problem in ROM. Lastly, we 
compared our proposed scheme with related access control schemes by OMMJL [31], LHJ [32] and LLWW [33] and our 
heterogenous scheme was found efficient in  energy consumption, communication cost and overall computational time.  

This paper is organized as follows: Section 2 presents materials and methods used in our study while in section 3 we give the 
results obtained during our study. An application scenario of the proposed scheme is given in section 4. Finally, section 5 concludes 
our paper. 

 

2. Materials and Methods 

 

2.1. Computational assumption  
 

Definition 1: 𝐸𝐶𝐷𝐿𝑃: Let 𝐺 be an elliptic curve group, 𝑃 denote a generator of an order 𝑞. Given values (𝑃, 𝑎𝑃)  ∈  𝐺 for 

unidentified 𝑎 ∈ 𝑍𝑞. Given a probabilistic polynomial time (𝑃𝑃𝑇) attacker denoted as 𝐴, we state its advantage or opportunity in 

solving the 𝐸𝐶𝐷𝐿𝑃 as 𝐴𝑑𝑣𝐸𝐶𝐷𝐿𝑃(𝐴) = 𝑃𝑟[𝐴(𝑃, 𝑎𝑃) = 𝑎|𝑎 ∈ 𝑍𝑝 . The 𝐸𝐶𝐷𝐿 assumption is that for any 𝑃𝑃𝑇 adversary 𝐴, the 

stated advantage must be is negligible. 

Definition 2: 𝐷𝑒𝑐𝑖𝑠𝑖𝑜𝑛𝑎𝑙 𝐷𝑖𝑓𝑓𝑖𝑒 𝐻𝑒𝑙𝑙𝑚𝑎𝑛(𝐷𝐷𝐻): 𝐺 is cyclic group where 𝑃 is given as its generator of order 𝑞. Given 

(𝑎𝑃, 𝑏𝑃, 𝑐𝑃)  ∈  𝐺 the task will be to decide if 𝑐 ≡ 𝑎𝑏 𝑚𝑜𝑑 𝑞. 

Definition 3: 𝐺𝑎𝑝 𝐷𝑖𝑓𝑓𝑖𝑒 𝐻𝑒𝑙𝑙𝑚𝑎𝑛 𝑃𝑟𝑜𝑏𝑙𝑒𝑚 (𝐺𝐷𝐻𝑃): Given 𝐺 is a cyclic group, 𝑃 is the generator of 𝐺 and is of order 𝑞. 

Given (𝑎𝑃, 𝑏𝑃, 𝑐𝑃)  ∈  𝐺 for unknown 𝑎, 𝑏 ∈ 𝑍𝑞. The Decisional Diffie Hellman oracle on input (𝑎𝑃, 𝑏𝑃, 𝑐𝑃)  will output value 1 

if 𝑐 ≡ 𝑎𝑏 𝑚𝑜𝑑 𝑞, else it will give the output of value 0. 
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2.2. Network model 
 

 
Figure 1. Network model 
 
Figure 1. Illustrates the proposed protocol’s network model. It comprises of wireless technology such as (Wi-Fi and 5G), 

WBAN, medical staff, Network Manager and ambulance. The WBAN is made up of biomedical sensor nodes and an access point 
(gateway) that plays the role of a network manager. The nodes can be connected to the access point using a short-range radio 
transceiver such as Zigbee [28] and Bluetooth Low Energy (BLE). The nodes may be surgically implanted in the body or placed 
on skin of a patient for the purpose of collecting required patient’s physiological data periodically and transferring the collected 
data to a network controller. Through WiFi or 5G network the controller can be connected to a cloud computing/Multiaccess Edge 
Computing (MEC) server. MEC is vital for mobile healthcare devices as it redistributes computing resources from large-scale data 
centers to the edge nodes in a network allowing instantaneous processing of data at the source level [3]. In response to an authorized 
user request, the gateway will communicate physiological data to an authenticated request. Acting as a Public Key Generator 
(PKG), the Network Manager (NM) will manage the medical cloud server and it will manage the WBAN as a KGC. A KGC will 

play the role of processing the partial secret or private key of users in a CLC environment while the PKG will generate the private 
key and the public key of sensors in an IBC network environment through a registration process. All users that want to gain access 
to PGHD from the cloud server must first register on the NM and be validated by a gateway before gaining access to the WBAN 
data. The key notations used on the proposed protocol are shown in Table 1. 

 
2.3. Formal model 

 
CLC-IBC heterogeneous signcryption scheme will enable any user to communicate from a CLC environment to a receiver 

node in an IBC environment. Our KGC will be used to generate a private key that is partial for the sender and a private key for the 
receiving node. 

The security component based on two different categories of adversaries: Type-I adversary: The attacker or adversary depicts 

an outsider attacker without knowledge of the master key of KGC and is denoted as AI and Type II adversary: The adversary 
represents an insider attacker. The attacker or adversary has knowledge of the master key of KGC which is kept as a secret and it 

is denoted as AII  [15]. 
 

2.3.1. Confidentiality model 

 
Definition 4: IND-CCA-Indistinguishability against and adaptive Chosen Ciphertext Attacks. A CLC-IBC scheme will be 

secure against IND-CCA2 if no adversary 𝐴  can win with a non-negligible advantage. 
Game 1: When simulating confidentiality of our proposed scheme we will follow the approach applied in  the study by Omala 

et al. [31]. 

Initial: We assume that the challenger is an algorithm 𝐶 . The challenger 𝐶  will run Setup algorithm utilizing a secure 

parameter 𝑘 to generate system parameters 𝑝𝑎𝑟𝑎𝑚𝑠 and master secret key 𝑠 . 𝐶 keeps 𝑠 as a secret and forwards the 𝑝𝑎𝑟𝑎𝑚𝑠 to 

adversary 𝐴.    

Phase 1: When adversary 𝐴 submit queries as shown below:  

Partial Private Key query:  Using identity 𝐼𝐷𝑖 , adversary 𝐴 can issue a partial private key query, 𝐶 will run CLC-PPrK and 

return partial private key 𝑑𝑖 to 𝐴. 

Public Key query: When 𝐴 submits the query on identity 𝐷𝑖 ,  𝐶  respond with public key 𝑃𝑖  if it exists. Otherwise, it will call 
the algorithm responsible for generating the public key generating to create it. 
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𝑲𝒆𝒚 𝒆𝒙𝒕𝒓𝒂𝒄𝒕𝒊𝒐𝒏 𝒒𝒖𝒆𝒓𝒚: When the adversary makes a query on 𝐷𝑖 . 𝐶 will call algorithm IBC-KE and returns private key 

𝑑𝑖. 

Replace Public Key query: If 𝐴 wants to replace public key the adversary will do so by submitting (𝐼𝐷𝑖 , 𝑃𝑖
′)  of its choice. 𝐶 

replaces corresponding 𝑃𝑖 of the identity 𝐼𝐷𝑖.  

Private Key query: When 𝐴 makes request using identity 𝐼𝐷𝑖. If the public key had been replaced adversary will be expected 

to provide it. However, if it had not been replaced, the challenger 𝐶 calls algorithm CLC- PrK to return full private key 𝑆𝐾𝐴. 

Otherwise, algorithms CLC- PrK and CLC-PPrK will be run to obtain 𝑆𝐾𝐴. 

Signcrypt Query(𝑸𝒔): When adversary 𝐴  makes this query on the tuple (𝐼𝐷𝐴, 𝐼𝐷𝐵 , 𝑚),   𝐶 makes a request for public key 

oracle on 𝐼𝐷𝐴 to obtain public keys (𝑃𝐴, 𝑅𝐴, 𝑄𝐴) and the sender’s private key 𝑆𝐾𝐴. 𝐶 will execute the signcryption algorithm to get 

𝜎 and transmit the ciphertext to the adversary to 𝐴 . 

Unsigncrypt Query (𝑸𝒖): Attacker 𝐴  will issue a query for ciphertext 𝜎  with identity 𝐼𝐷𝐴 and the identity 𝐼𝐷𝐵. 𝐶 who is the 

challenger will run Unsigncryption algorithm to generate an original m or the symbol ⊥  and return it to the attacker. 

Challenge: An Adversary 𝐴 will select two messages (𝑚1, 𝑚2) that are of equal length, the sender’s 𝐼𝐷𝐴
∗ and the receiver’s 

𝐼𝐷𝐵
∗  on which the adversary will wish to be challenged. The 𝐼𝐷𝐵

∗  must not run on key extraction query. Challenger 𝐶 selects a bit 

𝑏 ∈𝑅 {0,1} and compute ciphertext 𝜎∗ and returns it to adversary 𝐴. 

Guess stage: Adversary 𝐴  returns its guess 𝑏∗   and will win in this game if 𝑏∗ = 𝑏  with the advantage denoted as  

𝐴𝑑𝑣𝐴
𝐼𝑁𝐷−𝐶𝐶𝐴2 = |2 Pr[𝑏∗ − 𝑏] − 1| where Pr[𝑏∗ − 𝑏] implies the probability that 𝑏∗ = 𝑏 exists. 
 

2.3.2 Unforgeability model 
 
Definition 5: The Existential Unforgeability against the Adaptive Chosen Message Attacks (EUF-CMA). A CLC-IBC scheme 

will be secure in EUF-CMA if there is no polynomially bound adversary 𝐴𝐼(including 𝐴𝐼𝐼 ) that  wins the game with a non-
negligible advantage. 

Game 2 In this game a challenger 𝐶 will interact with adversary 𝐴𝐼. 

Initialize. Challenger 𝐶  will run 𝑆𝑒𝑡𝑢𝑝(1𝑘) to generate the system 𝑝𝑎𝑟𝑎𝑚𝑠 and its master secret key 𝑠. Finally, it will 

forward the system 𝑝𝑎𝑟𝑎𝑚𝑠 to adversary 𝐴𝐼.  
Training Phase. The hash queries in this phase are generated using the approach in Game 1.  

Forgery At the end of this training phase, the adversary 𝐴𝐼 will output a ciphertext denoted as 𝜎∗ that will not have been 

generated by signcryption query on message 𝑚∗ with 𝐼𝐷𝐴
∗ and 𝐼𝐷𝐵

∗  as sender and receiver respectively and wins the game if 𝑚∗ =
𝑈𝑆𝐶(𝜎∗, 𝐼𝐷𝐴

∗ , 𝐼𝐷𝐵
∗ , 𝑑𝐵

∗ ). 

Game 3 In game 3 challenger 𝐶 will interact with adversary 𝐴𝐼𝐼. 

Initial challenger 𝐶  will execute 𝑆𝑒𝑡𝑢𝑝(1𝑘) to generate system 𝑝𝑎𝑟𝑎𝑚𝑠 and its own master secret key 𝑠. Finally, it will 

forward the master secret key 𝑠 and 𝑝𝑎𝑟𝑎𝑚𝑠 to adversary 𝐴𝐼𝐼.  

Training Phase. The hash queries generated are more like those in Game 2. Adversary 𝐴𝐼𝐼 will not be allowed to make a 
replacement query for the public key. At this phase no key extraction query is permitted or query of the partial private key since 

𝐴𝐼𝐼 can perform them by itself. 

Forgery At the conclusion of this phase, adversary 𝐴𝐼𝐼 will output a ciphertext 𝜎∗ not generated by signcryption query for 𝑚∗ 

with 𝐼𝐷𝐴
∗ and 𝐼𝐷𝐵

∗  belonging to the sender and the receiver respectively and wins the game if 𝑚∗ = 𝑈𝑆𝐶(𝜎∗, 𝐼𝐷𝐴
∗, 𝐼𝐷𝐵

∗ , 𝑑𝐵
∗ ). 

 

Table 1. List of notations 

 

Symbol Description 

𝐺 Cyclic additive group 

𝑃 Generator of group 𝐺 

𝐸(𝐹𝑞) An elliptic curve defined over a prime field 

𝐻𝑖 Secure cryptographic hash function where 𝑖 =
1,2,3 

𝐼𝐷𝐴 Sender’s Identity 

𝐼𝐷𝐵 Receiver’s Identity 

𝑃𝐴, 𝑅𝐴, 𝑄𝐴 Sender’s public key 

𝑃𝐵 , 𝑅𝐵 , 𝑄𝐵 Public key of receiver 

𝑆𝐾𝐴 = (𝑥𝐴, 𝑑𝐴) Full private key of sender, i.e partial private key 
and secret keys respectfully 

𝑑𝐵 Receiver’s private key 

𝑠, 𝑃𝑝𝑢𝑏 Master secret key and public key of 𝐾𝐺𝐶 
respectfully 

𝑚 Plaintext message 

𝜎 Ciphertext 

 
2.4. Proposed heterogenous signcryption scheme 
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In the proposed scheme, the sending party and the receiving party are in CLC environment and IBC environment respectively. 

The proposed protocol is constructed from the following algorithms: 

KGC Set-Up: The  𝐾𝐺𝐶 is expected to choose elliptic curve 𝐸(𝐹𝑞) of finite field 𝐹𝑞  where 𝐸(𝐹𝑞) can be defined using system 

parameters. 𝐾𝐺𝐶 will be responsible for defining the secure cryptographic hash functions 𝐻0: {0,1}∗ × 𝐺 × 𝐺 → 𝑍𝑞
∗  , 𝐻1: {0,1}∗ →

𝐺, 𝐻2: 𝐺2 × {0,1}∗ × 𝐺2 → {0,1}𝑛  and 𝐻3: {0,1}𝑛 × 𝐺2  × {0,1}∗ × 𝐺2 → 𝑍𝑞
∗  where n will represent the bits of the message to 

transmit. The 𝐾𝐺𝐶 will randomly select a secret master key 𝑠 ∈𝑅 𝑍𝑞
∗  and compute 𝑃𝑝𝑢𝑏 = 𝑠𝑃 as a public key. 𝑃 denotes the 

generator of an elliptic curve elliptic curve 𝐸(𝐹𝑞).  𝐾𝐺𝐶 will keep 𝑠 hidden and avails all system params to the public as 𝑝𝑎𝑟𝑎𝑚𝑠 =

{𝐺, 𝑃, 𝑞, 𝑃𝑝𝑢𝑏, 𝐻0 , 𝐻1, 𝐻2, 𝐻3}. 

CLC- SVS: This algorithm will be executed by the user. The user will randomly select a secret 𝑥𝐴 ∈𝑅 𝑍𝑞
∗ . 

CLC-PuK: This algorithm will allow a user to enter secret key 𝑥𝑖 and produce a public key as 𝑃𝐴 ← 𝑥𝐴 ∙ 𝑃. 

CLC-PPrK: This algorithm will require a secret key denoted as 𝑠,  public key 𝑅𝐴 = 𝑟𝐴𝑃 (where 𝑟𝐴 ∈𝑅 𝑍𝑞
∗  is a random value 

selected by 𝐾𝐺𝐶) and 𝑝𝑎𝑟𝑎𝑚𝑠 to produce the partial private key 𝑑𝐴 for any system user. The CLC-PPrK algorithm is executed by 

a 𝐾𝐺𝐶 , where the partial private key will be derived as 𝑑𝐴 = 𝑟𝐴 + 𝑠. 𝐻0(𝐼𝐷𝐴, 𝑅𝐴, 𝑃𝐴)𝑚𝑜𝑑 𝑞  , then computes 𝑄𝐴 = (𝑅𝐴 +
𝐻0(𝐼𝐷𝐴, 𝑅𝐴, 𝑃𝐴) ∙ 𝑃𝑝𝑢𝑏) and sends 𝑑𝐴 to  𝑢𝑠𝑒𝑟𝑖 over a secure channel making 𝑄𝐴 and 𝑅𝐴 public. A user can verify the authenticity 

of a partial private key 𝑑𝑖   by simply checking if  𝑑𝐴 ⋅ 𝑃 = 𝑅𝐴 + 𝐻0(𝐼𝐷𝐴, 𝑅𝐴, 𝑃𝐴)𝑃𝑝𝑢𝑏 holds.  

IBC-PrK: Given the identity 𝐼𝐷𝐵 ∈ {0,1} from a user in an IBC environment. The KGC proceeds to set user public key are 

𝑃𝐵 = 𝐻1(𝐼𝐷𝐵) ∈ 𝐺  randomly select 𝑟𝐵 ∈𝑅 𝑍𝑞
∗ , then computes 𝑅𝐵 = 𝑟𝐵𝑃  and private key as 𝑑𝐵 = 𝑟𝐵 +

𝑠. 𝐻0(𝐼𝐷𝐵 , 𝑅𝐵 , 𝑃𝑝𝑢𝑏)𝑚𝑜𝑑 𝑞, then computes 𝑄𝐵 = (𝑅𝐵 + 𝐻0(𝐼𝐷𝐵 , 𝑅𝐵 , 𝑃𝑝𝑢𝑏) ∙ 𝑃𝑝𝑢𝑏)and sends 𝑑𝐵   to  𝑢𝑠𝑒𝑟𝑖  in IBC environment 

over a secure channel and makes 𝑄𝐵 and 𝑅𝐵 public. The partial private key 𝑑𝐵   of the user will be verified by confirming if 𝑑𝐵 ⋅

𝑃 = 𝑅𝐵 + 𝐻0(𝐼𝐷𝐵 , 𝑅𝐵 , 𝑃𝑝𝑢𝑏)𝑃𝑝𝑢𝑏 holds.  

CLC- PrK: The algorithm is run by 𝑢𝑠𝑒𝑟𝑖 in a CLC domain, who will set the full private key as 𝑆𝐾𝑠 = (𝑑𝐴, 𝑥𝐴). 

SC: CLC network environment: With receiver’s public key 𝑄𝐵 , system 𝑝𝑎𝑟𝑎𝑚𝑠 and identity 𝐼𝐷𝐵. The signcrypting process 
is as follows: 

i. Select random parameter 𝑟 ∈𝑅 𝑍𝑞
∗  ; 𝑣 = (𝑥𝐴 ∙ 𝑟)𝑚𝑜𝑑 𝑞 

ii. 𝑈 ← 𝑣𝑃 ; 

iii. Compute 𝑇 = 𝑟𝑄𝐵; 

iv. Compute ℎ2 = 𝐻2(𝑈, 𝑇, 𝐼𝐷𝐵 , 𝑅𝐵 , 𝑄𝐵); 
v. Compute 𝑐 = ℎ2⨁𝑚;      

vi. Compute ℎ3 = 𝐻3(𝑐, 𝑈, 𝑃𝐴, 𝐼𝐷𝐴, 𝑅𝐴, 𝑄𝐴);   
vii. Compute 𝑤 = (𝑥𝐴 ∙ 𝑑𝐴

−1 ∙ ℎ3 ∙ 𝑟) 𝑚𝑜𝑑 𝑞 

The sender will output ciphertext 𝜎 = (𝑤, 𝑐, ℎ3)  

USC: IBC network environment: After receiving ciphertext 𝜎 = (𝑤, 𝑐, ℎ3). The unsigncrypt process will proceed as follows: 

i. Compute 𝑈′ = 𝑤 ∙ ℎ3
−1 ∙ 𝑄𝐴; 

ii. ℎ3
′ = 𝐻3(𝑐, 𝑈′ , 𝑃𝐴, 𝐼𝐷𝐴, 𝑅𝐴, 𝑄𝐴);   

iii. Check If  ℎ3 = ℎ3
′  holds, if equal run the following steps else output symbol ⊥ .  

iv. 𝑇 = 𝑑𝐵𝑈 

v. ℎ2 = 𝐻2(𝑈, 𝑇, 𝐼𝐷𝐵 , 𝑅𝐵 , 𝑄𝐵); 
vi. Compute 𝑚′ = ℎ2⨁𝑐. 

 
Our scheme has the property of ciphertext authenticity and public verifiability. A third party can confirm validity of the 

ciphertext 𝜎 = (𝑤, 𝑐, ℎ3) from our signcryption scheme without using the private key of the receiver and the message 𝑚 by running 
the first three steps of the heterogeneous signcryption scheme. 

The Proposed Scheme Correctness 

The following is the correctness of the proposed scheme: 

𝑇 = 𝑟𝑄𝐵 
    = 𝑟(𝑅𝐵 + ℎ𝐵 ∙ 𝑃𝑝𝑢𝑏) 

    = 𝑟𝑅𝐵 + 𝑟 ∙ ℎ𝐵 ∙ 𝑃𝑝𝑢𝑏 

    = 𝑟𝑅𝐵 + 𝑟. 𝐻0(𝐼𝐷𝐵 , 𝑅𝐵 , 𝑃𝐵) ∙ 𝑃𝑝𝑢𝑏 

    = 𝑑𝐵𝑈 

𝑈 = 𝑤 ∙ ℎ3
−1 ∙ 𝑄𝐴 

     = 𝑥𝐴 ∙ 𝑑𝐴
−1 ∙ ℎ3 ∙ 𝑟 ∙ ℎ3

−1 ∙ 𝑄𝐴 

     = 𝑥𝐴 ∙ 𝑑𝐴
−1 ∙ 𝑟 ∙ 𝑑𝐴 ∙ 𝑃 

     = 𝑥𝐴𝑟𝑃 

     = 𝑣𝑃 
 

2.5 Security analysis of the scheme 
 



Medinformatics  Vol. XX Iss. XX yyyy 

_____________________________________________________________________________________ 

6 

The proposed heterogeneous scheme is both UF-CMA and IND-CCA2 secure against the Type-I attacker and Type-II attacker 
under ROM in the DLP assumption. Where Type-I attacker is an outsider who does not have access to the secret master key and is 

denoted as AI. The Type-II attacker represents an insider adversary possessing the knowledge of the master secret key, denoted as 

AII. The ROM is a formalized model used in security analyzing of cryptographic protocols, where a cryptographic hashing function 
is viewed as a black box containing a randomized function. 

 
2.5.1. Proof of confidentiality 

 
Theorem 1: Our protocol is IND-CCA2 secure in ROM under GDH assumption. 
The proof for the theorem is provided in Lemma 1 as follows. 

Lemma 1 If there is an existence of an attacker 𝐴 who can possess a non-negligible advantage 𝜀 in compromising our scheme, 

there will be a 𝐶 algorithm defined as a challenger who can solve the GDH problem with the advantage: 

 𝑃𝑟[𝐶] ≥
𝜀

𝑞𝐻0
2 (1 −

𝑞𝑠(𝑞𝐻2+𝑞𝐻3)

2𝑘
) (1 −

𝑞𝑢

2𝑘
)  

Here, 𝑞𝐻0
 represents the highest number of queries to 𝐻0,while 𝑞𝑠  and 𝑞𝑢   represents both the signcryption queries and 

unsigncrypt queries respectively. Word limitation prevents the presentation of the remaining proof within this paper. 
 

2.5.2. Proof of the unforgeability  

 
Theorem 2: Our proposed heterogenous protocol is EUF-CMA secure in the ROM under the Discrete Logarithm Problem 

assumption.  
Proof: Proof for the theorem is in Lemma 2. 
Lemma 2 The proposed protocol is secure in EUF-CMA under the Discrete Logarithm Problem assumption.  

in ROM. Given an attacker or adversary 𝐴1 posing a non-negligible advantage 𝜀 who is capable of break the authenticity of 
our proposed protocol, then there will be a challenger C capable of solving the DLP problem with the advantage. 

 Pr[𝐶] ≥ 𝜀
1

𝑞𝐻0
(1 −

𝑞𝑠(𝑞𝐻2+𝑞𝐻3)

2𝑘
). 

Word limitation prevents the presentation of the remaining proof within this paper. 
 

Table 2. The Performance comparison 

 

 Computation Cost Cost of Communication  

Scheme User Sensor Gateway Receive  Communication Direction 

OMMJL 3PM 3PM − |𝐺1| + |𝐼𝐷| + |𝑚| + 2|𝑍𝑞
∗| CLC → IBC 

LHJ  P+3PM+E 1P 3P |𝐺1| + |𝑚| CLC → IBC 
LLWW 3PM+E 1P 4P |𝐺1| + |𝑚| CLC → IBC 
Ours 2PM 1PM 1PM |𝐺1| + |𝑚| CLC → IBC 

 
3. Results 

 
The proposed scheme was evaluated in terms of performance in comparison with the related schemes by OMMJL [31], LHJ 

[32] and LLWW [33]. Table 2 shows analysis of the proposed schemes in terms of communication and computation cost. As in the 
study by Shim et al. in 2013 [34], we use the energy consumption and the running time on a MICA2 mote that is implemented 
using ATmega128 4KB RAM and 128KB ROM and 8-bit processor that clocks at 7.3728 MHz. In our analysis, we only considered 

high computational cost operations such as pairing operation in G2, point multiplication in G1 and the exponentiation operations 
denoted as P, PM and E respectively. From the studies by Gura et al. in 2004 and Ma et al. in 2014 [35, 36], given that a PM 

operation will take 0.81s on an EC curve set on 160 bits p, an operation E in G2 that is exponential will take 0.9s, the pairing 

operation denoted by P will take 1.9 s where ηT pairing is based on a subgroup with a prime 254-bit order on a super singular curve 

y2 + y = x3 + x  over a 𝔽2271 with degree of 4. Therefore, the time it takes to perform computation using our proposed access 
control protocol is compared to access control schemes by OMMJL [31], LHJ [32], LLWW [33] is as follows: 

 

Table 3. Ciphertext generation computation cost 

 

Scheme User Sensor Gateway 

OMMJL 3 ∗ 0.81 = 2.43s 3 ∗ 0.81 = 2.43s  

LHJ 1.9 + 3 ∗ 0.81 + 0.9 = 5.23s 1 ∗ 1.9 = 1.9s 3 ∗ 1.9 = 5.7s 
LLWW 3 ∗ 0.81 + 0.9 = 3.33s 1 ∗ 1.9 = 1.9s 4 ∗ 1.9 = 7.6s 
Ours 2 ∗ 0.81 = 1.62s 1 ∗ 0.81 = 0.81s 1 ∗ 0.81 = 0.81s 
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Figure 2 summarizes the computation time of our proposed protocol in comparison to related protocols by OMMJL, LHJ and 

LLWW. When developing or designing an access control scheme for WSNs, it is important to consider reducing the cost of 
computation of a given sensor node as they are resource constrained. Our scheme has reduced computation time at the sensor as 

follows: In OMMJL [31] (2.43 − 0.81)/2.43 = 67%, in LHJ [32] and LLWW [33] (1.9 − 0.81)/1.9 = 57%. 
We have adopted the approach used in the studies by Shim in 2014 [37] and Cao et al. in 2008 [38] to calculate the energy 

consumption. A 3.0V is set as the power level of MICA2 and a data rate of 12.4kbps. The value set for active mode current draw 
8.0mA, while the mode of transmitting and receiving are set as 27mA and 10mA respectively [37]. An operation in point 

multiplication will consume 19.44 mJ [36] while an operation in bilinear pairing will consume 45.6 mJ. The exponentiation 

operation in G2 consumes 21.6 mJ. The energy computation cost at the sensor in the schemes by OMMJL [31] , LHJ [32], LLWW 
[33] and our scheme is shown in Table: 

 

Table 4. Energy Computation and communication cost 

 

 Energy Computation cost Communication cost on Receiver 

Scheme Sensor  

OMMJL 3 ∗ 19.44 = 58.3 mJ |𝐺1| + |𝐼𝐷| + |𝑚| + 2|𝑍𝑞
∗| = 520 + 80 + 160 + 2 ∗ 160 = 1080 bits. 

LHJ 45.6 + 3 × 19.44 + 21.6 =
125.5 mJ  

|𝐺1| + |𝑚| = 520 + 160 = 680 bits 

LLWW 3× 19.44 + 21.6 = 79.9 mJ  |𝐺1| + |𝑚| = 520 + 160 = 680 bits 

Ours 2× 19.44 = 38.9 Mj |𝐺1| + |𝑚| = 520 + 160 = 680 bits 

 

Our proposed scheme has managed to reduce the energy computation cost at the sensor as follows: In OMMJL [31] (58.3 −
38.9)/58.3 = 33%, in LHJ [32] (125.5 − 38.9)/125.5 = 69% and in LLWW [33] (79.9 − 38.9)/79.9 = 51%. The energy 
computation cost is shown on table 4 and summarized in Figure.3. The computation of the cost of communication makes an 

assumption that |m| = 160 bits and |ID| = 80 bits as in Li et al. [32].The length of an element in |G1| = 1024 bits is 1024 bits 

using an elliptic curve with |p| = 160 bits. From Shim et al. [34], the size of an element in G1 can be reduced to 520 bits by 
standard compression technique. Therefore, the communication cost on receiving side of the controller in OMMJL [31], LHJ [32], 
LLWW [33] and our scheme is shown in Table 4. Therefore, the cost of communication of the proposed protocol is similar to that 
of LHJ [32] and LLWW [33], which is 37% more efficient than the communication cost in OMMJL [31] scheme.  
 

 
 

Figure 2. Computational time of sensor 
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Figure 3. Energy consumption cost of the sensor 
 

4. Application Scenario 
 
This model is made up of five entities: KGC/PKG, WBANs, local servers/controller, MEC server and medical server. 

KGC/PKG will compute system parameters by running Set-up algorithm and circulate them to both CLC and IBC environment. 
Using both CLC-Puk and CLC-PPrk algorithms, KGC computes public and partial private keys and avails them to the WBAN. 
Algorithm IBC-Prk is used by PKG to compute the private key and public keys for the MEC server and medical server. All keys 
are availed to WBAN, MEC server and medical server through a secure channel. The WBAN will collect the patient’s data and 

sends it signcrypted to MEC server and the MEC server forward it to the medical server. To send plaintext M from WBAN to the 

medical server, the sensor node runs signcryption algorithm SC to get ciphertext σ = (w, c, h3) and sends σ to a MEC server and 

the server forwards ciphertext σ to medical server. Both the MEC server and medical server can perform ciphertext authentication 

and recover plaintext M by executing algorithm USC. Authorized doctors can access PGHD from the MEC server that is closer to 
the patient, or the main medical server as shown in Figure 4.  

 

 
 

Figure 4. A secure healthcare monitoring system in the IoMTs 

 
5. Conclusion 

 
In this research paper, we have provided a signcryption protocol of a heterogeneous nature and used it in IoMT environment.  

IoMT devices and gateways are resource constrained and therefore are incapable of hosting elaborate cryptographic algorithms. 
There is a need for more efficient security algorithms. High efficiency may improve performance but may compromise the level of 

security required to protect data hence, there will always be a trade-off between efficiency and level of security. A Good choice of 
cryptographic operations is necessary when designing security schemes for IoMT since cryptographic operations can be energy-
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intensive, leading to quicker depletion of battery life. Heavy cryptographic operations may also introduce latency that may not be 
acceptable in real-time sensor network applications. However, the use of 5G and MEC technologies may alleviate latency issues 
to some degree. The proposed scheme is both INDCCA2 and EUF-CMA secure in ROM. Our access control protocol has the 
capacity to demonstrate ciphertext authenticity at the MEC server reducing computation cost required to perform unsigncryption 
process as discussed in this paper. Further, we have compared our proposed scheme with three other related protocols and found it 

more efficient in terms of   computational time and energy cost. The fact that our proposed scheme is more efficient makes it more 
suitable for implementing in resource limited environments such as IoMTs. The future direction of this work is to improve the 
signcryption scheme to support a multiuser and multi receiver framework. 
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